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CIIOCOBU HECAHKIIIOHOBAHOI'O BTPYYAHHSA B POBOTY
EJIEKTPOHHO-OBYUCJ/IIOBAHUX MAIIIUH (KOMII’'IOTEPIB),
ABTOMATU30BAHUX CUCTEM, KOMII'IOTEPHUX MEPEXK
YU MEPEX EJIEKTPO3B’SI3KY

VY crarTi po3mIsAAaThCs MPOOJEMHI MUTAHHS BU3HAYCHHS CIOCOOY BUMHCHHS
JIOCIIPKYBAHOTO BUAY 3J0YMHIB, MPOMOHYEThCS KIACH(IKAIlisl Ta PO3KPUBAIOTHCS
JesiKi 0COOIMBOCTI 1aHO KpUMIHAIICTHYHOT KaTeropii.

Knrwouoei cnoea: necankyionosane 6mpyuanis, cCnocié GUUHeHHs 3104UHY, A8Mo-
MAMU308aHA CUCEMA, KOMN TOMePHA Mepedicd, WKIONUGe npocpamue 3a0e3nedeHisl.

B crarbe paccMmaTpuBaroTcs mpoOIeMHBIE BOIIPOCH OTIPECIICHUS CIIOC00a CoBep-
IICHUS] MCCIEAYEMOTO BUAA MPECTYIUICHUH, TpeiaraeTcsi Kiaccuukanms u pac-
KPBIBAIOTCST HEKOTOPbIE OCOOCHHOCTH TAaHHOW KPUMUHATHCTHUECKON KaTeTOPHH.

Knrwouegvle cnoga: necankyuonuposanHoe MeuamenbCmeao, Cnocod cosepuleHusl
npecmyniienus, agmomMamu3upoBaHHAs CUCMeMd, KOMNLIOMEPHAS Cemb, 8PEOOHOC-
Hoe npocpammHoe obecneuenue.

In article considers problematic issues of determination of the method of com-
mitting an explored type of crime, proposing the classification and disclosing some
features of forensic category.
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Beryn. CyuacHuit CBIT MPaKTHYHO HEMOXKIIMBO YSIBUTH O€3 HOBUX 1H(OpPMAIiHUX TEXHO-
JIOTiH, B OCHOBI AIKHX JICXKHUTb IIMPOKE BUKOPUCTAHHS KOMIT IOTEPHOI TEXHIKH Ta HOBITHIX 3ac00iB
KoMyHikauiid. CbOrofiHi KOMIT FOT€PH BIIPOBA/DKYIOTHCS B PI3HOMAHITHI raiy3i JIIOACHKOT TisIbHO-
cTi. Yci HalBaXTMBIII (DYHKIIIT Cy4acCHOTO CYCIUILCTBA TaK UM 1HAKIIIE MTOB’sI3aH1 3 KOMII F0TEpa-
MH, KOMIT FOTePHUMH MEPEKaMH 1 KOMIT FOTEPHOIO TH(POpMAIIi€XO.

3arajpHOBIIOME MTPHUCIIB’SI ITPO TE, 110 XTO BOJIOJIE iH(OpMAITi€r0, TOH BOJIOIE CBITOM, Xa-
pakTepu3sye poib iHdopMallii y cydacHOMY CyCHiIbCTBI. Ha HUHIIIHEOMY eTarti pO3BUTKY CYCIIiJIb-
CTBa MacIITa0H 3JOYMHHUX IOCSTaHb Ha KOH(IACHIHI BimoMocTi pi3ko 3pociu. [Hdopmamnis
PO PE3yJbTaTH YYKUX MPHUKIAIHUX 1 (QYHIAMEHTAIBHUX JIOCHI/DKEHb Ja€ 3MOTY 3a0MIaTUTH
BJIACHI CHJIM i1 KOIITH Ta 30CEPEIUTH yBary Ha BUPOOHHULTBI i MapkeTuHry. Iloganemuii po3Bu-
TOK HAyKOBO-TEXHIYHOTO IPOrpecy, 301IbIICHHS TOTOKY MaTEeHTIB 1 )KOPCTKA KOHKYPEHIIisl pOOIsTh
BUKPAJCHHS YyKMX TAEMHHUIb OCOOIMBO MPUOYTKOBOIO, @ TOMY JYK€ IEePCIEKTUBHOIO CIIPABOIO.
Bce Oinbine BuiB iH(OpMAIlil y CydacHOMY CYCHIIBCTBI 30€pira€Thesl B IEKTPOHHOMY BHIVISIII.
B Vkpaini mpakTHYHO BCi peecTpH Ta 06a3u TaHUX IepKaBHUX YCTaHOB Ta OPTaHIB BIAAH 1 yIIpaB-
JIIHHS TIEpEeBEJICH] UM NIEPEBOJISITHCS Ha CIEKTPOHHI HOCIT 13 pO3MIIIEHHSIM Y JIOKAJIBHUX MEpekKax
49K 3 JIOCTYIIOM 70 HUX 4depe3 [HTepHer. Taka 3py4HicTh y 30upaHHi, 00poOIll Ta BUKOPHUCTAH-
Hi iH(OpMAIIil CTBOPIOE BENHKY CIIOKYCY HE3aKOHHOTO OTPUMAaHHS KOH(IACHIIHHUX BiTOMOCTEH
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PO KOHKPETHY 0c00y, 00’ €IHaHHS TPOMAJIsH, MiAMPUEMCTBA, YCTAHOBU 3 METOI0 BUKOPUCTAHHS
B MOJIAJIBIIOMY B IPOTUIPABHUX IIJISIX.

Po3BuTtok MeToziB 00poOKH iH(pOpMAILii 3a JOTOMOTOF0 KOMIT IOTEPiB MPU3BIB 10 3aCTOCYBaH-
HS IIUX MAIIUH B yCiX Tajy3sx HaI[lOHAJbHOI CKOHOMIKH Ta IHIIMX cepax CyCHIbHOTO JKUTTS.
3HayHa KUTBKICTh TAKMX MAIIWH 00’€THAHA KOMIT FOTEPHUMHU MEPEKaMH, JIesKi 3 HUX HaOyIH iH-
TEPHAI[IOHATILHOTO XapaKTepy.

B ycboMy CBiTI MOCTIHO 3’ SBISOTHCS TIOBIJOMJICHHS PO KibepaTaky Ta HECAHKIIIOHOBaHE
BTPYYaHHS B poOOTy KOMIT IOTepHHUX Mepek. Tak, y 2003 porri uepe3 BUKOPHCTaHHS KOMII I0Tep-
HOro Bipycy Slammer Oyna 3HauHO ynoBiibHEeHa poOoTa Mepexki Inteprer y IliBHiuHINi AMepuii
Ta €Bpori, a [liBnenna Kopes B3araii Ha aeskuii yac Oyia BiJKJIFOYEHA BiJl BCECBITHBOI Mepexi.
VY kBiTHi 2009 poky KiOep3/I04MHII 3MOIVIM TOA0JIATH 3aXUCT KOMIT IOTEpHUX cucTeM lleHTarony
Ta BUKpaJd iH(OpPMALiIO 100 HOBOrO 0ararolijbOBOr0 BUHHUILyBaya I1’ATOro MmokoiiHHs F-35
Lightning II. Xakepam Baamocs CKOIiOBaTH ACKiUTbKa TepabalT JaHUX, sIKi CTOCYBAIHCS TU3AHY
Ta eJEKTPOHHOI cucTteMu yitaka. Y BepecHi 2010 poky npesuaeHT Ipany Maxmyn AXmaaiHekan
3as1BUB, IO 3JIOBMHUCHHUKH Yepe3 HECAHKITIOHOBaHE MPOHUKHEHHS 3MOTITH CTBOPUTH JIOKAJIBHI ITPO-
Oonemu y poGoti neHTpudyr koMIuiekcy 30aradeHHs ypaHa. Y 2017 porii CBIT CKONMXHYJIN JBI
MacIITaOHI KOMIT FOTePHI BipyCHI aTaku. Y TpaBHi 3’ sIBUIIUCS ITOBIIOMIICHHS ITPO BTPYYaHHS B PO-
00Ty COTHI THCSY €TeKTPOHHUX MalnH y 150 kpainax cBiTy 3a gomnomororo Bipycy WannaCry. 30-
KpeMa, Bipyc Bpa3uB HU3KY KOMIT IOTEPHUX CHCTEM HIMELBKOTO 3ai3HNYHOT0 KoHIlepHy Deutsche
Bahn. V Benukiit Bpuranii Oyau 3apakeHi KOMII'IOTEpHI CUCTEMH 0ararbox JIiKapeHb. Y 4epBHI
3’gBUJIACS HOBA 3arpo3a LITAaTHIM poOOTi eNeKTPOHHO-00UNCITIOBAILHIX MAallliH, aBTOMaTH30Ba-
HUX CHUCTEM Ta Ta MEPEXK eNEKTPO3B'A3KY. 3IOUMHISIMH OyB 3aCTOCOBAHUIN HOBUH MU PYBaIbHUK
¢aitniB Petya.A. XeprBamu f0ro 3acTOCYBaHHS CTaH COTHI IepKaBHUX Ta MPUBATHUX KOMITaHIN
Yy BCBOMY CBITi, y TOMY 4HCIIi i B YKpaiHi.

IMocTranoBka 3aBaanHs. ChOTOJHI 3’ ABJISIOTHCS HOBI, PaHiIe HEB1JIOMI CIIOCOOW BUMHEHHS
3II0YMHIB Y cpepi BUKOPUCTAHHS EIEKTPOHHO-00UNCITFOBAHUX MAITUH, CUCTEM Ta KOMIT FOTEPHUX
MEpEeX 1 Mepek eIEKTPO3B’SI3KyY, /Ie PEIMETOM IMOCSTaHHS BUCTYIA€E Pi3HOTO pofy iH(popMariis,
1110 3yMOBJIIO€ HEOOX1THICTh PO3pOOICHHS e(heKTUBHIX METOMK BUSIBJICHHS I PO3CIIiyBaHHS LIUX
3JI0YNHHUX JETIKTIB.

[Ipobnemi gociimxeHHs 3M04uHIB y chepi iHPopMaLiHHUX TEXHOJIOTIH MPUILIIACS MEB-
Ha yBara y BITUM3HSHIA KpUMiHAJIICTUYHINA Hayui [2, 4, 5, 6, 7]. OaHak nocTiliHe BIOCKOHAJICH-
HS ICHYIOUHX Ta I0sBa HOBUX CIIOCOOIB BUYMHEHHS POOHTH II0 MPOOIEMY JOCHUTH aKTyaJIbHOIO
JUTs YKpaiHH ChOTOJIHI.

PesyabraTin pocaimkennsi. Y KpuMiHadpbHOMY KOZAEKCi mependadeHa BiAMOBIAAIBHICT
(ct. 361) 3a HECaHKIIIOHOBaHE BTPYYaHHS B POOOTY EIEKTPOHHO-OOYMCIIOBAIBHAX MAIIHH
(KOMIT’TOTEepiB), aBTOMAaTH30BAHNX CHCTEM, KOMII IOTEPHUX MEPEK U MEPEK CIIEKTPO3B’A3KY, 10
MIPU3BEINIO 70 BUTOKY, BTPATH, MiAPOOKH, OMIOKyBaHHS iH(pOpMAIlii, CIOTBOPEHHS MpoLecy 0OpoOKH
iH(popMarii a60 10 MOpyIIEHHS BCTAHOBIECHOTO MOPSAKY i1 MapiipyTH3artii.

O00B’3KOBUM €JIEMEHTOM 3JIOUHHHOTO MEXaHi3My IaHOTO BTy 3JI0YHHIB € «HECAHKIIIOHO-
BaHe BTpy4YaHHA B poOOTy». Ha kainb, 3aKkoHO#aBCTBO YKpaiHH HE 1a€ OAHO3HAYHOTO BU3HAYCHHS
uiei kareropii. ¥ 3akoni Ykpainu «IIpo 3axuct iHdopmaii B iHpopmaniiHO-TeIeKOMYHIKaLIHHUX
CUCTEeMax» HaBOIUTHCS Taka Ae(iHIIis K «HECAHKIIIOHOBAHI Ail MOA0 1H(QOPMAIlT B CHCTEMI,
JIO SIKUX BIJTHOCSATHCS TaKi, O TPOBAIATHCS 3 IOPYIISHHSIM MOPSIKY JOCTYITY JI0 1i€l iHdopMartii,
BCTaHOBJICHOTO BIJIMOBITHO JIO 3aKOHOAABCTBA. 3T1JIHO 31 CT. 1 3a3Ha4eHOro 3aKOHY JOCTYII 10 iH-
(hopmarrii B cucteMi — OTpUMaHHS KOPHCTYBa4eM MOXKIMBOCTI 00poOiaTH iHpopMaliito B cucte-
Mi. [Topsmok goctymy mo iHdopmarii B CHCTEMi — yMOBH OTPHMaHHS KOPUCTYBa4eM MOKIMBOCTI
00po0nsaTH iHpOpMaIio B cucTeMi Ta mpaBuia o0poOku wiel iHpopmarii. Obpobdka iHpopmanii
B CHUCTEMi — BUKOHAHHA OJIHi€l a00 KUIBKOX omepaiiid, 30KkpeMa: 30UpaHHs, BBEJCHHS, 3aluCy-
BaHHS, IEPETBOPEHHS, 3UNTYBaHH:I, 30epiraHHs, 3SHULICHHS, PeECTpallil, NPUIMaHHs, OTPUMaHHS,
nepeaBaHHs, sKi 3A1HCHIOIOTHCS B CUCTEMI 3a TOTIOMOT'OI0 TEXHIYHHX 1 MPOrpaMHUX 3ac00iB.

Buxozsau 3 aHai3y HaBeJCHUX KaTeropiid, MOXKHa 3p0OUTH BHCHOBOK, III0 HECAHKIIIOHOBA-
HE BTPYYaHHs B pOOOTY — I1€ TIOPYIICHHS KOPUCTYBa4e€M YMOB Ta IIPABIJI OTPUMAHH 1 00pOoOKH iH-
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¢opmarii. Taki yMOBH Ta mpaBuiia OTpUMaHHA 1 00poOKH 1H(OPMAILLiT BCTAHOBIIOIOTHCS BOJIOALTb-
uem iHdopmaii. [Topsaaok noctymy a0 aepkaBHUX iH(popMauiiHUX pecypciB abo iHpopmarii 3
00MEXEHUM JOCTYIIOM, BUMOTA MO0 3aXKCTY SIKOT BCTAHOBJICHA 3aKOHOM, TIEPEITiK KOPUCTYBAiB
Ta IX IIOBHOBAYKCHHS CTOCOBHO Ii€1 iH(pOopMaIlii BU3HAYAIOTHCS 3aKOHOIABCTBOM. 3TiIHO 3i CT.CT. 5
Ta 6 3aKOHY BIIACHHUK CHCTEMH 3a0€3MeUye 3aXUCT iH(i)opMaui'l’ B CHCTEMi B TOPSIZIKY Ta HA YMOBAX,
BH3HAYCHUX Y IOTOBOPI, IKUHI YKIIATAETHCS HAM i3 BOJIOALIBIIEM 1Hq)opMau11 SIKIIO 1HIIIE HE TIepea-
6adeHo 3aKOHOM. BiracHUK cucTemMu Hasae KOPUCTYBadeBi BiTOMOCTI Tpo MpaBHIa i pexxum pobo-
TH CHCTEMH Ta 3a0e3redye HoMy JOCTyI J10 iHdopMarllii B CUCTeMi BiIOBITHO J0 BU3HAYCHOTO
nopsiaKy poctymy. 3akon Vkpainu «Ilpo TeJNeKOMyHikanii» y 1. 3 cT. 9 3000B’s13y€ onepaTopiB i
nposanaeplB TeJICKOMyHlKaI_III/I (emexTpo3B’ 5131<y) BXKHMBATH BiJITIOBITHO IO 3aKOHOAABCTBA TEXHIYHI
Ta opraHizaliiiHi 3aX0AU 13 3aXHUCTY TeJ‘IeKOMyHIKaHII/IHI/IX MEpeXK, 3ac00iB TEJIIEKOMYHIKaLlil, 1H-
(hopmatii 3 0OMeKEHUM JJOCTYTIOM MPO OPraHi3alilo TeJIeKOMYHIKalllHHUX Mepex Ta iHpopmallii,
IO TTEPEHAETHCS [IUMHU MEPEKaMH.

TakuM 9HHOM, BECTH MOBY IIPO HE3aKOHHE BTPYYaHHS B POOOTYy €JIEKTPOHHO-O0YHCITIO-
BaJIbHUX MaIlluH (KOMIT IOTEpiB), aBTOMATH30BAaHUX CHCTEM, KOMII'FOTEPHHUX MEPEK YU MEpeK
€JIGKTPO3B 3Ky MOYKHA 3a CYKYITHICTI yMOB: 1) BONOAIIBIIEM 1H(QOpMAIlii TOBHHHI OyTH BH3HA-
YeHI YMOBH Ta MpaBHia OTPUMAaHHS 1 00poOKHu iHdopMarlii; 2) BIaCHUK (PO3MOPSIHHUK) EICKTPO-
HHO-00YHCITIOBANBHUX MAIIUH (KOMII IOTEPiB), aBTOMAaTH30BAHUX CHUCTEM, KOMIT IOTEPHUX MEpPEXK
4qy omeparop (TpoBaijiep) Mepex eIeKTPO3B’sI3Ky MOBHHHI PO3POOMTH Ta BIPOBATUTH 3aXOIH
3axucty iHpopmalii B cuctemi; 3) BIAaCHUK (PO3MOPAIHUK) KOMI IOTEPIB, CUCTEM Ta ONEpaTop
(mpoBaiifiep) Mepex TIOBUHHI po3poOUTH mpaBuiia poOOTU cucTeMu; 4) MiXK BIACHUKOM (orepa-
TOPOM, TPOBANAEPOM) CHCTEMH Ta BOJOIUIbIEM iH(pOpMalii HOBUHEH OYTH YKIIQJICHUH TOTOBIp
010 3aXKCTy 1H(GOPMAIT B CHCTEMI; 5) 37104MHEIh BUKOHAB X04a O ONHY 13 omeparliid, 30KpemMa:
30MpaHHs1, BBEJICHHS, 3aITUCYBaHH, TICPCTBOPCHHS, 3UNTYBaHHs, 30epiraHHs, 3HAIICHHS, peecTpa-
1ii, TpUMaHHs, OTPUMaHHS, TIepeaaBaHHs THPOpMAIIii.

CriocoO0H HeCaHKIIIOHOBAHOTO BTPYUYaHHS B pOOOTY €NEeKTPOHHO-O00YMCIIOBATTBHUX MAITHH
(KoMIT'10TEepiB), aBTOMAaTH30BaHUX CUCTEM, KOMIT FOTEPHHUX MEPEXK YU MEPEXK eIEKTPO3B’I3KY MO-
KyTb OyTH Kinacu]ikoBaHi 3a pi3sHUMH ITiACTaBaMU.

1. 3a MicrieM 3HaXODKEHHS (JIOKAJII3AIli€r0) 3MOUHHIIIB iCHY€e BHYTPIIIIHE Ta 30BHIIIIHE BTPYYaHHSI.

BHyTpiuHiM 10CTyIOM BBa)KaeThCsl HECAHKIIOHOBAaHE BTPYYaHHS J0 Mepexi ado cucTeMH,
SIKE 3JIIHCHIOETHCST 3 KOMIT IOTEPIB, i €THAHKUX JIO OJHIET JIOKaIbHOI 200 KOPIIOPaTUBHOI MEPEXKi.
Leif BuI HECAHKITIOHOBAHOTO JOCTYITy BUKOHATHU JICTIIE, aJpKe OpaHIMayepH, sIKi OBHHHI 3aXH-
ATy JaHl y MEPEeXi, HAJTAIITOBAHI Ha «aTraky 330BHI» 1, 31€OLTBIIOr0, HE BIJICTSKYIOTh HEJIETITH-
MHI i BcepeauHi Mepexi. KpiM Toro, OLTBIICTh TAKUX MEpPEeK OYIYEThCS HA TPUHIMIIAX JTOBIPH
CTOCOBHO IHIIMX JIOKAJIbHUX MPHUCTPOIB, & poOOTA 3IIOBMUCHHUKA BCEPEIMHI MEPEKI €, SIK TIPABUIIO,
JIeraJIbHO0. /{0 30BHINIHROTO HECAHKITIOHOBAHOTO JOCTYITY HAICKHUTH TUCTAHIIIMHIHA JOCTYTI, SIKUHA
3IIMCHIOETHCS 3 KOMIT FOTEPA, 1110 HE HAJIGKHUTh JI0 MEPEXKi, Ha Ky CIPSAMOBAHO NocsTaHHs [§, ¢. 55].

2. 3a KiJIbKICTIO 3JI0YHHIIIB HECAHKITIOHOBAHE BTPYUYaHHS MOXKe OyTH OJJHOOCIOHE Ta rpyIioBe.

3. 3a cTyneHeM y4acTi 3JI0YHMHIIS — 0COOMCTE aKTUBHE BTPYYaHHS, IpOrpaMHe (omocepe/-
KOBaHa y4yacTb) Ta KOMOIHOBaHe.

Jo mepiioro Buay HajexaTh CUTYyallii, KoiIu ocoba O6e3mocepeHbo 3a JOIIOMOTOI0 KilaBi-
arypu a0 iHIIOTO NPHCTPOIO BBOAY AAHUX HAJa€ KOMaHAW OO KoMm 'torepa. s mporo moxe
3aCTOCOBYBATHCS BUIBHHI JOCTYI CTOPOHHBOI 0COOU J0 CITy»KOOBOTO KOMII IOTEpa, BIacHa CIeK-
TPOHHO-00YNCITIOBAJIFHA MaIlliHa 3JI0BMHCHUKA a00 TaeMHE TMPOHUKHEHHS 10 MPUMIIICHHS, NIe
BCTaHOBJICHI KOMIT FOTEPHO-TEXHIYHI 3aco0u. [licist orpumanHs Gi3MUHOTO JOCTYITY 10 HEOOXis-
HOT'O KOMIT I0Tepa MPOHUKHEHHS JI0 CUCTEMHU (MEPEXi) 3IHCHIOETHCS 3a JIOTTOMOTO0 UY)KHX Mapo-
JIiB Ta JIOTiHiB. /71 IbOTO MONEPEAHBO 0OCTEKYIOTh POOOUi MicCIIs 3 METOIO BHSBIICHHS MANEPOBUX
HOTATKiB 3 HEOOX1JHUMHU JaHUMH a00 BUBYAIOTh HA KOMIT FOTEpi MEBHI peecTpi, e PiKCYIOThCs Ha-
OpaHi paHilie napodi, sKi, sIK IPaBUJIIO, HIXTO 13 CiBPOOITHHUKIB YCTaHOB, OpraHi3aliif He BUIAJISE.

[HmIM  BapiaHTOM OTpPHMAHHS MApoJsl UL HACTYITHOTO HE3aKOHHOTO IPOHUKHEHHS
B cUCTeMY (MEpEeXKy) € TaK 3BaHUH «COIlabHUN iHKeHepuHT». [Ipr poMy iH(pOpMAIIist OTpUMY-
€ThCS B TIPOIIEC] CIUTKYBaHHS (Tesie(hOHHOTO a00 Yyepe3 MOBiIOMIICHHS Ha TeJIe(OH YK SICKTPOHHY
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MOYTy). 3I0YMHENb MPEACTABISETHCS CUCTEMHHUM aJMIHICTPATOPOM, CHiBPOOITHHUKOM KOMII HO-
TepHO1 (hipMH, 110 OOCITYrOBYE CUCTEMY, 1HIIIMM KOJIETOIO Ta 3aUTY€ Y CIIBPO3MOBHHUKA MapOJib
g gocryy [1, c. 309].

Sk pizHOBUA — IIe (PI3UUHE MIAKITIOUESHHS 10 MEPEXki NUTSIXOM ITi/]’ €/JHAHHS Ha KOMYTYHOUYHX
madax ado IpOTOBUX JiHisAX. [laHWH crmoci®d MOKHA MOPIBHATH 3 POOOTOI0 JBOX MapajielibHUX
Tene(OHHMX amapartiB, MIJIKIIOYEHUX JIO OJHOTO a0OHEHTCHKOTO HOMEpPY: SIKIIO OMUH Telie(hoH
3HAXOJIUTHCSI B AKTHBHOMY PEXKHUMI (BEACThCS PO3MOBA 3 a0OHEHTOM) Ta Ha JIPYrOMy arapari Iij-
HIMa€eThCS CIyXaBKa, TO KOJM PO3MOBA Ha MEPIIOMY 3aKiHUCHA, BOHA MOXKE OyTH IPOIOBKEHA
Ha JIPYTOMYy amapari.

[Iporpamue (onocepenkoBaHe) BTpyYaHHS Ma€ Ha yBa3i BUKOPUCTAHHS Pi3HOTO POAY IPO-
rpaMHUX 3ac00iB, A€ 3JI0YMHELb TUIBKH IHILII0€ POOOTY CrelialbHUX KOMIT IOTEPHUX MPOrpam,
a BCe iHIIIe mporpama BUKOHYE cama. Ha BiIMiHy BiJl OTMCAHOTO BUILE CIIOCO0Y, B TAHOMY BUIIAIKY
n00ip mapors Ui JOCTYIY 3IIHCHIOE CIeliadbHO po3poliieHa mporpama, Hanpukiaa, Password
Cracker, Office Key, Accent Office Password Recovery Ta iHIIIi, SKMX ChOTOJIHI BEJTUKA KITBKICTb.

Takox OJTHUM 13 BUJIIB IPOTPAMHOTO 3a0€3MeUeHHS, 1110 BUKOPUCTOBYIOTh 3JI0UMHIII, € IIKI1JI-
JIVB1 «KOMIT FOTEpPHI BipycH». 3aJIe)KHO BiJl CEpeIOBHUINA iICHYBaHHS PO3PI3HSIIOTH TaKi TUIIH BipYCiB.
®daiiioBi BipycH - MPOHUKAIOTH y (hailiy, 1Mo BHKOHYIOTHCS (eXe, com, bat), y cucTeMHi (aiiim,
¢aiiimn gpaiiBepiB (sys, drv, vxd), ¢aitnmu 6ibmiorex (DLL), a Takox y psia iHIINX TUMHIB (aiimis.
[Ticst BKOpiHEHHS (pailyIoBi BipyCH MOYMHAIOTH PO3MHOXKYBATUCS ITiJl Yac KOXKHOTO 3aIyCKy (haiina.
3aBaHTaXKyBaJIbHI BIPYCH - 3apaXaroTh 3aBaHTaKyBaJIbHUII cekTop nucka (Boot cextop) abo cexrop,
10 MICTUTb MpOrpaMy CHCTEMHOTO 3aBaHTaxXyBada BiHuectepa (Master Boot Record). Taxwuii Bipyc
3aMiliae coO0l0 MporpaMmy B 3aBaHTAXXKYBaJbHOMY CEKTOpi, BHACHIIJOK LIbOTO MOTPAILISE 0 Olle-
paTHBHOI MaM’sITi i IMepexXoIuIroe KepyBaHHs Bigpa3y I Yac 3aBaHTAKCHHS OINEPAIliiHOI CHCTe-
Mu. DalIoBO 3aBaHTAXKYBAIbHI BIpYCH MOXKYTh NMPOHHUKATH 5K y (Daiiyii, Tak i B 3aBaHTaXYBaJIbHI
cekTopu. J{o Takux BipyCiB HaJle)KaTh, 30KpeMa, CTEJIC-BIPYCH 1 HAHHEOE3MEUHIII eK3eMILIIPH I10-
niMophHUX BipyciB. MakpoBipycH MPOHUKAIOTh Y (aiimu nokymeHTiB (akeT Microsoft Office) i
iHII (aiiim, MATOTOBNIEHI B TOAATKaX, [0 MAlOTh CBOIO MOBY MakpokoMmaHa. dopMansHO 1l Bipy-
cH € (ailIoBUMH, ane 3apakaloTb BOHU HE (haiiiy, 0 BUKOHYIOTHCS, a ¢aiinn mqannx. Hebesmexa
MAaKpOBIpyCiB HE CTUIbKM B TXHIl pyHHIBHIH 1ii, CKINBKM B HOIIUPEHOCT] JOKYMEHTIB, MiATOTOBIIE-
HuX y nonynsipaux cuctemax Word i Excel. MepeskHi BipyCH MOIIMPIOIOTHCS IO KOMIT FOTEpHil Me-
pexi. OcoONUBICTh IUX BIPYyCiB MOJISIra€ B TOMY, 1110 BOHH 3apaKaroTh TUTBKU ONEPaTUBHY MaM STh
KOMIT FOTEpIB 1 HE 3alICYIOThCS Ha HOCIT iH(popMaIii. Y 3B’sIKy 3 iCHyBaHHAM Pi3HUX CIIOCOOIB 3a-
paKeHHSI BUKOPHCTOBYIOTh TEPMIHU «PE3UICHTHHID 1 «Hepe3nAeHTHHI Bipyc. PesunenTHi Bipycu
MOTPATUISIOTH JI0 ONIEPATHBHOT IaM’ATI KOMIT F0Tepa 1 MOXKYTh IMOCTIHHO BHSBIISITH CBOKO aKTHBHICTh
X 10 BAMHUKaHHS a00 Iepe3aBaHTaXeHHs KOMIT 1oTepa. HepesnaeHTHi BipyCcH, HaBIaKH, JI0 TTaM’sITi
HE MOTPAIUIIOTH 1 aKTUBHI JIUIIIE TIPOTSATOM Yacy, TIOB’sI3aHOTO 3 BUKOHAHHSM TTIEBHUX 3aBIaHb [3].

[Tpn koMOiHOBaHOMY BTpYUYaHHI 31TOYHHEIb BUKOHYE (i3UUHI Aii 3 MiAKIIOUCHHS 10 MEPEkKi
a00 BCTaHOBIJICHHS CIICI[IAIFHOTO TEXHIYHOTO MPUCTPOIO (HAIPHUKIAM, Ha GAaHKOMAT) 3 HACTYITHUM
3aIyCKOM IIPOTPAMHOr0 MPOAYKTY, III0 BUKOHY€ MPOMUCAHI 3JI0YHHIEM aNTOPUTMU POOOTH.

BucHoBkH. B KoHTEKCTI OCcTaHHIX MOJIN y CBITI y chepi iHPopMaLifHIX TEXHOIOT1H Mpo-
O1ema 60poTHOH 13 KiOEP3TOYMHHICTIO BUAAETHCS TOCUTh aKTYalIbHOI s YKpainu. JlociimKeH-
HS TAKOTO €JIEMEHTa KPUMIHATICTUYHOI XapaKTePUCTUKH SIK CIIOCIO BUMHEHHS HECAaHKI[IOHOBAaHO-
TO BTPYYaHHS B pOOOTY €IEKTPOHHO-O0UNCITIOBAIFHUX MAIINH (KOMIT IOTEPiB), aBTOMATH30BaHUX
CHICTEM, KOMIT IOTePHUX MEPEX UM MEPEXk EIEKTPO3B’SI3KY Ma€ BENUKE 3HAYCHHS JUIS BIOCKOHA-
JICHHS ICHYFOUMX Ta CTBOPCHHS HOBHMX MIKPOMETOIWK PO3CIiTyBaHHS 3JIOUUHIB y chepi iHOP-
MAaI[ifHUX TEXHOJIOTiH Ta KibepOe3neku. 3HAHHS THIIOBUX O3HAK Ii€i KPUMIHATICTUYHOT KaTero-
pii nae caimgoMy MOXKIIMBICTH ITPABUIIBHO KBaJTi(hiKyBaTH MPOTHIIPABHE JisTHHS, BUCYBAaTH Bepcil
I0/I0 MPUYETHUX 0Ci0, BU3HAUATH HAMPSIMU PO3CIIiAyBaHHS.
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