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IOPUINYHA XAPAKTEPUCTUKA HOBITHIX TEHAEHIIN
Y COEPI HIOPYHIEHHSA IH®OOPMAININHOI BE3ITEKN HEITOBHOJIITHIX

CrarTst npUCBSiUCHA aHANI3y HOBUX AT YKpaiHH COLUaJBbHUX SBUII, SKi MOXHA
KBaJi(piKyBaTH y KOHTEKCTI MOPYIICHb iH(OopMaiiiHOT Oe3neKr HEeMOBHOMITHIX. Bu-
3HAYAIOTHCS CYy0 €KTH 1 00’ €KTH MpaBonopyieHb. HamaeTbes po3ropHyTa coliaib-
HO-IOpUANYHA XapaKTEPUCTHKA JisTHb. BUSBICHI MpOTanHu Y HOPMaTHBHIi 6a3i, 10
noTpeOyI0Th BHECEHHSI 3MiH 1 JOMOBHEHB 10 YMHHOTO 3aKOHOAABCTBA.

Knrwuoei cnosa: inghopmayitina Oesnexa HenoeHorimuix, ingpopmayitini npagono-
Pyuwienns, 3a2po3u ingopmayitinit Oezneyi ocobucmocmi, 6ynine, Kibepbynine, dose-
OeHHs1 00 camozybOcmea, 3axucim nepcoHAIbHUX OaHUX.

Crarhs MOCBAIICHA aHATU3Y HOBBIX JUIS YKPAHHBI COI[MATIBHBIX SBJICHUM, KOTO-
pble MOXHO KBaJH(HUIIMPOBATh B KOHTEKCTE HAPYIICHUH WHPOPMALIMOHHON 0e30-
MACHOCTH HECOBEpIICHHONETHUX. ONpeaensoTcs cyObeKThl U OOBEKTHI IPaBOHA-
pytieHuii. Jlaetes pa3BepHyTast COUATBHO-IOPHINYSCKAsT XaPAKTEPUCTHUKA JTCTHHA.
BrisiBrieHBI Tpo0eIibl B HOPMATUBHOH 0a3e, KOTOpbIC TPEOYIOT BHECCHUS H3MEHCHU
U JIOTIOJTHCHUH B ICHCTBYIOIIEE 3aKOHOIATEIILCTBRO.

Knroueswie cnosa: ungopmayuonnas 6e30nacHoCnib HeCO8EPUICHHONEMHUX, UHPOP-
MAYUOHHbBIE NPABOHAPYUIEHUS, YePO3bl UHDOPMAYUOHHOU 6E30NACHOCIU TUYHOCTU,
OVILIUHe, KUbEepoOyLIUHe, 0068e0eHUe 00 CaMOYOUICNGA, 3aUUNA NEPCOHATLHBIX OAHHBIX.

The article is devoted to the analysis of new social phenomena for Ukraine, which
are a source of potential threats in the field of information security for minors. The pe-
culiarities of teenagers’ communication on the Internet are, as a rule, studied by teach-
ers, psychologists and sociologists. The author of the article considers this type of
communication in the context of jurisprudence. The researcher notes that under the
influence of information technologies there is a transformation of value orientations,
expansion of the range of information sources, as well as its retransmission in virtual
space. The processes of globalization lead to the fact that, together with the phenome-
non, its English name is also borrowed. The author gives a legal description of "death
groups", bulling and cyberbullying, misappropriation of personal data of minors in so-
cial networks, dissemination of harmful information intended for reproduction in real
conditions, popularization of games leading to personal disadaptation. He notes the
existence of gaps in the legislation, insufficient coordination of executive authorities,
whose competence is the prevention of information offenses. The researcher points out
the importance of the problem and suggests ways of improving the current legislation.

Key words: information security of minors, information offenses, threats to the
information security of the person, bullying, cyberbullying, bringing to suicide, pro-
tection of personal data.

Beryn. Coepa indopmarniitnoi 6e3nexn € ayke TUHAMIYHOIO, aPke HECIIMHHUH PyX TeX-
HIYHOTO IPOrpecy MOPOMKYE HOBI BUKJIMKH, SKi B3araji BaKKO OyJIO IPOTHO3YBaTH JO LBOTO.
VY Taknx yMoBax IpH NPABOBOMY PETyJIIOBaHHI NOpPYIIEHb Y BKa3aHii cepi € JHire IBa MITIXH:




ITPABO I CYCIIIJZIBCTBO Ne 1 yacmuna 2/ 2018

Hamaratucs KBalidiKyBaTu JEMiKTH 3a BXKE ICHYIOUMMHM HOpMaMu abo X MOJAEPHI3yBaTH
3aKOHO/IaBCTBO MLUISXOM JONOBHEHb 1 3MiH. Y I[bOMY 3B’SI3Ky BHHHMKAa€ HEOOXiTHICTb aHami3y
HOBITHIX TeHACHIIIH y cdepi mopyiieHHs indopmaliinoi 6e3mnekn HenoBHOMITHIX (nani — IBH).

BararoacnekTHicTh mpoOseM iHdopmaniliHoi 6e3neku (naiai — IB) mopomxkye 3HaYHUI
IHTepeC HAyKOBIIIB, SIKI aHAI3YIOTh 11 SIK COIIOKYIbTYpHUHN eHOMeH [1], po3risnarTs i1y co-
miabHO-(iTocoPchkOMy 1 COIIOKOMYHIKAIHHOMY BUMIpi [2, ¢. 3], TOCHIKYIOTh MPaBOBE
perymoBaHHsS JaHOTO (eHOMeHY [4-14]. daxiBIsMH y rajy3i Mearoriky i ICUXoJIoTil 10 CIi-
JUKY€ThCS 3a0e3TeueHHs iHpopMaIiitHoT 0e3MeKu CTapIIOKIACHUKIB y KOMIT IOTEPHO OPi€HTO-
BAaHOMY HaBYAIbHOMY cepenoBuIli [15], comianbHO-ICUXOIOTIYHI 0COOIUBOCTI (pOpMyBaHHS
0COOHUCTOCTI HEMOBHOJITHIX MPaBONOPYIIHUKIB [16], coliadbHO-NCUXOJOTIUHA JupepeH-
niaiis OposiBiB JAENIHKBEHTHOI MOBEIIHKA HEMOBHOMITHIX [17], CycHiAbCTBO 1 3J10YHMHHICTD
HEMOBHOMITHIX y po3pi3i enox [18].

[Tonpu 3HAYHY KUTBKICTH MyOJIKaIlii, MPUCBSIUCHUX MpoOaemMaM 3abe3rneucHHs iHpopMa-
idHOT Oe3MeKu, 0COOIMBOCTEH HEraTHBHOTO BIUIMBY 1H(OpPMAIIHNAX 3arp03 Ha HEMTOBHOMITHIX,
JOCITPKEHHSI FOPUJIMYHOT XapaKTePUCTHKH HOBITHIX TEHICHIIIN y 3a3Ha4YCHIN cepi, MOPOHKEHUX
€I10X010 TIobami3altii, me He 3IIHCHIOBAIOCS.

IMocTraHoBKa 3aBaaHHs. MeTa cTaTTi MOJSTae y BUABICHHI IOPUANYHO 3HAYYIIUX Xapak-
TEPUCTUK TUX MOPYIIEHb iH(pOpMaIiiHOT Oe3M1eKH HEMOBHOMITHIX, SKi aKTyaJIi3yBalnCs OCTaHHIM
4acoM Yy IIo0aJIbHUX MacliTadax i po3MOBCIONMINCSA Ha TEpUTOPit0 YKpaiHu. Po3kpuTTIO Temu
CHpusi€ PO3B’A3aHHA HACTYNMHUX 3aBAaHb: 1. [IpoaHanizyBaTu iHIIOMOBHI Ta YKpaiHCbKI MeailHi
JUKepelia 3 METO BHSBIICHHS HOBITHIX TCHICHIIH, SKi BimoOpaxaroTh nopyiienss IBH. 2. Jlatu
FOPWIMYHY OINIHKY JisIM YYacHHKIB 1H(QOpPMAIIHHUX MPABOBIIHOCHH BIIMOBITHO JIO YHHHOTO
3aKOHO/ABCTBA. 3. BUSABUTH FOpUAMYHI KOMI3iT i MPOTAMHN Y HOPMAaTHBHIN 0a3i, sIKi BUHUKIH Y
3B’SI3KY 3 BiJICTABAHHSM BiJl pealtiid >KUTTSI.

PesyabraTn pociigxenns. [IpoGieMun Mi>xKOCOOHMCTICHOTO CIUIKYBaHHS HETIOBHOJITHIX,
SK MIPABUIIO, JOCITIHKYIOTHCS TICHXOIOTaMH, NeJaroraMy, couiojJoraMu. ¥ IEHTpi iXHbOI yBaru
cnenudika BCTAaHOBIEHHS i MATpUMaHHsS B3a€MOBITHOCHH 3 OJHOJIITKAMH, OCOOIMBOCTI CIILIKY-
BaHHS 13 WICHAMU POJIMHU 1 BUMTEIISIMU, 3ac00U caMompe3eHTallil i akTyamizaiii cede y Mikpoco-
uiymi. HaykoBIsIMM OHOCTAiHO 3a3HAYarOThCA CYTTEBI 3MIHM Y MEHTAJILHOCTI HOBOTO MOKOJIiH-
Hsl MTOPIBHSHO 3 iXHIMH MOTEPETHUKAMH, 10 3yMOBJICHI BIUTMBOM 1H(MOPMAIIHHUX TEXHOJOTIH,
TpaHchopMaIliero IHHICHO-CMUCIIOBUX 1 ETHYHHUX OPIEHTHPIB, PO3MIMPEHHSIM JIiala30Hy 3ac00iB
oTpuMaHHs iH(popMarii Ta T perpaHcsii y BipTyansHOMy TipocTtopi [19-22]. Yepes inTeHcHbi-
Kallito T100alizalifHIX MPOIIeCiB aKTUBHO PO3IOBCIO/KYIOTHCSI MOJIEINI MTOBEIIHKH, Y TOMY YHCIT
MPOTHUIIPABHOT, 10 BUXOAATH 32 MEKi HOPM IIEBHOT HAI[IOHAJIBHOI CITITBHOTH i 3aKOHOJABCTBA OK-
pemoi nep>kaBu. Po3mistHeEMO OB AE€TANBHO Ti 3 HUX, SIKI MOYKHA KBaTi(hiKyBaTH SIK MOPYIICHHS
iH(popManiiiHoi Oe3nekn HEeMOBHOMITHIX. [IpuHariqHo 3ayBa)kuMo, 10 0araTo 3 HUX MalOTh aH-
[JIOMOBHI Ha3BH, @ TOMY B YKpalHChKiil MOBI IlepelaloThCs uepe3 TpaHciiTepalito ado K 3aMiHOIO
CHHOHIMOM YU CHHOHIMIYHHM CJIOBOCITONTyYCHHSIM.

31e0iabIIoro Moai0HI MPOIECH PO3TOPTAIOTHCS Y KiOEPIPOCTOpI, IO CYTTEBO YCKIIATHIOE
MPEBEHIIIF0 HOBHX BHJIIB MTPABONIOPYIICHB, 1ICHTH(IKAIIIO Ta IPUTATHEHHS 10 FOPUINIHOT BIAIIO-
BiJJATHOCT] BUHHHX.

[lomo cy0’exTiB BANHEHHS MOIIOHNX PABONOPYIICHB, TO, 32 HAIINMH CIIOCTEPEKCHHIMH,
X MOXKHA PO3MOAIIMTH Ha ABi Kareropii: 1. Jlie3naTHi ocoOH, SKi MalOTh NEBHUI NPOTUIPABHUI
YMUCEJ MIOJ0 XKHUTTS, (PI3UUHOTO UM MCUXIYHOTO 3/[0POB’SI HEMOBHOMITHROTO a00 CXUJICHHS ioro
JI0 BIKTUMHOI/ IETIKBEHTHOT MOBEAIHKY. 2. OTHONITKY HEMTOBHOJIITHLOTO, SIKI HEPIJIKO 33 3TOBOPOM
BHUCTYNAIOTh SIK TPYIa 0Ci0 3 METOIO ICUXOJIOTTYHOTO TEPOPY, IIbKyBaHHSI 0COOUCTOCTI, BUIIPOOY-
BaHHS 11 Ha MIIHICTh YCTAHOBOK.

AHaJi3 HAyKOBUX 1 MyONIIIMCTHYHUX JKEPEIT J03BOJUB BCTAHOBUTH, IO Bij iH(pOpMaIIiii-
HUX MPaBONOPYIICHh MOXKYTh IOTEpPIIATH JBI I'PYNH HEMOBHOMITHIX: 1. BUnaakoBi, cuTyaTHBHI
<OKEPTBU», AKI Yepe3 CBOK HeoOepe)kHy TOBEMIHKY 1 HaJ3BHYAMHY MOBIPIUBICTH MOTPAIUIN
JI0 TIOJIsI 30py MpaBornopynrHuka. 2. KoHKpeTHi, BiIoMi IPaBOMOPYIITHUKAaM 0COOW HETTOBHOMITHIX,
MIPOTH SIKMX PO3TOPTAETHCS MICUXOJIOTUHa 60pOTHOA.
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VY naiif cTaTTi MU HE 30CEPEIKY€EMOCS Ha TAKUX HETaTUBHUX MIPOSIBAX 3I0BMHCHOTO BUKO-
puctanHs iHGOpMaLiHHO-KOMYHIKATUBHOTO MPOCTOPY, K BTATHEHHS HEMOBHOMITHIX 10 3aiHAT-
TS MPOCTUTYLIEI0, PO3MOBCIOMKEHHS MOpHOrpadiuHOi mpoaykuii, pexiaMyBaHHS LIKIAJIUBUX
JUTSL MOJIOZIOTO OPTaHi3My PEUOBHH, SIKi IIOPOKYIOTh HAPKOMAaHi0, TOKCHKOMAHII0, KYPiHHS TOIIO.
[To-mepirie, Ha >kaib, MOMIOHI TEHACHIIT BXKe NajleKko He HOBiTHI. [lo-apyre, y KOXKHOMY TaKoMy
BUMAJIKY YiTKO ITPOCTEKYETHCS CKIIA]] IPABOIIOPYIICHHS (3I0YHHY), 10 HE BUKJINKAE Pi3HOYUTAHb
IIpH 1X IOPUANYHIN KBasTi(ikamii.

Hab6arato ckmagHimie iHTepIpeTyBaTH Y MEKaxX MPABOBOTO TIOJIS iHINI 3arpO3JIUBI IPOSBU.
J10 HUX MM BIJIHOCHUMO:

1. dopmyBaHHs iHpoOpMaLiHUX NOTOKIB 110 CTBOPEHHIO TAK 3BAHUX «IPYIl CMEPTi».
BruinB Ha ICHXiKy HEIOBHOIITHBOTO 3/1iHCHIOETHCS IIUISIXOM HABIIOBAHHS ICIIPECHUBHUX HACTPOIB,
30CEepEeIHKEHHSI HAa KHUTTEBUX CKIAIHONIAX 1 HETIOPO3YMIHHIX 3 HAHOMMKIMM OTOYCHHSM, Tepoi-
3amii cyinuaiB. Jkepenamu po3noBCIOKEHHS 1H(GOpMaIii Ta CKepyBaHHS MOBEIIHKHA BIKTHMHHUX
0cCi0 € 3aKpHTI TPYIH Yy COIIAIBHUX Mepekax, 3aco0u 3B’s3Ky yepe3 Wiber, WhatsApp Ta iHmIi
MeceHpkepu. [Ipu boMy Bce MOJaeThes SIK CBOEPITHA 3aXOIIMBA Ipa 31 CBOTM aJITOPUTMOM JIii,
10 BiJIpMBAa€ MOJIOMY JIFOAMHY BiJl MOYYTTS peanbHOCTi. KOHCTaTyeThes, 0 KypaTropu MoAiOHUX
TPyH MOCTIHHO MOAU(IKYIOTh BapiaHTH: HA 3MiHY «CHHIM KHUTaM» 1 «TUXOMY JOMY» IPUXOIUTH
¢remmob «Oixu abo TOMPH», KOJIU MiUTITKU BUITPOOOBYIOTE JIOJI0, TIEpeOiralouu JOpory Ha 4ep-
BOHMIA CHUTHAJ CBITIO(OpPY 1 KMAAIOYHCH MMiJ] Kojeca aBTO. Tako MpPOMOHYIOTHCS PI3HOTO POIY
HeOe3MeYHl «KBECTH», AKi MOXKYTh IPU3BECTH JI0 3arudeni He TiJIbKH caMOro HEMOBHOJITHBOTO,
a ¥ ioro OJIM3BKOT0 OTOYEHHSI. 3yXBaJIiCTh 3I0BMUCHUKIB MPOSIBISIETHCS Y TOMY, IO TSI HUX 3aMa-
0 cyinuay. Bonu motpeOyroTh Bijy MaliOyTHBOT KEPTBH Biieo (hakTy cMepTi y pexuMi TPaHCIISIIIT
3 IOAAJBIINM TIEPETIPOIaKeM 3aMiciB uepe3 Mepexy [arepreT abo Darknet.

3 mo3uIlii mpaBa Jii iHIIiaTopiB Ta OpraHi3aTopiB Py MOXKYTh KBasi(hikyBarucs 3a cT. 120
KpuminansHoro Kozmekcy Ykpainu «JloBeneHHs 1o camoryOcTBay [23]. Pazom 3 THM, 3BepHEHHS
JI0 pelaKIiii JaHoi CTaTTi y HUHIIIHBOMY i1 (hopMyITIOBaHHI T03BOJIUTH aIBOKATaM 3aXUCTUTH BUH-
HUX, OCKUIBKH y AiX OCTAHHIX JJOBOJI CKJIQJHO YITIEAUTH KOPCTOKE MOBOJKEHHS 3 0CO00I0, IIaH-
Tax, MPUMYC 10 IPOTUIIPABHUX il 00 MPUHMKEHHS JIFOACHKOI riHOCTI. [l0moKu 3akoHOaBelb
HE BHECE BIINOBIIHI 3MiHH J0 TeKcTy KpHMiHAIBHOTO KOAEKCY YKpaiHU, KypaTopH TaKUX TPyIl
BiT4yBaTUMYThCs OC3KApPHUMH.

3 mo3Wiid BHKOHABYOI Biaad (yHKIIT TpOTHUAIl TOAIOHUM TpPOSIBAM TOKJIAJAI0ThCS
Ha JenapraMeHT Kideprodimii HarionanpHOT mominii Ykpainu. Horo MpaIiBHUKAMHU TIPOBOJIUTH-
Csl TOCTIHHUH MOHITOPHHT COLIaTbHUX MEPEXK, BIICTEKYETHCS MOSBA 3aKPUTHX JCCTPYKTHBHUX
yTPyTOBaHb, JJIS1 OCBITSAH 1 OATHKIB 3IHCHIOETHCS PO3’ICHIOBAIbHA POOOTA MO0 TPEBEHIIIT He-
TaTHBHUX TNPOSIBIB 4epe3 OMHC aJrOpPUTMY il 31I0BMUCHUKIB [24]. Pazom 3 TuMm, miif AisuIbHO-
CT1 HE HACTUIbKU BIACTUBUHU YIEpeKyBaJlbHUM Ta MacITaOHUI xapakTep. [locTaTHbO HaBeCTH
SIK TIPUKJIaLy BIIOMOCTI 3 BUCTYIy roioBu Hamionansnoi nomiuii C. Kus3eBa, sskuii 3a3Ha4uB, 1110
Ha oyarok 2017 poky 3 434 cyinunansHux rpyn Oyio 3admokoBano 102 [25]. Bpakye it HanmexHoOl
KOOPJUHAIT CITIJIBbHHUX A1l 3 MIHICTEpCTBOM OCBITH 1 Hayku, MiHICTepcTBOM iH(POPMAIIHHOI 1MOo-
JTHUKH, MIHICTEPCTBOM OXOPOHH 3710poB’sl. [ToniOHa po3MOpOoNmIeHICTh Y IPOTHCTOSHHI 3 TaHUM
HETaTUBHUM SIBUIIIEM 3aHATO IOPOTO OOXOMUTHCS JIEPHKaBi 1 CyCITiIbCTBY.

2. Byainr/ KidepOyainr. Haspa Bene moxomkeHnHs Bia aHmi. bulling, mo mociiBHO Iie-
PEKIJIQIAEThCS K «OMKYBaHHS», A IO CyTi O3HAYa€ IbKYyBaHHS 0COOMCTOCTI, arpeCUBHE Mepecili-
JTlyBaHHSI HEMOBHOJITHBOTO, MMPUHMKEHHSI HOTO T1IHOCTI, JOBEACHHS 0 HEBPIBHOBAKEHUX TCH-
XOEMOLIHHUX CTaHiB, 110 3rOAOM 3a YMOBHU iHTeHcH]ikauii i TpUBaIOCTi BIJIMBY, MOXE CTaTH
MPUYUHOIO CyiuAy a00 NCUXIYHUX MOpPYILEHb. 3 MOSABOIO [HTEPHET-TEXHOMOTIH PO3MIMUPHUBCS i
IHCTpyMEHTapii Ta 3acO0M BUMHEHHS [[LOTO 1H(HOPMALIIHHOTO TPABOMOPYILICHHS.

VYKpaiHCHKHI IHCTUTYT JAOCIIIKSHHS EKCTPEMI3MY Y paMKaxX IpoekTy «CTon MIKITEHAN Te-
POp» BCTAHOBUB, 1110 3 IPOSIBaMU OYJIIHTY y HallIiil gepykaBi ctukanucs 8 ocio 3 10 [26, ¢. 5]. 3a po-
JILOBOIO Yy4acTIO y OyliH31 aBTOpaMU MPOEKTY BUIUISIOTHCS TIEPECIIiIyBadi, )KEPTBHU, Y TOMY YHCI
mocTiiHi, 1 cBigku. 3a ix manuMu, 48% aiTel HIKOMY He PO3MOBiTainy mpo 3HymaHH:, 40% co-
pOMIIATHCA 11bOTO, 22% BBa)KalOTh, 10 IBKYBAHHS 11€ HOPMAJILHO [26, c. 6]. 3a BUBEEHOIO HUMH
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CTaTHCTHUKOIO, nuie y 2016 porui Bifg camoryocTBa B YkpaiHi 3arunysno 116 miteil; Ha KoXHE ca-
MOTYyOCTBO HEMOBHOJIITHBOTO Mpuxoauniocs 19 cnpob (TodTo mopoky OJU3bKO IBOX THUCSY TiTeH
y KpaiHi HaMararoThCsl OKIHIUTH 3 c00010); 27,4% ONMUTYBaHUX 3aSBHIIH, IO IHKOJIH BTPAYAIOTh
OaxxaHHsI )UTH [26, ¢. 35]. [TomMpeHicTh sIBUIIA Y CBITI 3yMOBHJIA HABITh MOSIBY OKPEMOTO TEPMi-
HY «OyImiIuI», y IepIIiid YacTHHI SIKOTO BKa3y€EThCs Ha MPUYMHY CaMOTryOCTBa.

MoaudikamisMu OyJIiHTY BHCTYIAIOTh C(haOpHUKOBaHI OOMOBH ¥ HAKIIETIH, PO3ITOBCIOIKE-
Hi 3a J0noMoOroro 3aco0iB 3B 53Ky (denigration); HaB’s3JIMBI aTaku Ha JKEPTBY y BHIVIsII Oe3rie-
PEepPBHUX I3BiHKIB HA MOOITEHHHN Tene(OH, YUCIEHHE PO3CHIAHHS O€3TaKTHUX TTOB1TOMJICHB TOIIO
(harassment); myOnigHuit 0OMiH 3HEBRXXIIMBUMHU PEILTiKaMH, 00pa3H y4aCHUKIB KOMYHIKaIliil y Tpy-
noBoMy 4ari, Ha popymi (flaming) Ta in.

BaxuBICTh MOJONIAHHS WX HETaTHBHUX IIPOSIBIB 3yMOBJICHA 1 JIIONCHKIMHU BTPaTaMu, i
PO3IOBCIOMKEHHSIM arpecii, IepeKOHaHHIM Y O€3KapHOCTI, BICBHEHICTIO, IO TUTAHHSI MOYKHA BH-
pilIyBaTH 3a CHIIOBHMHU CIICHAPISIMH, a 3HAYUTH Y HEWTpasi3amii miIBaliH NOAATBIIOTO TIepepo-
CTaHHs OyJIiHTY y paJiKaii3M Ta ekctpemizm. He momivary, mo s npodiiemMa HaOynaa MaciTadiB
HaI[IOHAJIbHOT Oe3IeKH, — 3HaYUTh OOMaHoBaTH caMux cebe. Pasom 3 ThM, yci HasBHI peKOMEH-
Jatii moj0 MoAoIaHHs OYIIHTY y peallbHOMY KUTTI a00 y KibeprnpocTopi MarOTh JIHIIE TICHXO-
JIOTO-TIEe/IArOTi9He CIPSAMYBaHHS, OCKUIBKH FOPUINYHA BiJIMOBIIaIbHICTh HEMOBHOJITHIX 32 LIKY-
BaHHSA iHIINX oci0 B YkpaiHi He mepeabadeHa. Ha BiaMiHy Bif iHIIMX JepXaB, y Hac BIACYTHs
HamionanbpHa nporpama 3 HENpUIYLICHHs U npoTuaii OyniHry. Bupimenns npodieMu MOXIHUBO
JIMIIIE 32 YMOBH KOMIUIEKCHOTO MiAX0/y, TOOTO 00’ € THAHHS 3yCHJIb 3aKJIa/liB OCBITH 1 OaThKiB, Ha-
JISKHOT KOOpIWHAIT isTIbHOCTI KOMIETEHTHUX OPraHiB, a TAKOXX BHECEHHS JIO aJIMiHICTPaTHB-
HOTO 3aKOHOJaBCTBA HOPM IIOAO MPUTATHEHHS 0 BiAMIOBIMAIFHOCTI TaK 3BAHUX HETOBHOJITHIX
«IepecitilyBadiBy, K1 € akTHBHIMH YYaCHUKaMH 1HQOPMAIIHHOTO HACHIIBCTBA OTHOJIITOK.

3. IlpuBjacHeHHsI NEPCOHATBHUX JAHUX HEMOBHOJITHIX y cOliaJIbHHUX Mepexax 3
npoBokaniiHuMu wiiamMu (impersonation). 3a JTaHUMH aHDTIMCHKHUX JTOCIHITHUKIB, HA TEHEPIII-
Hilf yac y coIlialbHUX Mepexkax 3apeecTpPOBAHO MOHAJ TPH MIJbHOHM HETOBHOJMITHIX KOPUCTY-
BauiB, MPUYOMY OUIBIIICTb 3 HUX KOPHUCTYETHCS JBOMA 1 Oijblie Mepexxamu [27]. 3a3HauaeThes,
110 1€ He TiIJIbKKM 0COONMBUIA crOci0 OTpUMaHHSA HOBHMH, 1HINOI iHpopMauii, ane i crnocid camo-
CTBEP/UKCHHS, ITiIBUIICHHS CAMOOIIIHKY IIUISIXOM TaK 3BaHUX «IAHKiBY. [ THHEHDKEpa BETbMU
3HAUYIIMMH CTAIOTh (HAKTOPH 130JIAIIi{, BUKIFOYCHHS 3 TIEBHUX BipTyalbHUX IPYII, & TAKOXK Hera-
THUBHOTO CTaBJICHHSI JIO HhOT'O YYaCHHUKIB IHTEPHET-COIIYMY.

[IpuBnacHeHHs TIEPCOHATBHUX JaHWX B aKayHTI HEMOBHOJITHBOTO JI€3IaTHOI OCOOOI0
MOXe 3[IiHICHIOBATHCS 3 METOIO PO3TOPTAHHS iajiory 3 IHIIUMH IiUTITKAMHU JUIS TTONIYKY TTOTEH-
[IIHNX JKEPTB Pi3HOTO POy 300UCHIIMH, a TAKOXK Ul OTPUMAHHs HenpsiMoi iHdopMarii moao
CTaTKiB MEBHOI pOIMHM, KOH(iAeHIIHHOT iHpopMalii Tpo YieHIB ciM’1 3 MOJaIbIINM HeOIaroBua-
HUM 11 BUKOPHUCTAHHSAM. 3BICHO, 1110 CBOEMY JPYTOBi HEMOBHOJMITHIHM FOTOBHI PO3MOBICTH 3HAYHO
Oinblie, aHi>k He3HaloMill nopocniit moanHi. LM 1 KOpUCTYIOTHCS 31T0BMUCHUKH.

[IpuBnacHeHHS IEPCOHATBHUX NAHUX B aKAyHTI pOBECHUKAMU HETIOBHOIITHHOT 0COOM MOXKE
3aCTOCOBYBATHCS Y XYJITaHCHKUX IIUJISAX, 30KpeMa JIIsI PO3CHIIKA KOMYHIKATHBHUX ITOBiTOMIICHb
3 HETaTWBHUM KOHTEHTOM. 3BiCHO, TIPH 3BOPOTHOMY 3B’SI3KYy YCI TIpETeH3il Npen sBISIOTHCS
OCHOBHOMY KOPHCTYBAU€Bi, SKHiA B3arayi He 30TaAy€eThCs PO BUMHEHE Bijl HOTO IMEHI.

biu3bkuM 10 MOMIOHUX il € OTPUMAaHHS y HEMOBHOMITHHOTO MEPCOHAIBLHOI iHpOopMartii 00-
MaHHUM IUISIXOM 3 TIONAIBIINM 11 PO3MOBCIO/KEHHSM Y IIUPOKHUX KOJax ado mepenaBaHHs 0co0am,
SAKUM BOHA HE MpHU3Ha4aeThes (outing&trickery). YV Takuii criociO BinOyBa€eThCs MOPYLICHHS MPaB
JIFOJIMHU Ha HEIOTOPKAHHICTh 0COOMUCTOTO KUTTSI, PO3TOJIOUIYIOThCS KOH(1IEHIIHHI BiIOMOCTI TOILIO.

B Vkpaini npaBoBi BITHOCHHH, TI0B’sI3aHi i3 3aXUCTOM Ta 00POOKOIO EPCOHATBHUX JIAHUX
perymoroThes 3akoHoM «IIpo 3axucer nepconanbHuX qanux» [28]. Moro mist mommproeTses Ha Ji-
SUTBHICTD 3 OOPOOKHM TaKMX JAHHX 13 3aCTOCYBAaHHSM aBTOMAaTH30BaHUX ab0 HEaBTOMATH30BaHHX
3aco0iB. Il IepCOHATPHUMH JTAHUMH Y 3aKOHI PO3YMIIOTHCS «BIIOMOCTI YM CYKYITHICTH BiJIO-
MOCTe TIpo GizndHy 0co0y, sika ieHTu(iKoBaHa a00 MOXKe OyTH KOHKPETHO iJeHTH(IKOBAHAY.
VY Takwuii cnocid, 3aKOHOIABUO BPETYIBOBYIOTHCS MPOLEAYPH, IO 0OMEKYIOThCS AISUIBHICTIO MijI-
HPUEMCTB, YCTAHOB 1 OpraHizamii ycix (opM BIaCHOCTI.
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CTBOpPIOIOYHN aKayHT Y COLIaIbHUX Mepexax, ocoda J0OpOBiIbHO, HA BIACHUI PO3CYI,
po3minrye 6iorpadiuHi BigomMocTi npo cebe, BiqoOpakae mojii 3 0COOUCTOro KUTTS y (HOTO-
rpadisx, 6morax tomro. [1o cyTi Te, 0 B 0hiliifHUX yMOBaX MPUUHATO BITHOCHTH 10 KOH(DI-
JCHIIMHOT 1HpOpMAIlil, 0 3aXUINAETHCS 3aKOHOM, B IHTEPHET-CITIIBHOTAX ONMPUITIOIHIOETHCS.
To i mpHUBIaCHEHHS IEPCOHANBHUX TaHUX B IHTEPHET-CEPENOBHINAX HE TATHE 32 COOOI0
aHl sKO1 FOPUINYHOT BIAMOBITAIBHOCTI. 3aIUIA€THCS TITHKU MPOQiTaKTHIHA P03’ ICHIOBAIb-
Ha po0OoTa i3 HEMOBHOJITHIMH KOPHCTYBa4aMH MEPEX MI0J10 00auTUBOCTI i KOMYHIKATUBHOI
Oe3mekn y KibeprnpocTopi.

4. ITommpenHs mKinauBoi ingopmaunii i3 po3paxynkom Ha ii BinTBopenHs. IIcuxo-
JIOT1YHI 0COOIUBOCTI IOHAI[LKOTO BiKy MOJIATAIOTh Y TOMY, 1110 HETIOBHOJITHIN, Mi3Ha04H ceoe,
BIIACHI MOKJIMBOCTi, HAMAra€ThCsA HACIiAyBaTH MEBHI MOJEIi MOBEAIHKH, TaK 3BaHI MaTepHH.
[Ipu mpoMy MOBOJI YACTO HOTO 3aXOILTIOIOTH HE MPHUKIANU CYCHUTBHO Oa)kaHOi MOBEIiHKH,
a HaBIlaku, — 0e3ry3/l BUMHKH. XapaKTEpHO, IO NP bOMY aKTyalli3yIOThCs MOTCHINHHI
3a/IaTKU JICMOHCTPATUBHOT IMMOBEIIHKH, 32 SKUX KOKCH TaKWi BUYMHOK IIe W QiKCyeThCs HA Bi-
JIe0 Ta BUKIIAJIA€ThCs HAa 1HPOPMAIIHHUX pecypcax abo po3MOBCIOKYEThCS uepe3 MOOUTbHHM
3B’ 530K JIUIS 3araJIbHOTO Meperiisany. BUXoauTh CBOEpPiIHE 3aMKHEHE KOJIO: 0c00a OTPUMYE He-
raTUBHY 3a HacliAKaMmu iH(popMalito 3 IHTepHeT, BUnHs€ NMEBHI Ail, Aki QikCyloTbcsa Ha Bigeo
1 3HOBY MOTPAIUISIIOTH 70 KibeprnpocTopy. /liana3oH BUMHKIB € AyKe IUPOKUM: BiJl HAHECCH-
HA co0l TUIECHUX YUIKOI)KEHb, CIIOKUBAHHS HEXap4OBHX MPOIYKTIB, IIO MOXE NMPU3BECTH
JI0 OTPYEHbB, Y TOMY YHUCII CMEPTENBHUX, 10 aJITOPUTMIB IOMCTH KPUBIHHKAM a00 3HYIIaHHS
3 inmux. OcTaHHIN BUI HABITh OTPUMAaB CBOIO aHITIOMOBHY Ha3By — happy slapping (mociiBHO
«IIaciuBe JIACKaHH»). CIOOU MOTPAIUIIIOTh HE TITBKU «APYKHI» KapTH, a i BUNHKH, SKi 3a-
IPOXKYIOTh )KUTTIO 1 3I0POB’FO 1HIIOT JIFOJUHHU. 3BICHO, 110 MOAI0HI /i1, IKIIO BOHU HE IIPHU3Be-
JIW 10 TpariyHUX HACIIJKIB, Ba)XKO IMJIBECTH MiJ IOPUANYHY KBamidikaimito. Hapasi BuHUKae
MATAHHS TPOIECYallbHOTO XapakTepy: YW MOXKe MOAIOHE «CaMOJOKyMEHTYBaHHsS» Oparucs
JI0 YBaru Npu BIPOBAIKCHHI y MOPYIISHUX CIIpaBaX, Y Ma€ Taka iHpopmanist J0Ka30By cCUITy?
Jlis 3aKOHOJABIIS TAaKe MOJIE TEX € «terra incognitoy.

5. Po3noBciogkeHHs irop-aHiMaTpoHiKiB, 110 NPU3BOAATH /10 Ae3aganTauii ado ncu-
XiYHMX Po3JIa/liB HEMOBHOJITHBOr0. Mepexa [HTepHeT BiIKpUBa€E BEIUKI MOXKIIMBOCTI HE TUIBKH
JUTSL CIIUIKYBAHHS, a ¥ JJIsI HOBHX po3Bar. Bike 4nMalio HammcaHo PO 3arpo3H iHTEpPHET-3aJIexK-
HOCTI, PO MiJMIHY CHPaBXHBOTO CIIOPTY KiOEPCIOPTOM, & BHACIIIOK I[bOTO — MOPYIICHD IICUXO-
JIOTIYHOTO W (DI3MYHOTO CTaHy MOJIONO1 0coOu. Po3poOHMKH irop minum aaii. BpaxoByroun nepe-
X1JIHUH BiJl TUTHHCTBA JIO IOPOCIIOT JIFOIUHY MEPio MOTEHIIHHOTO IPaBIis, IKUH MparHe TOCTPUX
MOYYTTiB, BOHH MTPOMOHYIOTH JOJIYYUTHUCS JI0 irOp, IO PO3MOBCIOIKYIOTHCS Y MEPEXKi OS3KOIITOB-
Ho. Ha npuknazi ¢pparmMeHTy peksiaMHOTO TEKCTy 10 TpH «5 Houel 3 dpenni» MOXKHA MepeKoHa-
TUCS Y NIMOMHHOMY PO3YyMiHHI PO3POOHMKAMH FOHALIBKOT IICUXOJIOTI] Ta CTUIIICTUKHU CIUIKYBaHHS
IIOTO TPOIIAPKY CYCIUIBLCTBA MiX c00010: «BH y 3axBari Bijl )KaxJIMBUX irop MPO BEAMEKATKO
Openni? Toxi roai BiACHXKYBATHCSA y CTOPOHIII, 3allyCKaWTe TPy 1 MPHEIHYHTECS 10 MaHbSYHOI
OparBu!»; «Bu MOXKeTe MOKBUTATHCS 3 IIUMH 37T00HUMH JISUTEKaMHI-POO0TaMH 32 T, [0 HEOIHOpa-
30BO IIPUMYIITYBaJIH Bac MiCKaKyBaTH Ha MicIli Bij nepesky. Tenep Bu Oynere 030poeHi 1 3Moke-
T 3aCTPEJIMTH YCiX aHIMAaTPOHUKIB» [29].

CporonHi 3 MO3UIIH IOPUCIIPYACHIT] PO3MOBCIOMKEHHS TaKNUX irop He 3a00pOHCHO, 1X pO3-
POOHUKHM HE MiNajaloTh i MPAaBOBY BiAIMOBIIAJIBHICTD 3a Je3aJallTallil0 HEMOBHOIITHIX, KyJb-
TUBYBaHHS y HUX arpecii. He icHye ¥ MexaHi3My aJMiHICTpaTHBHO-IIPABOBOI peraMeHTarii Ji-
SUTBHOCTI KOMIIETEHTHUX OPTaHiB 100 €KCIIEPTU3H TOAIOHUX «Irop» 3 IPOTHO3YBaHHSM CTYTIECHIO
CYCHUIBHOT HIKIAJTMBOCTI HACIIIKIB B/l MPOBOKEHHS Yacy y TAaKUX «po3Barax». 3BOJIKaHHSA [IUMHU
HeOe3MeKaMu MOXKe TaKOXK IMEPEePOCTH y PoOIIeMy CyCIUTBHOTO MaciuTaoy.

BucHoBkM. AHali3 iHIIOMOBHHMX Ta BITYM3HSHHUX JUKEPEN JO3BOJIMB BUSIBUTH OCHOBHI
HOBITHI TCHJICHIIIT, sSIKI MO>KHA KBaTi(DiKyBaTH SIK MOpyIIeHHs iH(OpMaIiifHOT Oe3MeKH HETTOBHO-
niTHIX. KoHCTaTyeThCsl, M0 3aKOHONABCTBO W MpPAKTHKA MPAaBO3aCTOCYBAHHS IAaJIeKO HE 3aBK-
JIM BUACHO pearyrTh Ha MOSBY MOTCHIIWHUX 1 peaNbHUX 3arpo3, TOXK iCHy€ HarajibHa Mmorpeda
B yIOCKOHAJIEHHI HOPMaTUBHO-TIPaBOBOi 6a3u y cdepi iHGopMaIiitHuX MpaBOBITHOCHH.
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