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OCOBJMBOCTI HOPMATUBHO-ITPABOBOT'O PEI'YJTFOBAHHSI
KIBEP®IBUYHUX CUCTEM Y HPOBIJHUX KPAIHAX CBITY

CTarTIo MPHUCBSYCHO aHAi3y OCOOIMBOCTEH HOPMATHBHO-TIPABOBOTO PETYITIO-
BaHHs (yHKIIOHYBaHHS Kioepdiznunux cucteM (KDC) y npoBiTHUX KpaiHaxX CBiTY,
pe3yNbTaTiB HAYKOBUX JOCIIKEHb y cepi 3ade3redeHHs: 0e3MeuHoro, HaliiHOTO,
critikoro ¢ynkmionyBanus KOC 3 ypaxyBanasM BUMOT KoHGineHmiiHoCcT. Chop-
MOBAHO MPOIO3HIIii MO0 YIOCKOHAJICHHS 3aKOHOIABYOTO PETYNIIOBaHHS (YHKILIO-
nyBaHHsI KDC B YkpaiHi.

Knrwuosi cnosa: xibepnpocmip, xibepghizuuna cucmema, cepmucpikayis KOC,
cmanoapmu KOC, Inmepnem peuyell.

Crarps TIOCBSILCHA aHAN3Y OCOOCHHOCTEH HOPMAaTHBHO-IIPABOBOTO PETYIUPO-
BaHUs (PyHKIIMOHUpOBaHUs kubOepduzmueckux cuctem (KDC) B Bemymux cTpaHax
MHpa, pe3yJIbTaTOB HayYHBIX HCCIeoBaHnl B chepe obecnieueHus 6e301acHoro, Ha-
JISKHOTO, ycToiunBoro GpyHkimonupoBanus KOC ¢ yaetom TpeboBannii KoH(pHICH-
uanbHOCTH. CHOPMYITHPOBAHBI MPEIOKEHHS TI0 YCOBEPIIEHCTBOBAHHUIO 3aKOHO/IA-
TenpHOTO perynuposanus Gynkuunonuposanust KOC B Ykpaune.

Knrwouegwvie cnosa: xubepnpocmpancmeo, xKubepgusuueckas cucmema, cepmu-
¢uxayuss KOC, cmandapmer KOC, Unmepnem seuyell.
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The article is devoted to the analysis of the peculiarities of the normative and legal
regulation of the cyberphysical systems (CPS) functioning in the leading countries
of the world, the analysis of the results of scientific research in the field of ensuring
safe, reliable, resilient operation of the CPS, taking into account the requirements
of confidentiality. The proposals on improving the legislative regulation of the CPS
functioning in Ukraine have been formed.

Key words: cyberspace, cyberphysical system, CPS certification, CPS standards,
Internet of things.

IHocTraHoBKa npodaeMu. Y 3B’43Ky 31 CTPIMKMM PO3BUTKOM 1H(OpPMAIIITHUX TEXHOJOTIH,
PO3IIMPEHHAM HaJaHHA MOCIYT Y KiOepnpocTopi Ta po3MUPEHHAM cdep 3acTocyBaHHs Kibepdi-
3UYHUX CHCTEM BUHHMKA€ HEOOX1IHICTh po3po0IeHHs YHi1()iKOBaHOTO 3arajJbHOIPUHHATOrO BU3HA-
YeHHS Kibep(di3WIHUX CHCTEM, iX OCHOBHHX OCOOIHBOCTEH, TPABOBOTO PETYIIOBAHHS IIPOLCITYPH
cTBOpeHHs Ta QyHKIionyBaHHS KOC B YkpaiHi 3 ypaxyBaHHSIM J0CBily MIPOBITHUX KPaiH CBITY.

Merta cTarTi — IpoaHai3yBaTH 0COOIUBOCTI HOPMATHBHO-IIPABOBOTO PETYIFOBAHHS (yHK-
mionyBaHHss KOC y npoBiHUX KpaiHax CBITY, pe3yJbTaTH HAyKOBUX JIOCHTI/DKEHb Y chepi 3a0e3-
TIeYeHHS 0e3MevHoro, HaaiiHoro, cTiifkoro ¢yHkiionyBaHHI KOC 3 ypaxyBaHHSIM BUMOT KOH(i-
JIEHIIIHHOCTI.

PesyabraTn nocaimkenns. Binnosinno no German Agenda Cyber physical systems 2010
BepTUKaJbHA 1HTErpaiisi BOyIOBaHUX CHCTEM 3 KOMEPLIHHUM MPUKIAJIHUM MPOTrPaMHUM 3a0e3-
MIEUYEHHSIM BIJIKpUBA€ JBepi 10 aOCOJIIOTHO HOBUX Oi3Hec-Mojesiell Ta Mae 3HaYHUN MOTEHIial
JUIA ONITUMI3allll B TAKUX Taly3sx, K JIOTICTHKA, IUCKPETHE BUPOOHUIITBO TOBapiB a00 B MPOMHC-
noBocri [1; 3].

BiamoBigHO 70 BHIE3a3HAYEHOTO JOKYMEHTA HUHI 0araro cexTopiB B €BpoIi NIYKAIOTh
pIlIeHHs, SIKI JIO3BOJIATH iM MPOIBITATA y CBITOBIH KOHKYpEHIIl, 30epiraroud BHPOOHHIITBO
y BHCOKOOIIJIATYBaHOMY perioHi. HalfBaxXIHBINIOI0 METOIO € OiNTbIIa aBTOMATH3AIliS i MOHITOPHHT
JUISL TOTO, 00 KOHTPOJIOBATH Oi3HEC 1 il MepeXi B HAOIIKEHOMY 710 peanbHoro gaci. Kidepoi-
3UYHI CUCTEMHU 3HAXOJATh TYT IIMPOKI MOXKIMBOCTI PO3TOPTAHHSL.

Jloci HeBUKOpHCTaHUI MOTEHITiAT KiOep(i3HUHUX CUCTEM CTaBUTh HOBI TEXHOJIOTIUHI, Me-
TOJIOJIOT14YHi, TPaBOBi, EKOHOMIUHI Ta COLiaNbHi BUKIUKH [1; 4].

1. EkoHOMIYH1 BUKJIMKH, TaKi K TMOAOJAHHS TPaJULiIHHUX OOMEXeHb CHCTEeMH (Tepexin
BiJl OpieHTaIll Ha TPUCTPIK 0 Oi3HECY MpOIeCy) Ta CTBOPSHHS HOBOI MOB’s3aHOI BJIACHOCTI 1
Oi3HEC-MOJEIEN.

VY pamkax enmukomacmTadbHoro KOC mociayru Oinblie He MOXYTh OyTH po3pOOICHUMHU
Ta HaJIaBaTUCh €JIMHUM ITOCTAaYaIbHUKOM, ajie MOKYTh (DYHKIIIOHYBATH JIMIIE B IHTETPOBaHIN Qop-
Mi BcepeauHi iHQPaCTPyKTypH CHCTEMH, aJarTOBaHi 0 HASBHUX TEXHOJOTIH, MOCIYT 1 PIllIeHb.
Hanpuxnan, KOC 103BomsI0TE CTBOPIOBATH HOBI BeO-cepBicH, ineHTH(iKOBaHI K «IHTepHET-TI0-
CITyTH», K1 TICHO ITOB’s13aHi 3 «/HTEepHETOM pedeii».

Y pamkxoBomy nokymenti German Agenda Cyber physical systems 2010 [1, c. 24] akueHTy-
€TbCA yBara Ha TOMY, 10 PO3BUBAIOTHCA AU(DepeHLIHOBaHI eKOHOMIUHI eKocucmemu, B SKUX KOM-
MaHii BUKOHYIOTH Pi3HI POIi Ta B3a€MOJIIOTh Ha OCHOBI JOMATKOBUX Oi3Hec-Mozeiel [Tak camo].
K®C nponoHyoTh 4y10By MOXKIUBICTD JISITH K CTUMYJISTOPH 1 pelienTopy HOBUX (hopM Oi3Hecy,
SIK1 3a0€3MeUyIOTh 1HIUBIAyalbHI OCIYTH, HAPUKIIAJ, 3B’ 30K TPAJAHMIIHHUX MOCIYT 3 YaCTKO-
BOIO 200 ITOBHOK aBTOMATHU3ALI€IO.

2. FOpunn4Hi BUKIMKH, Taki K MDPXCHCTEMHI IPOLIECH 1 MOB’s3aHi MUTaHHS Oe3neKH (1o
OinbIe He MOXE OyTH apecoBaHO JIOKAIBHO, SIK I1e POOUTHCS B TIOTOYHMX IMpoIecax cepTudika-
11ii) Ta OB’ sI3aHi 3 HUMU TUTAHHS BiANOBIIaJILHOCTI.

3. MeToa0J10T1uH1 BUKJIMKH, 3yMOBJICHI PI3HUMHU KUTTEBUMH LIUKIAMH CUCTEM 1 BUMOTa-
MU J10 4iTKuX iHTepdeiiciB Ta nmapamerpamu koH(pirypauii. TexHiuyHHI PO3BUTOK MPOAYKTIB (pi-
LIeHb 1 MOCIyT) Bce OlNblie BUMararuMe METO/IOJIOT], Ika He TUIbKU 1IHTErpy€e HOB1 MOXIIMBOCTI
3aCTOCYBaHHS, aJle TAKO)K KOHKPETHO OPIEHTOBAaHA Ha MOTPEOH MPOIIECiB, SIKi MAIOTh OYTH OITHMI-
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30BaHi (HapUKiIa/, ONTUMi3allisd JOTiICTUYHUX JAHIIOTiB, CHEPTETHYHUI MEHEIKMEHT, KOHIICTIIii
MOOUIBHOCTI).

4. CouianbHi BUKIIMKH, TaKi K 3pOCTar04ye NPUHHATTS 301IbIIEHHS MOXKIMBOCTEH, K1 IMiJI-
TpuMytoThcs [T-mociyraMu B pi3HHX Tpolecax, a TaKoK CHOCi0, y SKHi MU CIPUIMaeMO Halle
CEpEIOBHIIIE 1 SIK MU pearyeMo Ha HbOTO.

TexHOJIOTIYHI Ta HAYKOB1 BUKJIMKH, SKi TIOJISTaloTh y ToMy, o KOC He moOymoBaHi s o1
Hi€T KOHKPETHOT MeTH a0 (DyHKIIIT, a cKopille BIIKPHUTI JIJIsl 6araThoX Pi3HUX MOCIYT 1 MPOIIECiB,
TOMY MalOTh OyTH aJanTUBHUMH. 3 OIJISITy Ha TX BUCOKHUI CTYIIiHb B3a€EMO3B’SI3KY, 30KpeMa, Oe3re-
Ka y hynryionansromy pozyminti (safety) ra Bumoru 1o KOC, 1o crocyrorsest 6e3neku (security),
€ OJHI€I0 3 OCHOBHUX TeM gaociimkenHs [1, c. 20]. “Safety and security” BiTHOCUTBCS PIBHOIO
MIpOIO JI0 BUMOT, IO MOJIATAIOTh Y TAKOMY:

— BUKOPHCTAHHS Ta EKCILTyaTallisl CHCTEM HE MalOTh FeHEpyBaTH pU3UKH («(pyHKIIOHATbHA
Oe3nexa»);

— cucTeMa Mae OyTH 3aXHIIeHa BiJl aTaKH Ta HECAHKIIIOHOBAHOTO BUKOPUCTAHHS 30BHIIITHI-
MU JDKepenaMu («0e3reka J0CTYITy»).

Binmosinao 1o [1, c. 20] mependadaeTbes 3a0e3nedeHHs Oe3rnekn y PyHKI[IOHATbHOMY PO-
3yMiHHi (Safety) Ta «6e3neku qoctymy» (security) nuisixoM nepeBipku (verification), TeCTyBaHHS
Ta cepTudikamii.

Ockineku KOC Ge3nocepeanbo BIUIMBAaEe Ha (Di3WUHI MPOLECH, HENMPAaBUIbHA BiINOBIIb
(pearyBanus KOC) moxke MaTi pyHHIBHI HACTIKU JJIS JTIOACH Ta TEXHOJOTIH, a TAKOX 1Ie MOXeE
CHPUYMHUTH 3HAYHI €KOHOMIYHI 30MTKH. Y 0arartbox rajy3sX, TaKuX, sSK aBiOHIKa Ta MeIU4HE
3a0e3MeueHHs], € YiTKe CXBaJIeHHs Ta cepTu(ikaliiiHi IpoLeaypH, o CKIAIal0Th TOKYMEHTALlil0
BimnoBimHOro piBHA safety and security. Llle ofHi€r0 MPoOAEMOIO € IHTErpallisi HOBUX TEXHOJOTH,
TaKHX sIK HOBI arapaTHi apXiTeKTypH Ta HOBI KOMYHIKAIliifHi IPOTOKOJIH, B HasBHI cepTHdikamiii-
Hi mpouecu [1, c. 21].

Iarerpanis KOC y miobanpHi Mepexi poOUTh iX Bpa3TUBUMH JUIS MIOTCHIIHHUX aTak Ki-
OEp3JI0YMHIIIB, MOYNHAKOYHM BiJl HECAHKIIIOHOBAHOTO BUKOPHCTAHHS MPHBATHUX JaHUX ILISTXOM
KpaJKKK TaHUX (HAITPHUKIIAJ, TPOMHCIOBOTO HIMUTYHCTBA) 10 BILTMBY Ha pearyBaHHs KOC mis-
XOM MaHIIyJIr0BaHHA a00 miipoOku nanux. Lle Takox BrmmBae Ha 6e3neky (safety). 3 wiei mpuuuHHA
HaAIHUN 3aXUCT IPOTU MOTOUYHUX Ta MalOyTHIX KibepaTak, sSIKi MOXYTb IPU3BECTH JI0 30UTKIB UU
BTpAT, € BaXKIMBUM. KITFOYOBUM 3aBIaHHAM JIOCIIPKEHHS € CTBOPEHHS MMPOTOKOJIB ISl HAAIHHOTO
BCTAHOBIICHHS aBTCHTUYHOCTI ITapTHEpa 1Mo 3B 513Ky Ta Oe3neku nepenadi nanux [ 1, c. 21].

Tepmin kivepgizuuni cucmemu (KOC) BUKOPUCTOBYETHCS JIs1 TOTO, MO0 OMUCATH MPO-
rpaMHoO-arapartHi BOYJIOBaHI CHCTEMH, sIKi IiIKIFOYCHI JI0 MOCIYT, JTOCTYIMHHX B YChOMY CBITI
yepes m1o0aibHI MEepexi Taki, sk [HTepHeT, 1 X pi3HOMaHITHUW MOTEHITA JUIs pO3POOICHHS i
BUKOpHCTaHHS [1; 5].

Binnosinno no Framework for Cyber-Physical Systems Release 1.0 May 2016 Harii-
OHAJIbHUM 1HCTUTYTOM CTaHJApTiB 1 TexHojoriit y 2014 poui Oyna crBopena IlyOmiuna poboda
rpyna 3 nutanb kibepdisuunux cucreM CPS Public Working Group (CPS PWG) s Toro,
100 310paT pa3oM MIMUPOKUNA CIIEKTP eKCIEePTiB Kidep(di3HUHMX CUCTEM Ha BIAKPUTOMY ITyOJIi4HO-
My (opyMi, 1100 JOIIOMOTTH BH3HAUYUTH Ta O(POPMHUTH KITFOUOBI XapaKTEPUCTUKH KibepdiznaHnX
cucTeM, MO0 Kpamie KepyBaTH PO3BHTKOM Ta BIPOBAPKCHHSIM Y YHCICHHHX PO3YMHHUX cepax
3aCTOCYBaHHS, BKIIIOYAIOUN PO3YMHE BHPOOHHIITBO, IIEPEBE3CHHS, CHEPTETUKY Ta OXOPOHY 370-
poB’s. Kioepghizuuni cucmemu (K@C) — 11e iHTENCKTyalIbHI CHCTEMH, 1110 BKJIIOYAIOThH THKEHEPHO
B3a€MO/Ii1041 Mepexi (PI3MUHUX Ta OOYMCITIOBAIBHUX KOMITIOHEHTIB [2, ¢. 13].

Kpim K®C, icnye Gararo cniB i ¢pa3 (Industrial Internet «IIpomuciosuii [aTepHeT»,
Internet of Things (IoT) «Iutepuer peucit» (IoT), machine-to-machine (M2M) «mammHa
7o MamuHm»y (M2M), smart cities «po3ymHi MicTa» TOIIO), SIKi OMHUCYIOTH CX0X1 a00 MOB’sI3aHi
3 HUIMHU CUCTEeMH Ta MOHATT. OTxe, miaxia, onucanuii B uid CPS Framework, mae posmisnatucs
stk ojyHaKoBo npuaarauii juist [oT [2, c. 1].

BignosigHo no Bume3asHaueHoro Framework xarouosumu enemenramu CPS Framework €
[2,c. 15]:
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Domains (cdepu/ramysi), siki IpeACTaBISIOTh Pi3HI Tanmy3i 3actocyBanHs KOC: pexnama,
aBiamis Ta KOCMIYHI amapaTH, CiIbCbKe TOCIOAAPCTBO, OyANHKH, 000pPOHA, pearyBaHHs Ha Ha3BHU-
YaiiHi Mofil, EHepreTHKa, OXOPOHA 3/10POB’ s, IHPPACTPYKTypa, BUPOOHUIITBO, TPAHCIIOPT Ta IHIII.

Aspects — acTieKTH CKJIaIalOThCs 3 TPYN KOHIICTITYalbHO €KBiBaJIEHTHHX a00 MOB’S3aHUX
iHTepeciB. [cHy€e 1eB’ATh BU3HAYEHUX aCIeKTiB: (PyHKIIOHAIBHUH, O13HEC-aCIIeKT, JIFOANHA, ACTIEKT
BapTOCTI JIOBipH, Yac, JaHi, ME¥Xi, CKJIa/l Ta KUTTEBHUI [IUKIL.

Facets — ¢da3u — e montsaan Ha KOC, ki OXOMIHOIOTH BU3HAUEHI 00OB’S3KH B IpOIECi
PO3POOIICHHS CHCTEM.

Jlo acnexkmie sionocamvcsi maKi.

DOyHKIiOHAJIBLHUMH

Bxuttouae 3narnicts KOC BrmmBaty Ha 3MiHH y (i3HYHOMY CBITi, 3A1HCHIOBaTH OOMIH iH-
¢dopmariiero, MoxnuBicTs KOC KOHTPOIIOBATH BIACTUBICTH (PI3HUHOI pedi, yIpaBIsATH (yHKIIO-
HyBaHHIM KOC.

Bi3Hec-acnekt

[ToB’s13aHMii 3 TPAMUMU Ta HENPSIMUMH 1HBECTULIISIMHU 200 1HIIMMHU PeCypcamH, 3 BILTUBOM
JOTOBODIB, CTAaTyTIiB Ta JOKTpUH Ha KOC, 3 HOpMAaTUBHIMHU BUMOTaMH Ta CepTH(DIKAIII€I0, 31 CIIpo-
MOXKHICTIO 33/I0BOJIEHATH ITOTpedn nunixoM ¢yHKIioHyBaHHS KOC mpoTsIroM BChOTO KUTTEBOTO
UK.

Jlioncbknii pakTop (acnekT)

MosxnuBicts Bukopuctanus KOC mis mocsrHeHHS i1 QyHKIIOHATBHUX HiTel e(peKTHBHO
Ta JUI 330BOJICHHS OTPEO KOPUCTYBAIB.

AcneKT BapTOCTi 10BipH

Kondinenuiitnicts, nos’s3ana 3i 3aatHicTio KOC 3anobiraTi HecaHKIiOHOBAaHOMY JIOCTY-
Iy KOPUCTYBaYiB (JIHOU, MAIIMHU) JI0 JaHUX, K1 30€piraroTbcs, CTBOPIOIOTHCSA 00 TPAH3UTYIOTh-
cst uepe3 KOC, abo iX KOMIOHEHTIB.

Haniitaicts, moB’si3aHa 31 cipomoxHicTio KOC 3a6e3neuntr cTabiibHy Ta nepeadadyBaHy
po0OTy B OYIKYBaHUX yMOBaX.

CrilikicTs, TIOB’s13aHa 31 3narHicTiIO KOC mpoTucTosTH HECTaOlIBHOCTI, HEOUiKyBaHUM
YMOBaM 1 YCIIITHO TOBEPHYTHUCH JI0 TiepeadadyBaHoi poOoTH.

besmneka (safety) moB’s3ana 3i 3narnictio KOC 3abe3mneunTn BiICYTHICTh KaTacTpodidHNX
HACITIJIKIB JUTSI )KUTTSI, 3/I0pPOB’sl, BIACHOCTI YM JaHuX 3arikaBieHux ocid KOC ta ¢izuanoro ce-
penoBuIna.

Besnexa (security) o’ si3ana 31 cnpoMmoxkHicTio KOC 3abe3neuyBatu, 1106 yci ii npouecw,
MeXaHi3MU SK (pi3uuHi, Tak 1 KiGepHETUYHI, Ta MOCIyry 3a0e3neyyBajil BHYTPILIHIi a0o 30BHILI-
Hill 3aXHCT Bl HCHABMHCHOTO Ta HECAHKI[IOHOBAHOTO JOCTYILY, 3MiHH, OMIKOKCHHS, 3HUATICHHS
9H BUKOPUCTAHHS.

LlimicHICTB: 3aXMCT BiJl HEHAIEKHOT MoaHDikaiii a00 pyHHYBaHHS CUCTEMH, SIKUH BKITIOYAE
B ce0Oe 3a0e3I1eueH s HEBIJIMOBY T4 aBTEHTUYHICTb.

JocrymnHicTh: 3a0e3MedeHHs CBOEYaCHOTO Ta HaIIHHOTO TOCTYITY Ta BHKOPHCTAHHS CHCTEMHU.

AcmekT yacy

JloriuHuii yac, moB’sI3aHUH 3 TOPSIKOM, B SIKOMY BiOyBaroThes Ail (MPHUMHHO-HACTIIKO-
BHI 3B’530K) a00 KepOBaHi moii.

CuHXpOHI3allid, fKa MOJIArae y TOMY, 10 BCl TIOB’s3aHi BY3JIM MalOTh CUTHAJIA CUHXPOHi3a-
11ii, SKi BApPTO BIJICTIAKOBYBAaTH B OJIMH 1 TOW € YaCOBMH JIiara3oH 3 TOYHICTIO, SIK II€ MOTPiIOHO.
IcHye Tpu BUIIM CHHXPOHI3AIliT, IKi MOXYTh 3HaJIOOUTHUCS: CHHXPOHI3allis Yacy, a3y Ta 4aCTOTH.

OO6i3HaHICTh ¥ Yaci (time awareness) 3a0e3nedye MPaBUIBHICTE Yacy y pas3i po3poOIcHHS
KadC.

YacoBuii iHTepBaj Ta JIATCHTHICTh. BU3HAYEHHS BUMOT JI0 4acy, SK MPaBHIIO, BKIIOYAE
B ceOc BUMOTH /IO YaCOBHX IHTEPBAJIIB MIXK MapaMu MOIIMH.

AcTeKT JaHUX

CeMaHTHKA JJAaHUX, KA TIOB’s13aHa 3 Y3TOKCHUM Ta CIUIBHUM 3MIiCTOM JaHUX, 110 30epira-
IOThCS, TEHEPYIOTHCS CUCTEMOIO Ta MePeJatoThCs B CUCTEMI.
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Inentnunicth (identity), sika MoB’s3aHa 3 MOMUIMBICTIO TOYHOTO PO3Ii3HaBaHHS 00’ €KTiB
(Jrozel, MalIMH 1 JaHUX) MiJ 4ac B3a€MOJAIT 3 HUMU a0o0 3aimy4yeHHs iX 3a qornomororo KOC.

Onepariii i3 JaHUMH, K1 TTOB’sI3aHi 31 3IaTHICTIO CTBOPIOBATH/YUTATH/ OHOBITFOBATH/BH 1A~
JIATH CHCTEMHI JIaHi Ta CIIOCOOU BIUTMBY Ha HiTicHICTh JaHuX KOC Ta nmoBeaiHky.

[IBuakicTs mepenadi nanux (data velocity).

OO0cHr nanux.

Acnekt «Mexi»

[ToBeniHKOBUI elleMEHT, MOB’A3aHUN 3 MOXIIMBICTIO ycmimHOTo (yHKIionyBanHs KOC
y KIUIBKOX Tally3siX, Ta BiJMOBIJAJIbHICTh, TIOB’s3aHa 3 MOXKJIMBICTIO i7IeHTU(IKyBaTH cy0’€KT TO-
CTIOJIapIOBaHHS, YIIOBHOBXKCHUI KOHTPOIIOBATH (pyHKIIOHYBaHHSI KDC.

Acnekt «Cxiaamg»

AJTanTUBHICTS, OB’ s13aHa 31 31aTHICTI0O KOC nocsartu nependadeHoi MeTH y 3B’ sI3KYy 31 3Mi-
HAMH 30BHIIIHIX YMOB, TaKUX SIK HEOOXiTHICTH MoJepHi3auii ado iHmoi pexondiryparii KOC
IUTS 32T0OBOJICHHSI HOBHX YMOB, ITOTpeO a0o 3aBIaHb.

CKIIaIHICTh, SIKa [TOB’s3aHa 3 HAIIIMM po3yMiHHSIM moBeninku KOC uepes GararcTBo Ta HEO-
JTHOPITHICTh B3aEMOJIIN MIXK 11 KOMITOHEHTaMH, TAKHMMH SIK HASIBHICTD YCIIAIKOBAaHUX KOMITOHCHTIB
Ta PI3HOMAHITHICTh IHTEP]EHCIB.

AcnekT «KurreBuii HUKJI»

Bxutouae B cebe mpocToTy Ta HaliifHiCTh, 3 k00 KOC Moxe OyTu BBEICHO B €KCILTya-
TaIlilo, JOCTYIHICTb, JIETKICTh Ta Ha/ilHICTh BUKOPUCTAHHS, PEMOHTONIPUIATHICTS, 3 sikor0 KOC
MOJYKHa YTPUMYBAaTH B pOOOYOMY CTaHi.

Koxna ¢paza mictuth HaOlIp YiTKO BU3HAUEHUX 3aXOJIIB /Ul 3BEpTaHHA 10 iHTepeciB. IcHye
TpH BU3HAYCHI (ha3u: KOHIENTYyalli3allisl, peani3allist Ta MiATBEepHKESHHS.

da3a koHUENTya i3alii OXOIUIIOE TISUTBHICTh, OB’ A3aHY 3 IIJISIMA BUCOKOTO PiBHS, yHK-
[IOHATLHUMH BUMOTaMH Ta oprasizamieto KOC, ocKiIbKH BOHU CTOCYIOThCS TOTO, SIKOKO Mae OyTH
K®C abo ii KoMIIOHEHTH, 1 110 BOHU MalOTh POOUTH.

da3a peaJiizanii OXOIUTFOE JiSUTBHICTD, IO OB’ S3aHA 3 JICTAIBHUM TPOCKTYBaHHSIM, BH-
POOHHUIITBOM, BIPOBAIKCHHSAM Ta (PyHKIIOHYBAHHSIM Oa’KaHUX CHCTEM.

da3a niaATBepIKeHHS MMOJSATaE B OTPUMaHHI BIEBHEHOCTI B Tomy, o KOC, nodyno-
BaHa B (asi peaniszalii, 3a10BoIBHSE MOJENI, po3po6aeHoi B (Ba3i koHLmenTyanizauii. Ii cknaz-
HHUKHU BKJIIOYAIOTh OIIHKY TBEPJ/DKEHb, apryMEHTaIliil Ta JI0Ka3iB, HEOOXTHUX JIJIsST BUPIIICHHS
BaYXIMBUX (@ iHOMI i 000B’SI3KOBUX) BUMOT JIO IH3aiTHY, IOTITHKH, 32aKOHOIABCTBA Ta PETYII0-
BaHHS.

Baxaetbes, mo KOC 3anoroibase KOC-mozens, K0 BOHA 33]J0BOJIbHSE A00 MA€ KOXKHY
3 practuBocTert KOC-momeni. ¥ TpancnoptHi cdepi, 3 npukiagamu [SO 26262 [2, c. 23], TBep-
JOKEHHS UM CY/DKEHHS (BUCHOBOK) BHILIOTO PiBHS IoJIsirae B Tomy, o KOC Bigmnosigae BUMoram
cTa"mapty GyHKIIOHATBHOI Oe3rmeku abo 1o mpoliecu opraHisaiii, sika po3poouna KOC, Bianosi-
JaroTh BUMoram cranaapty ISO 26262.

Bignosinno no Crparerii kibepOesneku BemmuxoOputanii The UK Cyber Security
Strategy 2011 BoHa MiCTUTB OHATTS KiOEPIPOCTIp, MPOAYKTH KibepOe3neku, KibepiHaycTpis, ane
HE MICTHTB ITOHATTS KiOep(i3UUHI CHCTEMH.

BinmoBimHO 10 JaHOTO TOKYMEHTA KiGepIpPoCTip — e iNTepaAKTUBHA rajy3b, [0 CKJIAAa-
€ThCSI 3 TM(PPOBUX MeEPEK, 1110 BAKOPUCTOBYETHCS /sl 30epirannsi, Moaugikamii Ta nepexayi
ingopmanmii. «Bin Bkitouae B cebe [HTEpHET, a TaKoXK 1HII iHQOPMAIIiHI CHCTEMH, SIKI I ITPUMY-
F0Th Hail Oi3Hec, IHPpacTpyKTypy Ta mociayru» [4, c. 10].

VY miit crparerii MiAKPECTIOETHCS, MO «IIUPPOBI MEpexki BKE MiATPUMYIOTh HOCTadaHHS
CJICKTPOCHEPTii Ta BOIH JI0 HAIINX OYIMHKIB, JOIIOMAraloTh OPraHi3yBaTH MOCTaYaHHS MPOIYKTIiB
Xap4yyBaHHS Ta IHIIUX TOBApiB y MarasMHU Ta CIYXaTh BAXJIMBUM IHCTPYMEHTOM sl Oi3HECy
y Bciit BenukoOpuTanii». 3 1b0Oro MojkHa 3p0OMTH BUCHOBOK, IO BHIIE3a3Ha4eH1 HIU(POBI Mepexi
€ SIKOIOCh MipOI0 MOJIOHUMU 110 KiOep(]i3UNUHUX CUCTEM.

BinmoBinHO 70 BHINE3a3HAUCHOI CTparerii BUAUIAIOTLCS Taki Jii, CipsMOoBaHi Ha 3a0e3rie-
YeHHs OUTbIN Oe3MeYHOro BeJIeHHs Oi3Hecy B KibeprpocTopi:




ITPABO I CYCIIIJZIBCTBO Ne 2 yacmuna 2/ 2018

1. ChiBmpars 3 BITYUU3HSIHUMH, €BPONEHCHKUMM, IMIOOATBHUMH Ta KOMEPLiHHUMU OpraHi-
3alisgMHU 31 CTaHJApTU3aLil, 100 CTUMYIIOBATH PO3POOIICHHS rajy3eBUX CTAHAAPTIB Ta KepiB-
HUITB (guidance), sSIKi TOMOMAraroTh KJIi€HTaM 3IIHCHIOBATH OPIEHTYBAHHS HA PHHKY Ta BiIpi3HsI-
TH SIKICHI POAYKTH KiOepOe3neKky.

2. BripoBayKyBaTH CTAHAAPTH Ta KePiBHULTBA, HCOOXITHI TPOMHCIOBOCTI, SIKi 3pO3yMiJi
Ta JIETKO BUKOPHUCTOBYIOTHCS KOMITAHISIMU B KOMEPITIHHIN JiSUTBHOCTI.

TakuM 4MHOM, 3 IILOTO MOXKHA MMOOAUUTH, 10 y BUIIe3a3HadeHid CTpaTerii akIeHTYEThCS
yBara Ha HEOOXiJTHOCTI CITiBITpalli 3 BIAMOBIIHUMHU OpTraHi3allisiMu 31 CTaHIapTh3allii, o0 CTH-
MYJTFOBATH PO3POOJICHHS rally3eBUX CTaHIapTiB Ta kepiBHUITB (guidance) mono KOC. BBogutbes
crieruQiuHe TOHATTS NPOAYKTHU Kidepde3neku, sKOMy He HaJJa€ThCS YITKOTO BU3HAYCHHS B CTpa-
Terii.

V¥ pozeutok UK Cyber Security Strategy 2011 6yB npuiinsatuii Guidance “The key principles
of vehicle cyber security for connected and automated vehicles” 06.08.2017 poxky [4, c. 17].

3rigHo 3 npuHnunoM 4.1 Buiie3azHayeHoro Guidance opranizarlii, BKIHOYAKOUYH TOCTa-
YaJIbHUKIB Ta TPETI CTOPOHH, MIOBUHHI MaTH MOXIIMBICTh 3a0€3MEUYNTH, HATIPUKIIAJ, He3aeKHY
nepeBipky um ceprudikaniro cBoix mpoueciB 0e3neku Ta NPOAYKTIB ((Pi3UIHY, IEPCOHATBHY
Ta CTOCOBHO KiOepOesnekn).

3TiHO 3 MPUHIMIIOM 4.3 OpraHi3ailii CIiJIbHO TUIAHYIOTh, SIK CHCTEMH Oe3MEYHO B3aEMO/Ii-
FOTh 13 30BHILIHIME MPUCTPOSMH, 3’ €THAHHIMHU (BKITFOYAIOUM €KOCHCTEMY), CITy)kKOamu (BKJITFOYa-
104U TEXHIUHE OOCIYTOBYBaHHS), OMEpaLifHUMU [ICHTPAMU M IIEHTpaMH yIpasiiHHs. Lle Moxe
BKITIOYATH Y3TO/DKCHHS BUMOT CTaH/IAPTIB Ta JIaHUX.

B Vkpaini Oys Buganuii Yka3 Ilpesunenra Ykpainu Big 15.03.2016 poxy «lIpo pieHHs
Pann nanionanpHOT Oe3meku 1 06oponn Ykpainu Bix 27 cignst 2016 poky «IIpo Crpareriro kibep-
oe3neku Ykpainnm» [5, c. 7]. Takox 05.10.2017 p. OyB npuiinsatuii 3akoH Ykpainu «[Ipo ocHOBHI
3acajiu 3a0e3redyeHHs KibepOe3nekn YKpainny, skuii Haoepe unaHocTi 09.05.2018 poky [6, c. 3].
3aKoH MICTUTh MOHATTA KiOepOe3mneku, Kibeparaku, KibepnpocTopy, 00’€KTiB KpUTHIHOT iH(pa-
CTPYKTYpH Ta iHII. Y BH3HAYCHHI «KiOeparakm» B 3aKOHI 3a3HAYAIOTHCS TOHSATTS KOMYHiKaIiii-
HHUX Ta/a00 TeXHOJOTiYHUX cucteM. HeoOXiHO 3a3HAUUTH, IO MOHATTS «KibepOesnekay, ske
MICTUTBCS B 3aKOHi, € HEBiJ'€MHHM HEOOXiJIHUM CKJIaJHUKOM KiOep(]i3sMuHUX CHCTEM SIK CTaH
0e3meuHoro, HaAiiHOTo, CTIMKOro X (YHKIIOHYBaHHS 3 ypaXyBaHHSIM BUMOT KOH(IICHLIHHOCTI.
Hatomicte Crparterist kibepOe3neku Ta 3aKoH HE MICTATh MOHATTS KiOep(pi3UUHUX CHUCTEM, XOua
BOHH BCE OLIBIIE 3aCTOCOBYIOTHCS B CBITI B IMPOMHCIOBOCTI, CHEPIETHIl, OXOPOHI 3I0pPOB’S,
B TPaHCHOPTHIN chepi. € HEOOXITHICTh Y YITKOMY (HDOPMYITFOBaHHI MOHATTS KiOep(PI3UIHUX CHUC-
TEM Ta iX OCHOBHUX YHIBEpCAILHIX OCOOIMBOCTEH Ta HAaJEKHOTO HOPMATHBHO-IIPABOBOTO BPETy-
mroBaHHs (pyHKIoHyBaHHS KOC. Buxoasuu 3 115010, aBTOP MPOIIOHYE BBECTH 110 3aKOHY YKpaiHH
«IIpo ocHOBHI 3acayu 3a0e3redeHHs KibepOe3nekn YKpaiHm» MOHATTS «KibepdizudHa cucremay i3
TakuM i1 Bu3HaUeHHsM: Kibepdiznuna cucrema (KDC) — 11e iHTeNneKkTyanbHa CUCTEMA, 10 BKITFOYAE
IH)KCHEPHO B3a€MOJIiI04i Mepeski (Pi3MUHMUX Ta 00UMCIIIOBATEHIX KOMIIOHEHTIB.

BucHoBku. Y po60Ti MpoaHani3oBaHO 3aKOHOJIABCTBO Ta PE3YIbTAaTU HAYKOBUX JIOCIIKEHb
y cdepi kibepi3nUHUX CHCTEM TaKuX KpaiH, ik BenukoOpuranis, Himeuunna, CILIA, a rakox €C.

OCKIJIbKH HUHI B CBITI BCI MPOIIECH B €KOHOMIIli, TPOMHCIOBOCTI, iHQPACTPYKTYpi CTAOTh
Bce OijIbIlie MOB’SI3aHUMH, TO OLTBII MIMPOKOTO 3aCTOCYBaHHS HAOYBalOTh KiOEpP(I3UUHI CHUCTEMH
SIK IHTEJIEKTyaJIbHI MEPEIKEB] 1HKEHEPHO B3aEMOJIIFOY1 CHCTEMH, SIKI TIOEJTHYIOTh B c001 (Di3ndHI Ta
O0YHCITIOBAIbHI KOMITOHEHTH.

HeBin’eMHUM HEOOX1THUM CKJIATHUKOM (DYHKIIIOHYBaHHSI KiOep(hi3WIHUX CHCTEM € Kibep-
Oe3rexka, sika 3a0e3nedye HaliifHI, Oe3meyHi, CTiliki ymoBH QyHKIioHyBaHHSI KOC.

VY pesynbTari MpoOBEACHOTO JOCTIKEHHS MOXKHA 3pOOMTH BHCHOBOK, IO 1 B pAMKOBOMY
nokymMmenTi Himeuunnu npo KOC i B pamkxoBomy noxkymeHTi CLIA 3BepTaeThest yBara Ha HeoO-
XimHicTh BixnoBigHoi ceprudikamii KOC, sika miaTBepKyBaTUME BUMOTH HaAIHOCTI, Oe3meKy,
ctiiikocTi, koHpineHminocti KOC.

Ha neoOxinHocTi cepTudikalii HaroJIoIy€eThCs TAKOXK Y paMkoBomy 10okyMeHTi €C Cyber-
Physical European Roadmap & Strategy Research Agenda and Recommendations for Action Bix




AominicmpamueHe npaso i adminicmpamueHuii npouec, iHopmayitine npaso

01.07.2013 p., BiAMOBiAHO A0 AKOTO Cy4acHi METOAU Ta IHCTPYMEHTH (3acodu) 1 ceprudikamii
He € abcomoTHO anekBaTHUMU Ut cepTudikanii KOC narenep uepes iX HEBiANOBIAHICTE BUMO-
ram cydacHux KOC 3anexno Bix cepenopuiia KOC. [HMM nuTaHHAM, Ha SKOMY HarojJouIy€eThCs
B paMKoBoMYy gokyMeHTi HiMeuunau mpo KOC iy BignoBigHoMy pamkoBoMy gokymenti CIIA, e
MMUTaHHS IPUUHATTS Ta 3aCTOCYBaHHs yHi(ikoBaHuX ctanmaptie KOC.

s Toro, mo0 natu yHiBepcajbHE MOBHOIIHHE BU3HadeHHs KDC, Bapro mpoaHamizy-
Batu acriektu ctBopeHHss KOC. Ile Oyino 3po0ieHo IpyHTOBHO B pamkoBoMy jgokymeHTi CIIIA
Framework for Cyber-Physical Systems May 2016 Cyber Physical Systems Public Working Group.

OcobmuBoro 3Ha4eHHs HAOyBAIOTh JOCTILKEHHS PI3HUX YYEHHX Ta HAyKOBHX 3aKJIajiB
y IUTaHHI aCMEKTy BapTocTi AoBipu (trustworthiness) KOC, skuii Briodae B cebe KOH(IeHIIH-
HICTh, HQA1MHICTh, CTIHKICTh, OE3MEKY.

BinoyBartorbes nepioguuni Workshop na pini €C 3a yyacTio BUSHHX, EKCIIEPTIB, IPEICTaB-
HUKIB BJaJi1, O13HECY, sIKi MaOTh PE3yJIbTaTOM BayKJIMBI HAalpalllOBaHHs Ta MPAKTU4HI BUCHOBKH B
ctepi KOC.

Harerep uncieHH1 3ycriuist pisHUX MKHAPOJIHUX OpraHizalliii B cdepi CTBOPEHHS CTaHap-
TiB Kibepdizuunux cucrem, 30kpema SO, ITU, Industrial Internet Consortium, [oT-A Ta iH., noci
He 3a0e3MeYHITN OBHY CYMICHICTD ITUX CTaHJIApPTIB o0 pizHopiaanx KOC.

Cnucoxk BUKOPHCTAHUX JKEpeJI:

1. German Agenda Cyber physical systems 2010, URL: www.acatech.de.

2. Framework for Cyber-Physical Systems Release 1.0 May 2016 Cyber Physical Systems
Public Working Group, URL: www.nist.gov.

3. The UK Cyber Security Strategy 2011, URL: www.cabinetoffice.gov.uk.

4. Guidance “The key principles of vehicle cyber security for connected and automated
vehicles” published 6 August 2017, URL: www.gov.uk..

5. VYxkas [lpesunenrta Yipainu Bin 15.03.2016 poky «IIpo pimmenns Panu HanionansHOT 6e3-
nekd i oboponn Yipainu Big 27 ciuas 2016 poky «IIpo Crparerito kibepbe3nekn YkpaiHm.

6. 3akoH Ykpainu «IIpo ocHOBHI 3acamu 3abe3medeHHst KibepOesneku YKpaiHW» Bif
05.10.2017 p.

YOPHOYC A. T,

acmipasT kadeapu

aJIMiHICTPaTUBHOTO IpaBa

(Kuiscvxutl HayionanvHuil YHieepcumem
imeni Tapaca lllesuenxa)

YIK 342.951:351.82

MNEPCHEKTHUBHU BAOCKOHAJIEHHA HAIIIOHA..J.II)HOi
IH®OPMANIMHOI IHOPACTPYKTYPHU YKPAIHU

VY crarTi po3mIIHYTO MPOOIEMHI MTUTaHHS CYy9acHOi iH(popManiiHoi iHpacTpyK-
Typu YKpaiHu. BcTaHOBICHI Ta BHOKpEMIICHI HAsBHI 3aKOHOIABYI MPOTAIUHH Ta
3aIpPOMOHOBAHO JII€BI IIIJISIXM BUPIIIIEHHS OCTAHHIX, a TAKOXK HABEJICHO BJIACHE BHU3HA-
YEeHHS MOHSATTS KPUTHUYHOI 1HQpACTpyKTypu YKpaiHH, CIIUpPalOYHUCh Ha 00’ €KTHBHI
(axTopH, 10 MAIOTh BIUIMB Ha CydacHy iH(pOpMAIliiHy iHQPACTPYKTYpy ACp>KaBH
y LIJIOMY.

Knwuosi cnosa: inghopmayitina ingpacmpyxmypa, xpumuuna ingopmayiina
iHgpacmpykmypa, pakmopu 6niugy, 06’ exmu inghpacmpykmypu, cyo’ekmu 8i0nosi-
danvHocmi, YUHHUKY IHGopmayiinoi inghpacmpyxmypu.




