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3ATAJIBHA KPUMIHOJOI'TYHA XAPAKTEPUCTHUKA
MEPEXI IHTEPHET TA 3AITOBITAHHSA 3JIOYUNHHOCTI

CrarTst MpUCBsYEHA OCIIHKEHHIO 3arajbHOT KPUMIHOJIOTIYHOT XapaKTEePUCTUKU
Mepesxi [HTepHeT. BeTaHOBIIEHO, 10 3araibHa KPUMIHONOTIYHA XapaKTEPUCTHKA Me-
pexi [HTepHeT cToCcyeThcsl Hacammepea Kidep3nouynHHOCTI. OOTpyHTOBaHA JIOIIIb-
HICTh PO3POOJICHHS METOIUYHUX PEKOMEHJIAIIM 1010 BUKOPUCTAHHSIM Mepexi [H-
TEPHET IS 3a1100iTaHHs 37I0YHHHOCTI.
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Crarhs IOCBSIICHA HCCICIOBAHUIO O0IIEH KPUMUHOIOTHYCCKON XapaKTePHUCTH-
ku cetrt THTepHET. YCTaHOBIIEHO, YTO 00II[as KPUMUHOJIOTHYECKAs XapaKTePUCTHKA
cetu MHTEepHET Kacaercsi mpeskje Bcero kubeprpecrynHoctd. OG0CHOBaHa 1iere-
c000pa3HOCTh Pa3pabOTKH METOIUUYECKUX PEKOMEHAAMHN MO UCIIOJIb30BAHHIO CETH
WHTepHeT [yis MPeI0TBPAILCHHUS IPECTYITHOCTH.

Kniouesvle cnosa: cemv Humeprem, KpuMuHoiO2UYeCKas Xapakmepucmukd,
npecmynHocmy, NpedynpelcoeHue, MemooudecKue pekomeHOayuu.

The article is devoted to the study of the general criminological characteristics
of the Internet. It has been established that the general criminological characteris-
tics of the Internet concern, first of all, cybercrime. The expediency of developing
methodological recommendations on the use of the Internet for crime prevention is
substantiated.
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Beryn. CrpiMke BOpOBaKEHHsS IU(MPOBUX TEXHOJIOTIH B yci c(epH JIOICHKOTO >KUTTS
Hanpukinii XX — Ha nmoyatky XXI CT. 3yMOBHJIO MOSIBy HOBHUX CYCHUIBHHUX BiHOCHH. HaifOinbim
3HAYYLIOIO 1 TIOLIMPEHOIO CTajla TeXHOJIOriA [HTepHeT, sika 3’e€aHana JroAel Mo BCiid 3eMHiM Ky,
3poOuIIa KOMYHIKAIIIT ICHIEBUMH 1 O€3MEePEIIKOTHIMH, a TAKOXK BIIKPHJIA HOBI TOPH30HTH JJIsl BCOTO
CBITOBOTO CITIBTOBAapUCTBA. [HTEPHET OCTAHHIM YacoM JIaB JTIFOIMHI O€3MEKHI MOXKITUBOCTI y cepi rmo-
mupeHHs iH(opMallii, T03BOJIMB BUKOHYBaTH (JiHAHCOBO-OAHKIBCHKI OTeparlii, He3Ba)Karoun Ha Bijl-
cTaHb 1 Koponu. OfHAaK BApPTO 3ayBaXKHUTH, IO, KPIM ITO3UTHBHOTO e(eKTy, [HTepHET Takok Moxe
3aBaBaTy mKoau. Jleski 0coOIMMBOCTI TaHOT TEXHOJIOTI1, SIKi JOTIOMOTIIH /i TIOIIUPUTHCS TI0 BCHOMY
CBITY, CTBOPIOIOTh CIIPHUSATINBI YMOBH JUIsl 0araTboX BUJIIB 3JIOYMHHOI JisTbHOCTI. HoBH3HA cycinb-
HUX BiTHOCHH, 1[0 BUHUKIIM B PE3y/bTaTi MOSIBU [HTEpHETY, 1 BIACYTHICTh BiAMOBiHOTO MPaBOBOTO
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OIS IIIO/I0 AAHOT TEXHOJIOT 11, TpHu3Benu A0 Oe3miui mpoOsieM, 10 HETATUBHO BIIMBAIOTh HA CTAHOB-
JICHHS BIIHOCHH Y CBITOBii KOMIT'IOTEpHIi Mepeki, 3aCHOBAHMX Ha 3aKOHI. BUKIMKae mo00I0BaHHS
Te, 110 BEJIMYE3HUN TEXHIYHMUI MOTEHIiak 1 0e3MeXHI MOXKIMBOCTI [HTEpHETY Bce yacTille BUKO-
PHCTOBYIOTBCS B 3IOYMHHUX IIIsIX. J{o Toro sk [HTepHET, 3 01HOTO OOKY, JO3BOJIUB OLTHIT €(hEeKTUBHO
1 0€3KapHO BUMHATH TPAAMIIIHI 37I0YMHH, a 3 1HIIIOTO — CTBOPHMB HOBI, HEBIJIOMI CBITOBIH CITIJIBHOTI
BHJIM CYCIIUThHO HEOE3IEeUHHUX TOCsITaHb. [ 100anpHa Mepeka OCTaHHIMH POKaAMH CTajla BUKOPHUCTO-
BYBATHCSl HE TUIBKH JIJIsI CKOEHHSI 3aralbHOKPUMIHAILHUX 3JI0YMHIB, ajie 1 JIjIsl BKpal HeOe3reqHnX
JUSTHb MDDKHAPOJIHOTO 3HAYCHHS, SIK-OT MEPEKeBa BiliHA, IHTEPHET-TEPOPU3M, THTEPHET-CTPAK, 1110
3arpokye Oesmerni ninnux Aep:kaB i BChOro CBITOBOTO CHiBTOBapHUCTBA [1, ¢. 145-146].

[MuTtanHs 3aranbHOi KPUMIHONOTIYHO XapaKTEPUCTHKHU Mepeki IHTepHeT 3 morany Ki-
0ep3JI0YMHHOCTI (KOMII'IOTEpHOI 3JOUMHHOCTI) JOCHiXKyBalu Taki aBtopu, sk: B. Kyry3os,
B. IMaBnoschkuii, O. Tonosko, B. Tomy6es, M. JI3iropa, B. Mapkos, [/I. Hukudopuyk, M. IToro-
penbkuii, B. CeMeHOB Ta iH.

I[ocTanoBka 3aBIaHHA. Y pe3yibTaTi HAYKOBO-TEXHIYHOTO MPOTPECY CYCIUIECTBO Pealb-
HO BimuyBae HacTyn iH(opMariitHoi peomomnii. Ii cyTHiCTH yueHi 3BOAATH 0 3MiHM TEXHiYHHX
OCHOB cITOCO0IB Tepeadi, 30epiranus i 00poOiieHHs iH(hopMarlii, pO3BUTKY MPOBOIOBOTO 1 pajii-
03B’S13KY, TIOSIBU TeJICOaYCHHS, 110 JI03BOJISIE OUTBIIINA KiITBKOCTI JTFOIeH OyTH MPUYETHUMH JI0 CBITY
nofiii. Ykpaina, Oylydu OpraHidYHOK YacCTHHOKO CBITOBOI CIIJIBHOTH, HE MOXE OyTH BHHSTKOM.
CTaHOBICHHSI PUHKOBOI €KOHOMIKH, MOSIBa HOBHUX 11 ramysei, mibepamizarist chepu iHdopmariii-
HUX CyCHIJIbHUX BIAHOCHH 3yMOBWJIN CIIPABXKHIN PO3KBIT KOMII IOTEPHOI 3I0YUHHOCTI [2, ¢. 227].

MeTtoto cTatTi € 3ilicCHeHHS 3arajibHOT KPUMIHOJIOTIYHOT XapaKTepUCTUKK Mepexi [HTep-
HET, OO0IPYHTYBaHHS JOIIJIHHOCTI PO3POOJICHHS METOMUYHMX PEKOMEHJIAIIN 111010 3armo0iranHs
3JI0YMHHOCTI 3 BUKOPUCTAHHIM MOKIIHBOCTEH Mepexi.

Pe3yabraTn gociigkeHHs. Y Halll JHI BAKOPUCTAHHS THPOPMAIHHUX TEXHOJIOTIH HE Ma€e
MexX. BipTyasbHUI mpocTip mepeiiMae Bij peasbHOTO BCe MAPSJI, 30KpeMa 3JI0YMHHICTh, B ii
HOBHUX (opmax i mposiBax. KiOep3IOYMHHICTh CKIAMA€ThCS 3 PI3HUX BHIIB 3JIOYMHIB, 10 BUYH-
HSIIOTBCS 32 JIOTIOMOTOI KOMIT'toTepa 1 B Mepexi [HTepHeT. O0’€KTOM KiOEp3JIOUUHIB € Mepco-
HaJIbHI JaHi, 0aHKIBCBKI PaxyHKH, NMapoji i iHma ocobucta iHpopmamnis K GisuuHUX 0ci0, Tak
1 Oi3Hecy Ta Jep)kaBHOro cekropa. KiOep3moYMHHICTh € 3arpo30r0 HE TUIBKH Ha HalliOHAJIbHO-
My, a i Ha mI06anbHOMY piBHI. Halinmommupenimumu BugaMu KiGep3/I0YMHIB y Cy4acHOMY CBITI
€: KapIUHT — BUKOPUCTAHHS B ONEPAIisiX PEKBI3UTIB IUTATLKHUX KAapT, OTPHUMAHHX 31 3JIaMaHUX
CepBepiB IHTEPHET-Mara3uHiB, IIATHKHAX 1 PO3PaXyHKOBHX CHCTEM, 8 TAKOX i3 IEPCOHATBHUX
KOMII f0TepiB (Oe3mocepeiHbo abo Yepes MporpaMy BiANEHOTO IOCTYITY, «TPOSHI), «OOTH»);
(IMIMHT — KITIEHTaM IIATHKHUX CHCTEM HAJICHIIAIOTHCSI TOBIIOMIICHHS €JICKTPOHHO TIOIITOK Hi-
ouTo BijJ ajMiHicTparii abo ciIy)k0M Oe3NeKH i€l CUCTEMH 13 MMPOXaHHSIM BKa3aTh CBOT paxyHKH
Ta TapoJii; BIIMHT — Yy MOBIJIOMIICHHSIX MICTHTLCS TIPOXaHHS 3aTelie()OHyBaTH Ha TEBHUN MiCh-
KHii HOMED, a ITiJ] 9ac PO3MOBH 3aMUTYIOTHCS KOH(ICHIIWHI JaHI BIACHUKA KapTKH; OHJIalH-1I1a-
XpaicTBO — HECTPaBkKHI IHTEPHET-ayKIIOHH, IHTCPHET-Mara3uHy, CaliTU Ta TEJICKOMYHiKalliiHi
3ac00H 3B’S3Ky; MIPaTCTBO — HE3aKOHHE IMOILIMPEHHS 1HTEJIEKTyalbHOI BIACHOCTI B IHTepHeTi;
KapJ-1IapiHr — HaJlaHHS HE3aKOHHOTO JIOCTYITY JI0 Meperisay CyIyTHUKOBOTO Ta KaOeJIbHOro Te-
neOaueHHs; colliaJibHa 1H)KEHepis — TEXHOJIOTIs YIIPaBIIiHHS JIIOAbMHU B IHTEPHET-IIPOCTOPI; MaJlb-
Bape — CTBOPEHHSI Ta MOIMIMPEHHsI BipyCiB 1 MIKi[UIMBOTO MMPOTPAMHOTO0 3a0€3IeUCHHST; TPOTUIIPAB-
HUH KOHTCHT — KOHTEHT, IIO MPOTarye eKCTPEMi3M, TepOpr3M, HapKOMaHilo, IIOpHOTpadiro, KyIbT
JKOPCTOKOCTI Ta HACHIILCTBA; pealiIiHr — He3aKoHHa ImiaMiHa TenedoHHoro Tpadika [3].

[Tix gyac po3mIsI Iy MOHATTS 3TOYNHHOCTI, IO TIOB’sI3aHa 3 BUKOPHCTAHHAM Mepeki [HTepHer,
HEeOoOXiJTHO 3a3Ha4nTH, 10 B KoHBeHIiT Mpo Kidep3nounHHICTh [4] 3a3HaueHO, 110 JI0 TIPaBOIOpY-
ICHb MIPOTH KOH(IACHIIHOCTI, HITICHOCTI Ta TOCTYITHOCTI KOMII FOTECPHUX JAHUX 1 CHCTEM Halle-
JKaTh: HE3aKOHHUI JIOCTYIT; HeJIeralibHe MEePEXOIIEHHs; BTPYYaHHs B JIaHi; BTPYYaHHS B CUCTEMY;
3IIOBKUBaHHS MPUCTPOSIMH. [0 MPaBOMOPYIICHB, OB’ SI3aHUX 13 KOMIT IOTepaMH, HaJleaTh: Iif-
poOiieHHs, MMOB’sI3aHe 3 KOMIT I0TepaMy; IIaXpaicTBo, MMOB’ a3aHe 3 KoMIl toTepamu. [IpaBonopy-
IICHHS, TTOB’s13aHi 31 3MICTOM, — II¢ 3JIOYHMHH, TIOB’sI3aHi 3 AUTIYOI0 mopHorpadiero. Y KonpeHrii
TaKOXK BKa3y€ThCs HA IIPABOIIOPYIICHHS, ITOB’3aHi 3 MOPYIICHHSIM aBTOPCHKUX Ta CYMIKHHX IPaB.
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VY c1. 2 onatkoBoro mpoTokony A0 KoHBeHIil po KiOep3i104uHHICTb [5], AKUH CTOCY€Th-
csl KpUMiHai3amii i PACHCTCHKOTO Ta KCceHO(OOHOTO XapakTepy, BANHEHUX Yepe3 KOMI I0TepHi
CUCTEMH, KM paTU(iKoBaHO BIAMOBIAHO 10 3akoHy Ykpainu «IIpo paTH(bn(auuo I[oz[aTKOBoro
npotokoiy g0 KoHBeHIIT mpo KiGep3IOYnHHICTD, KU CTOCY€ThCH KpI/IMlHaJ'HSaI_Ill Iiit pacuct-
CBKOTO Ta KCEHO(OOHOTO XapakTepy, BUMHEHHX Uepe3 KOMIT IOTePHI CHCTEMM», 3a3HAYCHO, IO
«PACHCTChKHUU Ta KCEHO(POOHMI MaTepian» o3Hayae Oy/b-sSKWH MUCHBMOBUH Marepiall, Oymb-ske
300pakeHHs 4M Oy/ib-sIKe 1HIIIEC TIPEJICTABICHHS 1JIel a00 Teopil, sSKi 3aXUIIAI0Th, CIIPHUSIIOTH 200
10y pIOIOTH 10 HEHABHCTI, ANCKPUMiHALIT UM HACHIILCTBA MTPOTH Oyb-s1K01 0codm abo rpymu ocibd
3a O3HAKaMH pacH, KOJIbOPY IIKIpH, HAIIIOHAIBHOTO 200 €THIYHOTO MOXO/IKEHHS, & TAKOXK BIPOCIIO-
BiJJaHHSI, SIKIII0 BOHU BUKOPUCTOBYIOTHCS SIK MPUBLA AJIs1 Oyb-KOI i3 X Jii.

VY cr. 1 3akony Ykpainu «IIpo ocHOBHI 3acanu 3a0e3nedeHHs kidepOesneku Ykpainm» [6]
3a3Ha4€HO, M0 KiOEeP370YMH (KOMIT IOTEpHHUM 3JI04MH) — CYCHUIBHO HeOe3leuHe BUHHE MiSTHHA
B KibeprpocTopi Ta/abo 3 HOro BUKOPUCTAHHSIM, BiIIOBIIaIbHICTH 32 sIKE MependadeHa 3aKOHOM
VYkpaidu npo KpUMiHAIBHY BIAMOBIAAIBHICT Ta/a00 sIKe BU3HAHO 3JI0YMHOM MIKHAPOIHUMH JI0-
roBopamu Ykpainu. KiGep3nourHHICTh — CYKYITHICTh KiOEep3I0UnHIB.

BinmosinHao o KpuMminanbeHOTO KOJIeKCy YKpainu [7], 1o 310unHIB y cepi BUKOpHCTAHHS
€JIEKTPOHHO-00UNCITIOBAIILHUX MaIuH (KOMIT FOTEPIB), CHCTEM Ta KOMIT FOTEPHUX MEPEX 1 MEPEK
CJICKTPO3B’A3KY HAJIEXKATh: HECAHKIIOHOBAHE BTPYYaHHS B POOOTY €IEKTPOHHO-OOUMCIIOBAIIb-
HUX MalivH (KOMI FOTEPIiB), aBTOMATU30BAHUX CHCTEM, KOMIT IOTEPHUX MEPEK UM MEPEK eJeK-
TPO3B’SI3Ky; CTBOPEHHS 3 METOI0 BUKOPHCTAHHS, NOMUPEHHS a00 30yTy IMIKIUIMBUX MPOTrPaMHHUX
Y1 TEXHIYHUX 32c00iB, a TAKOXK iX MOMIKUPEHHs a00 30yT; HECaHKLIOHOBaH1 30yT a00 MOMIMPEHHS
iH(popMalii 3 00MEKEHUM JJOCTYIIOM, sIKa 30epiraeThCsl B €EKTPOHHO-00UHCIIIOBATIBHAX MaIlIMHAX
(xoMIT’FOTepax), aBTOMaTH30BaHNUX CHCTEMax, KOMIT IOTCPHHX Mepexkax a00o Ha HOCISIX TakKoi iH-
(hopmailii; HecaHKITIOHOBaHI JIii 3 iH(GOPMAITiEFO, TKa 00POOITETHCS B €IICKTPOHHO-00YHCITFOBAb-
HUX MalTiHax (KOMIT'I0Tepax), aBTOMATH30BAHUX CHCTEMaX, KOMIT FOTEpHHUX Mepekax abo 30epi-
raeThCsl Ha HOCISIX Takoi iHdopMariii, BANHEHI 0c000¥F0, sIKa Ma€ MPaBo JOCTYITY J0 HEl; MOPYIICHHS
MPaBHJI EKCIUTyaTallii eIeKTPOHHO-00YHCIIOBAIBHUX MallMH (KOMIT IOTEPiB), aBTOMaTH30BaHUX
CUCTEM, KOMIT'IOTEPHUX MEPEeXK UM MEPEkK eNEKTPO3B’ 3Ky a00 MOPSAAKY M MPaBUI 3aXUCTY iH-
(dhopmatiii, sika B HUX 00pOOIIOETHCS; IEPEIIKO/DKAHHS POOOTI eNEKTPOHHO-00YHCITIOBATIBHUX Ma-
IHMH (KOMIT I0TEePiB), aBBTOMATU30BAHUX CUCTEM, KOMIT IOTEPHUX MEPEXK Y1 MEPEXK EIeKTPO3B’ A3KY
LUIIXOM MacOBOTO MOIIUPEHHS MOBIIOMIIEHB €JIEKTPO3B S3KY.

Bapro 3a3naunTH, mo KiGep3I09HHHICTE Ha0yBa€e TI00aIFHOT0 MacITaly, OCKLUIEKU HE00-
MEKEHHHU JOCTYII 10 MepeKi [HTepHeT, BUKOpUCTAaHHS 1H()OPMAIIIITHUX TEXHOJIOTIH Y TIOBCSIKICH-
HOMY YKUTTI, JIETKICTh IIBHJIKOTO 30aradeHHs 3Ba0II0I0Th BCE OLIbINE JIFOICH JTOMydYaThCs 10 TaKoi
3JIOUMHHOT AisIbHOCTI [8, ¢. 74].

ToBopstum mpo 3aranbHy KPUMIHOJOTIYHY XapaKTePUCTHKY Mepexi [HTepHeT, BapTo 3a3Ha-
YHTH, 1[0 BIACHE KPUMIHOJOTIYHA XapaKTEPUCTHKA — II€ OIHC BIACTUBOCTEH, 3aKOHOMIpHOCTEHA,
TEHICHIIIH, YNHHHKIB 3JIOYNHHOCTI 200 OKpeMHuX i1 BUIIIB, a TAKOXK 0cOOM 3510unHIIB [9, c. 401].

3704YMHHICTh 13 BUKOPHUCTaHHSAM Mepexi [HTEpPHET OTOTOXKHIOETHCS HacaMmIepen i3 Ki-
0ep370UYMHHICTIO. BUIIAIOTH Taki 03HAKK KiOEP3TOYMHHOCTI: 11l 3JI0YNHU BUMHSAIOTHCS Y BIpTy-
aJbHOMY ITPOCTOPi 200 B MEKaX KOMIT IOTEPHUX MEPEX 3a JOMOMOI0I0 KOMIT IOTEPHUX CHCTEM ab0
[UISIXOM BUKOPHUCTAHHS KOMIT FOTEPHIX MEPEeX Ta 1HIIHX 3ac00iB qocTymy Ao HuX. Kidep3nounHu
BUMHSIOTHCS IPOTH KOMIT FOTEPHUX CHCTEM, KOMIT FOTEPHUX MEPEsK 1 KOMIT FOTepHUX JaHuX. OTxe,
€JIEKTPOHHO-00UHCITIOBaHA TEXHIKA MOXKE BUCTYITATH SIK 3aCO00M BUYMHEHHS 3JI0YHMHY, TaK 1 TIpeJI-
MeToM 3510unHY. ChOroIHI HAaHOUTBIIT MoMMpeHa Kiracugikallis Kioep3nourHiB Ha 1) arpecuBHI Ta
2) HearpecuBHi. /{0 mepIIor rpynu HaJlexKaTh: Ki0epTepopusM, morpo3a Gpi3uvyHol po3npaBu (Ha-
MIPUKIIA], TIepe/iaHa eeKTPOHHOIO MOIITO0), KibeprepeciilyBaHHs, KiOepCTaNKiHT (TPOTHIIPaBHE
CEeKcyaJbHE JOMaraHHs Ta MEpeciiTyBaHHA iHIIOI ocobu uepe3 IHTepHeT), AuTsua mopHorpadis
(cTBOpeHHSI MOpHOTpadiuHUX MarepialiB, BUTOTOBICHHUX 13 300pa)KeHHAM HiTed, MOUIIUPEHHS
LUX MaTtepiajiB, OTpUMaHHS JOCTYIy A0 HUX). Jpyra rpymna MiCTUTb: KiOepKpalixkKu, KibepBaH-
Jani3M, KibepraxpaicTBo, KiOepIIUTyHCTBO, TIOMIUPEHHS ClIaMy Ta BipyCHHX mporpaM. BomaHo-
4ac 1eil pi3HOBH/I 3JIOUMHIB Ma€ BUCOKUH PIBEHb JJATEHTHOCTI. 32 EKCIICPTHUMH OLlIHKAMH, PIBEHb
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JATEeHTHOCTI Kibep3mounHiB cTaHoBUTh 90-95%. KpuminonmoriuHa XapakTepHCTHKA OCOOM Ki-
6ep3J'IO'-II/IHII$[ BKa3ye Ha Te, 1110 TUIIOBOMY Ki6€p3J‘IO'-II/IHII}O anTaMaHHi TaKi 1HIUBIAyaIbHO-TICHU-
XOJIOTIYHI PUCH: BHPaXKCHI TOPYIICHHS €MOLIfHO-BOJILOBOT cq)epn BIIXMJICHHS B TICHUXOCEKCY-
QIEHOMY PO3BHTKY; BHpamem ayTUYHI TPOSIBH B cnonyquHl i3 COIliaIbHAM aYTcaI/I,E[epCTBOM
KOPHCTOMIOOCTBO; MCTUBICTE; aHTHTYMaHHA CIPSIMOBAaHICTh; 03JI00JICHICTh; BIIIYTTS HEPIBHOCTI
YU IPYTOPSIHOCTI; OOS3KICTH 1 JIIKIMBICTD Y COIIATBHAX Ta MIKOCOOMCTHX CTOCYHKaxX; 3aIild-
OJIeHICTh y CBOI AyMKH, Mpii, ¢aHTa3il; ¢pimocodcbke CIPUUHATTS CBITY; BIJICYTHICTh OyTTEBHX
[IHHICHUX Opi€HTaIlill; BAKPHUBIICHA (3004eHa) CHUCTeMa KHUTTEBUX IIIHHOCTEH; TOTalbHA HEIOBIp-
JUBICTh Ta BUPAKCHUN IIUHI3M; MPArHEHHs] YHUKHYTH TIEPEIIKO]] Y TIOA0IaHH] )KUTTEBUX TPYIHO-
miiB. Y MexaHi3Mi JeTepMiHamii Kibep3I04MHHOCTI MOKHA YMOBHO BHJIUIUTH TaKi TPYyNH YHHHU-
KiB: COIliaJIbHI, TTOJIITHYHI, EKOHOMIYHi, TEXHOJIOT1YHi, [ICHXOJIOT14HI, a TAKO)K YHHHUKH, ITOB’I3aH1
3 JiSUIBHICTIO IIPAaBOOXOPOHHUX OPraHiB Ta BIKTUMHOIO MOBEAiHKOIO noTepriux [10, ¢. 294-297].

HeoOximHo 3a3Haunth, mo mertoro Crparerii kibepOesneku Ykpainu [11] € cTBOpeHH:S
yMOB JijIst Oe3neqHoro (hyHKIIOHYBaHHS KiOepIpoCcTopy, HOro BUKOPHCTAHHS B iHTepecax 0colwu,
CYCIIBbCTBA 1 JiepkaBu. bopoThOa 3 KiOEeP3JI0UMHHICTIO mependavyae 3AiHCHEHHS YCTaHOBICHUM
TTOPSIZIKOM, CepeJl THIIIOTo, TAKUX 3aXOJliB: CTBOPEHHS €(DEKTHBHOTO 1 3pYYHOTO KOHTAKT-IICHTPY
JUTS TIOB1JIOMJICHB TTPO BUTIAJIKK KiOEP3JI0UHHIB Ta MaxpaiicTBa B KiOeprnpocTopi, iIBUICHHS OTie-
PaTUBHOCTI pearyBaHHs Ha KiOEp3JI0YNHH IPABOOXOPOHHHUX OPTaHiB, 30KpeMa IXHiX perioHaIbHIX
MAPO3LTIB; YIOCKOHAIIEHHS MTPOIECYaTbHUX MEXaHI3MiB 111010 30MpaHHs T0Ka3iB B €JICKTPOHHIN
(hopmi, 110 CTOCYIOThCS 3JI0UMHY, YIOCKOHANCHHS Kiacudikamii, MeToaiB, 3ac00iB 1 TEXHOIOTIN
inenTudikamii Ta dikcarlii KiOep3IOUNHIB, TPOBEACHHS €KCIIEPTHUX JOCIIKECHb; 3alPOBa/PKEHHS
OJIOKyBaHHS onlepaTopaMu Ta IpoBalijiepaMy TeJeKOMyHikaliil BU3HaueHoro (i1eHTu(iKOBaHOTIO)
iH(popMariiHOro pecypcey (1HGOpPMAIIHHOTO cepBicy) 3a PIICHHSIM Cyy; YHOPMYBaHHS MOPSIAKY
BHECEHHsI 00OB’SI3KOBUX 10 BUKOHAHHS OIEPaTOpaMU Ta MpoBaiiiepaMH TeICKOMYHIKamii mpu-
MMUCIB TIPO TepMiHOBE (DIKCYBaHHS Ta MOJaJIbINe 30epiraHHs KOMIT FOTEPHHUX JIAHUX, 30€pPEeIKCHHS
JAHKUX PO Tpadik; BPETYIIOBAHHS MUTAHHSI MOYKJIMBOCTI TEPMIHOBOTO 3IHCHEHHS MPOIIECyaib-
HUX Jill y peKUMi peaibHOTO Yacy i3 3aCTOCYBaHHIM CJIIEKTPOHHUX JTOKYMEHTIB Ta €JICKTPOHHOTO
(pOBOTO MIANHUCY; YIPOBAHKECHHS CXeMH (TIPOTOKOJTY) KOOpPAMHALIT TPABOOXOPOHHUX OpPTaHiB
010 60pPOTHOM 3 KiOEp3TOYMHHICTIO; MiATOTOBKA CYIAIB (CIIAUUX CY[MIB), CIITUUX Ta MPOKY-
popiB A poOOTH 3 JI0Ka3aMH, IO CTOCYIOThCS 3JI0YMHY, OTPUMAHUMHU B €JEKTPOHHIN (opmi, 3
ypaxyBaHHSAM 0COOJIIMBOCTEN KiOEP3I0UMHIB; 3aIIPOBAKEHHS 0COOIMBOTO MOPSIIKY 3HATTS 1HOP-
Marlii 3 KaHaJliB TEJIEKOMYHIKAIif y pa3i po3ciiyBaHHS KiOep3IOUHHIB; MTiABUIICHH KBaTi(hiKarrii
CHIBPOOITHHKIB ITPABOOXOPOHHUX OPTaHiB.

3BaXKalOUM Ha BAKJIMBICTH 3aro0iraHHs KiOep3JIOYMHHOCTI Ta JOCATHEHHs KiOepOesre-
ku, Yka3zoM [lpesunenta Ykpainu Bin 7 yepBHs 2016 p. Ne 242/2016 3arBepmxeno [lonoxkeHHs
npo HamionansHwmii Koopz[HHauiﬁHHﬁ HEHTp KibepOesneku [12] OcHOBHUMU 3aBlaHHsIMH LIeHTpY
€: 1) 3nificHeHHs aHAi3y: CTaHy K16ep6e3neK1/1 pe3ynLTaTlB MPOBEACHHS OIMISAIY HaliOHAJIbHOI
cucTeMHu KibepOesneku; crany TOTOBHOCTI Cy0’€KTiB rapaHTyBaHHS KibepOe3neKu 10 BUKOHAHHS
3aBJaHb i3 MUTaHb NPOTUIIl Kibep3arpo3am, 3M1HCHEHHS 3aX0/iB 100 NPO(INIaKTUKU 1 OOPOTh-
0u 3 KiOep3IOYMHHICTIO; 2) y4acTh y PO3pPOOJEHHI Tally3eBUX 1HIUKATOPiB CTaHy KibepOe3neKu;
3) mporHO3yBaHHS Ta BUSABICHHS MOTCHIIMHUX Ta peajbHUX 3arpo3 y cdepi kibepOesnekn Ykpa-
THU; 4) po3pOOIICHHS KOHIIENTYaIbHUAX 3acall Ta MPOIO3HIIiI MO0 TapaHTyBaHHS KibepOesrneku
Jep)KaBH, CIPSMOBAaHUX Ha MiJBUIICHHS €(PEKTHBHOCTI 3aXOIiB IIOA0 BUSBICHHS I yCyHEHHS
YUHHHUKIB, Ki (POPMYIOTh ITOTEHITIHHI Ta peabHi 3arpo3u y chepi kibepOe3rneku, MmiaroToBka mpo-
€KTIB BIJIMOBIIHUX MPOTPaM Ta IUIAHIB MO0 X MONEPeKEHHS Ta HeWTpatizailii; 5) y3araabHeHHS
MDKHApOJHOTO AOCBiAy y chepi rapaHTyBaHHS KibepOe3nekn.

BucHoBkn. Y mijcymMKy HEOOXiJHO 3a3HAYWTH, 10 3arajbHa KPUMIHOJOTIYHA XapaKTe-
pucTHKa Mepexi [HTepHeT crocyeTbcs Hacammepen KiOep3mounHHOCTI. OCHOBHMMHU O3HAKaMH
KiOEp3JI0UMHHOCTI € Te, 10 KiOep3JI0YMHN BYMHSAIOTHCS 3A€O0UTBIIOTO 3 BUKOPUCTAHHSIM Mepexi
IaTepHer Ta 3a 10MOMOror0 KOMIT IOTEPHUX CUCTEM.

[Ipodnema npodimakTUKu KiGEpP3IOUMHHOCTI Ta OOpOTHOM 3 HEIO B YKpaiHi € KOMILICK-
cHoro. ChOTO/IHI 3aKOHU TIOBUHHI BiIIOBIIaTH BUMOTaM, BUCYHYTUM CyYaCHUM PIBHEM PO3BHUTKY




Humanusa kpuminanvHo20 npasa, KPUMIHON0ZIT Ma KPUMIHATIbHO-BUKOHABH020 NPABA

KOMIT FOTEPHUX TeXHOJOTIH. [IpiopuTeTHUM HAIIPSIMOM € TaKOX OpraHi3allis B3aeMoii Ta Koopau-
Hallisl 3yCHJIb TPAaBOOXOPOHHUX OPraHiB, CHENCIYkK0, CyZ0BOT CHCTEMH SIK Ha HAIlIOHAIEHOMY, TaK
1 Ha MDKHapogaHoMYy piBHi [13, c. 117].

Ha namry aymky, omHHUM 3 e(eKTHUBHHX NUIAXIB 3aMO0IraHHs 3JI0YMHHOCTI (30Kpema, Ki-
Oep3JI0YMHHOCTI) € BUKOPUCTAHHS MOXJIMBOCTEH Mepexi IHTepHet. [ mporo HeoOXimHEe po3-
poOJICHHS BIJMOBITHIUX METOJAMYHHUX PEKOMEH/IAIIN, SIKI MOXKYTh MaTH TaKy CTPYKTYpy: 3arajibHi
TIOJIO’KCHHS; BU3HAYCHHS MTOHATH; METa Ta 3aBJaHHS BUKOPHCTAHHS Mepeki [HTepHeT 1yt 3amo0i-
TaHHS 3JI0YMHHOCTI; 0COONMMBOCTI BUKOPHCTAHHS iHTEPHET-TEXHOJOT1H AT 30MpaHHs, 30epiraHus
it aHaTi3y KPUMIHOJOTIYHO 3HAYYIIO1 iH(pOpMAIlii, 3A1HCHEHHS OTIepaTUBHO-PO3IIYKOBHX i, Mif-
BUINIEHHS PiBHS MPABOBOi KYJIBTypH IPOMAJISH Ta iH.
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