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ITPABOBE 3ABE3IIEYEHHS IH®OPMAIINHOI BE3NEKHU:
MI’KHAPOJHUU JOCBIA I MOXKJINUBICTh BUKOPUCTAHHSA

V crarTi npeAcTaBiIeHi pe3yNIbTaTH CUCTEMATH3aIlil MDKHAPOIHO-TIPABOBUX HOPM
y ctepi indopmariiftHOT Oe3neKu Ta iX CIiBBIIHECEHHS 3 MXKHAPOJHUMU CTaHIapTa-
MH, JaHi MO0 MIXKHAPOIHOTO JOCBiAy y cdepi iHpopMaliitHoi Oe3rnekn Ha OCHOBI
3aCTOCYBaHHS MIKHApOAHUX CTaHApTiB iH(popMaliiiHoi Oe3neku. [TokazaHa Baxiu-
BiCTh BUKOPUCTAHHS IOCBIAY 3aCTOCYBaHHS CydacHUX iH(opMamiiHO-aHATITHIHIX
CHCTEM JJIs IPaKTHYHOT peatizaiii mporeciB iHGpopMaIiitHoro 3ade3mnedeHHs.

Knrwuosi cnosa: ingopmayitina besnexa, MidcHapoOHuii 00csio, 3a6e3neuents
iHhopmayitinoi besnexu.
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B crarbe mpeacTaBIeHbI pe3ybTaThl CHCTEMATH3AIUH MEXK Ty HAPOJHO-ITPABOBBIX
HOpM B cepe nHPOPMAIIMOHHOW 0E30IaCHOCTH M X COOTHECEHHE C MEKAYHAPOI-
HBIMHU CTaHAAPTaMHU, JAHHBIC M0 MEXIYHAPOIHOMY OIBITY B chepe HHPOpMAINOH-
HOM 0€30MacHOCTH Ha OCHOBE MPUMEHEHHUS MK IyHAPOIHBIX CTAHAAPTOB HH(OpMa-
HOHHON Ge3omacHocT. [Toka3aHa BaXXHOCTh MCIOJIb30BAHMUS OIbITA TPUMEHEHUS
COBPEMEHHBIX HH(POPMALMOHHO-aHATUTHYECKUX CUCTEM JUTS MPAKTHYECKOH peau-
3aIiy TPOIIeCCOB HHPOPMAITMOHHOTO 00ECIICYCHHSI.

Knruesvie cnosa: ungopmayuonnas 6e30nacHocmv, MeicOyYHAPOOHBLL ONbim,
obecneyenue UHPOPMAYUOHHOU 6E30NACHOCU.

The article presents the results of systematization of international legal norms in
the field of information security and their correlation with international standards,
data on international experience of law enforcement practice in the field of informa-
tion security on the basis of the application of international standards of information
security. It is shown the importance of using this experience of applying modern
information and analytical systems for the practical implementation of information
support processes.

Key words: information security, international experience, information security.

Beryn. [TincnmoBadem 30i10HOCTEH JIIONUHA 3aBKIM BUCTYIIANA TEXHIKA, KA BUKOPHCTO-
ByBaJlacsl He TIJIbKU Ha Oyaro, ajie i Ha IKoAy 0co0i, CyCHiabCTBY 1 IepkaBi. €AHICT 1 60pOTHOA
MIPOTHIICKHOCTEH TBOX KYJBTYP OCOOIHMBO IMOCHIIOETHCS IIi Yac MEPEeXomy JIOACTBA Bill CTIOXH
MiCHITIOBaYiB (Di3MUHUX 3MI0HOCTEH JIIONWHU B HEPTeTUYHIN cdepi 10 emoXu MiICHITIOBAYiB PO-
3yMOBHX 3110HOCTel B iH(pOpMamiiHiil cdepi. TakuMu minCHIIIOBaYaMy, K BiIOMO, € 3aco0u 00-
YHCITIOBATIBHOI TEXHIKH 1 3B’5I3KY, K1 CYyTTEBO 3MiHIOIOTH IIPOCTOPOBO-TUMYACOBI XapaKTEPHCTHKH
CYCIUJIBHUX BITHOCHH 1 TOPOMXKYIOTh HOBI, paHiIlle HEBiIOMi BUIU JEBiaHTHUX BigHOCUH. [laHiB-
HOIO COLaJIbHOIO TPYIOIO B CYCHUIBCTBI CTarOTh BIACHUKHU iH(opMalii Ta HOy-Xay TEXHOJOTIH,
CYCHIIBCTBO TPAHC(HOPMYEThCS 3 MOCTIHAYCTPIALHOTO B iH(OpMaIlliiiHe. 3MIHIOETHCS T€OTIOMi-
THYHE iH(OopMaIliiiHe MPOTHOOPCTBO IEPKaB, AKe BCe yacTilie HabyBae (GOpMU TIAHOMIPHUX 1H-
(hopMariiftHAX OTepariii mij MPUKPUTTIM MPUHIUITY cBOOOIH iH(OpMaITii.

TeopeTnuHi muTaHHS 3a0e3rnedeHHs iHQOpMAIliiHOT Oe3MeKH AOCTIKCHI HEJI0CTaTHbO.
BusHavyeHHsT HanpsMKiB MTPaBoBOTO 3a0e3reveHHs iHQopMaIliifHoT Oe3NeKH BUMarae CHCTEMHOTO
MiAXOMy 1 MPaBOBHX OLIHOK 3 ypaxyBaHHSIM aHali3y ocoOnuBocTed iH(opMaIiiiHuX BiXHOCHH,
OB SI3aHMX 13 3a0e3neueHHIM iHpopManiiHoi Oe3MekHy, BINIMBOM Ha HUX IPOLECiB rmobamizariii.
BararorpanHicTs iH(popMaliitHUX BITHOCHH 1 HEOOXIJHICTh iX BPETYIIOBaHHS BUMAraroTh po3poo-
KM KoAK()IKOBaHOTO 3aKOHOJABYOTO aKTa, & TAKOXK MPOEKTY OCHOB 3a0e3MedyeHHs 1HPopMaliiiHoi
6esnexu [1, c. 98].

VYkpaiHa akTHBHO Oepe ydacTh y mporeci (opMyBaHHS 1H(POPMAIIHHOTO CYCHiIbCTBA
HE TIJIbKU Ha HAI[IOHAJILHOMY PiBHI, & i Y paMKaX MI>KHApOJIHHUX MPOIIECIB, TOYATOK SKHM TOKJIaia
BcecBiTHS 3ycTpiu Ha BUIOMY PiBHI 3 MUTaHb iH(QopMaliitHoro cycminbcTBa B TpymHi 2003 p.
B JKenesi Ta B muctomazi 2005 p. B Tynici. OCHOBHIMH NPHHITUIIAMH ITOOYIOBH iH(OpMAaIliitHOTO
CYCIIBCTBA, SIKi € BU3HAYAJIbHUM BEKTOPOM Y IIill TisSUTBHOCTI, HEBUTIAIKOBO BU3HAYEHO 3MIITHEH-
HS JIOBipY 1 O€3MEKH MiJ] 4ac BUKOPUCTAHHS iH(opMaliitHO-TeNIeKOMyHIKalifHUX TEXHOJOTIH i
BEPXOBEHCTBO IpaBa. OCHOBHUMH HaIpIMaMM MIXKHapOJHOTO CHIBTOBAPUCTBA y C(epi pO3BUTKY
1H(hOpMaLiHOTO CyCNiJILCTBA 3AJIMIIAETHCS JOTpUMaHHA pilieHb OKiHABCHKOI XapTii I00aIbHOTO
iHpopMamiiiHoTO cycminbeTBa 2000 p. 3HakoBuMHE 3 i€l mo3umii € ciaoBa [Ipe3unenra Ykpainu
[Terpa Ilopomienka mijx yac 3axoay BUCOKOTO piBHA 1omno AisutbHocTi OOH i3 MiATpUMKH MHPY
y Heio-Mopky: «3apa3 oueBHaHO, mo CBiT He craB Gesmeunimmym y XXI cromirri. Mu Bee e
criocTepiraeMo BiliHU Ta arpecii» [2]. BaXJIMBOIO CKIIQJIOBOIO YAaCTHHOIO OE3MEKH B Cy4YaCHOMY
CBITI € iHpopmalliiiHa Oe3reka, sika BU3HAYAE aKTYalIbHICTh BIOCKOHAJICHHS MPABOBOTO PETYIIIO-
BaHHA Y cepi mpoTuaii HOBUM BHUKIIMKAM i 3arpo3aM HalioHanbHil Oesmeri [3, c. 53].
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ChoronHi M1 BiT4yBa€eMoO, 1110 HasIBHA B YKpaiHi 3ak0HOAaBYA 6a3a HEe TIOBHICTIO BiJoOpakae
notpebu 3abe3neueHHs iHpopmariitHoi Oe3neku. CucremHa pobora y cdepi nmpaBoBoro 3abdesme-
4eHHs iH(opMaIiitHOT Oe3rekn NoTpedye HayKOBOIO OOIPYHTYBaHHS MOAAIBIIOI pO3POOKH TaKuX
HOPMATHBHUX aKTIB, y SIKUX OW TIOBHOKO MipOI0 OyJIM BpaXxOBaHi Mi»XHAPOHI MPUHIIMITHA 1 HOPMH,
CHPSMOBaHI Ha 3MIITHEHHS MI>KHAPOIHOT iH(OpMaIiifHOT Oe3MeKH, Ta MAKCUMAIILHO BPaXOBYBaJIH-
csi O HallOHAJIBHI THTEpECH.

IMocranoBka 3aBaaHHs. MeTOIO CTATTi € y3araJbHEHHS MIXXHAPOIHOTO TOCBiTy IIPaBOBOTO
perymoBaHHA iH(popMaIliiiHoi O6e3neKku i 0OTpyHTYBaHHS KOHLENTYaIbHUX MOJIOKEHb II[OI0 CHC-
TEMH IPABOBOTO PETYIIOBaHH y cepi 3abe3neueHHs iH(opMaliiiiHo Oe3neku YKpaiHu.

Heo6xi1HO 3a3Ha4UTH, 10 Y [IbOMY HaNpsiMi 31l CHIOBAJINCS HAyKOB1 PO3BiKU TAKUX BUe-
HUX, sK: b.B. ABep’stHoB, A.l. ApictoBa, O.A. bapanos, K.I. bensikos, B.M. bpmxko, I1.B. JlixtieB-
cokuii, P.A. Kamoxuuii, B.K. Konmakos, b.A. Kopmuy, B.1. Kypuio, B.A. Jlinkan, A.l. Mapymax,
A M. Hosunpkwuii, H.P. Hwkauk, B.®. Onpumiko, B.I". [Mumumayk, M.S. Isens, B.A. lampait,
B.K. lIkapyna, B.C. Ilumbanrok Ta iH.

Jis IOCATHEHHS TIOCTaBJICHOT METH HaM MOTPIOHO CHCTEeMaTH3yBaTH MIXHApOJHI HOPMHU
MIPaBOBOTO PETYTIOBaHH iH(pOpMamiiHOi OE3MeKH Ta CIIBBiIHECTH X 13 MDKHAPOJHUMH CTaHIAP-
Tamu y il chepi.

Pe3ynbTaTn gocaifkeHHs. Temnu po3BUTKY CydacHUX iH(OPMAIIMHUX TEXHOJIOTIH 3Hau-
HO BHIIEPEDKAIOTh TEMIIH PO3POOKH PEKOMEHJIALIIIHOT Ta HOPMATUBHO-MIPaBOBOi 0a3u KepiBHUX
JOKYMEHTIB, 10 AiI0Th HA TEPUTOPii YKpainu. ToMy MUTaHHS ayIuTy <«IK OLIHUTH piBEeHb 1H(OP-
MamiiHoi 6e3nekm» 000B’I3KOBO TATHE 38 COOOI0 HACTYITHE: 32 IKUMH KPUTEPIsIMH POOUTH OLIIHKY
e(heKTUBHOCTI 3aXUCTy iH(popmaIii? BHACTIIOK IILOTO Ha JOAATOK IO BUMOT, PEKOMEHIAIIN 1 Ke-
PIBHUX JJOKYMEHTIB JIOBOJUTKLCS 3aCTOCOBYBATH METOINKH MikHaponHuXx cranaaptis (ICO 17799,
9001, 15408, crangapTiB bpuTaHCHKOTO IHCTUTYTY CTAHAAPTIB Ta iH.), @ TAKOK BUKOPHUCTOBYBAaTH
METOH KiTbKICHOTO aHaJIi3y PH3HKIB y CYKYITHOCTI 3 OI[iIHKaMH CKOHOMIYHOI €()eKTHBHOCTI i1HBEC-
TUIIIH B 3a0e3MeueHH] 0e3MeKH 1 3aXucTy iHpopmanii. ¥ 3apyOiKHUX HOPMAaTUBHUX JTOKYMEHTax
BCTAHOBJICHO HA0ip BUMOT JUIsl Pi3HUX TUIIB iH(OpMAaLiTHUX 3ac00iB 1 CHCTEM 3aJIe’KHO Bil yMOB
ix 3actocyBanHs. OcOOIMBOCTI PO3BUTKY BITUM3HSIHOI HOPMAaTUBHOI 0a3M y 1ii cepi monArarots
y TOMY, L0 BiJCYTHill KOMIUJIEKCHUH MiAXiA 10 MpobiaemMu 3axucTy iHpopmauii (po3misagatoTbes
TMEPEBAKHO MUTAHHS HECAHKI[IOHOBAHOTO JocTyIy 10 1H(1)0pMau11 Ta MUTAHHS 3a0e3MeUeHHs 3a-
XHCTY BiJl TOOIYHMX eJ'IeKTpOMaFHlTHI/IX BUIIPOMIHIOBaHb 1 HaBez[eHL) i, KpiM TOTO, PO3pOOICHI
HaIllOHAJIBHI CTaHJapTH Ta KepiBHI JOKYMEHTH He Opajiu 10 yBaru Ml)KHapo,Z[Hl craggaptu 1SO /
IEC. HuHi 1i HeIoJiky MoYail YCYBaTHUCs. 3 METOIO BIOCKOHAJICHHS BITYM3HSHOI HOPMATHBHOI
0a31 CHiJIBHO 3 IHIIMMH 3alliKaBIeHUMH MiHICTEPCTBAMH 1 BiIOMCTBaMH peaji3yloThcsl HOBI iHII-
aTHBHU B I[bOMY HarmpsMi.

I3 BUKOpUCTAaHHSAM MIXKHAPOAHOTO MMPABOBOTO PETyIIOBaHHs iHPOpMAIiiiHOT Oe3neKu OB’ s
3aHi Taki npobnemu, sk [4]:

— HeOOXIHICTh MpaIfoBaTH 3 iH(GOPMAILIi€I0 PI3HOTO THITY (CTPYKTYPOBAHOKO 1 HECTPYKTY-
POBaHOO 1H(POPMAITIETO);

— PI3HI MIAXOAM A0 JKeper i ¢popMmaTiB JaHuX (TeneOadeHHs, panio, APYKOBaHI BUIAHHS,
[aTepHer, 6a3u JaHUX Ta iH.);

— BEJIMKI 00CSTH JJaHUX;

— HEOoOXiJHICTh THYUYKO I ONEpaTHBHO HAJAIITOBYBATH CUCTEMY Ha Pi3HI 3aBHAaHHS BiAIO-
BiJIHO 710 MIHJIMBUX OOCTaBHH;

— HEeOOXiIHICTb CUHXPOHi3allii MOTyXHOCTell cucremu;

— HEOOXITHICTh €(peKTUBHO aHANI3yBaTH 0a3u JaHUX;

— HEOOX1THICTh MPOTHO3YBaHHS PO3BUTKY CHUTYAIIii;

— HEOoOX1THICTh MOHITOPUHTY BiAKpUTOTO iH(pOpMAaIiitHoro npoctopy (IaTepueT / 3MI);

— HEOoOX1THICTh 3aCTOCOBYBAaTH MAaKCUMAIILHO CTaHIAPTU30BaHI PIICHHS.

Pimenns nmepepaxoBaHux mpoOiieM BUMarae 3aCTOCYBaHHS CyYacHUX aHAJITUIHUX CHCTEM
JUISL SIKICHOTO 3a0€3MeYCHHS] BUKOPUCTAHHS MI>KHAPOIHOTO JOCBiLy IIPaBoBOTO 3a0e3MeyeHHs iH-
¢opmariiiinoi 6e3mnexu [5, c. 25]. Ha 11iif ocHOB1 BUIAETHCSI MOXKIIMBUM CTBOPEHHS 1 BUKOPHCTaHHS
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€IMHOTO MIXHAPOJIHOTO MPaBOBOTO MPOCTOPY, SIKUM, Ha HAIIy AYMKY, YMOXIUBUTH ¢(DEeKTHUBHE
BUKOPUCTAHHS MIXHAPOIHOTO JOCBiLYy HOPMAaTHBHO-IIPABOBOIO PETYIIOBAHHS INPOLECIB 3a0e3-
nedeHHs iHpopmauiiHoi Oe3neku B Hamiid kpaiHi. OCHOBHI NpPOLIECH CbOTOJHIIIHBOTO €Tamy
JICPKABHOTO OyniBHUNTBa YKpaiHu B cdepi iHGopMamiiiHOi Oe3leKn BUMArarmoTh Bif CTPYKTYD,
SIKi 320€31eUyIOTh IPUHHATTS OpraHaMu Iep>KaBHOI BIAIU 06rpyHTOBaHHx pilleHb, TOCTIHHOTO
BIOCKOHAJICHHS €(PEKTUBHOCTI pOOOTH Ha TAKUX HANPSIMKAX TiSUTBHOCTI, SIK:

— Oe3nepepBHUI MOHITOPHHT 1 3Ba)KE€HA aHANITHYHA OLIHKA TIOOAIBHIUX HANPSIMKIB 3Mill-
HEeHHs Oe3neKn YKpaiHuy;

— iHTerpoBaHe CUTYalliliHe MOJICTIOBaHHA MPpo0iIeM Oe3MeKH;

— pamxupyBaHHs BapiaHTiB (cioco0iB i 3ac00iB) pilieHHs MpobieM Oe3meKu.

[lepenivueni HapsAMKU AiSUIBHOCTI XapaKTepU3YIOThCA: KOJEKTHBHICTIO, 1HTENEKTyallbHi-
CTIO, IHTEPAKTUBHICTIO, YHIKAJIBbHICTIO.

[Iupoxuii cekTp mpobaeM 3ade3neueHHs iHhopMaIiifHOT 0e3MeKH 0COOUCTOCTI, CYCIiTb-
CTBa 1 JIep)KaBH, PO3BUTKY KYJIBTYpH KiOepOesmekH, 3a0e3neueHHs] HeOTOPKAHHOCTI MPUBATHO-
IO JKUTTS 1 3aXHCTy TpaB Ha JOCTYI 10 iHpopMaIllii, 3aXucTy iHPOpPMAIiHHIX CHCTEM, PECYpCiB
1 Mepex, pPO3MMpPEHHs 3aCTOCYBaHHS 1H(OOPMAIIHUX TEXHOJOTIH y epKaBHOMY YIpaBIiHHI
1 IMiJ 9ac HaJlaHHS JAEPXKaBHUX ITOCIYT, a TAKOX 1HIII MpobieMu iHpopMamiiHoi Oe3neKku moTpe-
OyIOTh CHCTEMHOT'O IPaBOBOTO PETYIIIOBAHHSA HA OCHOBI PETEIBHOIO aHaNi3y MDKHApOJHUX Ipa-
BOBHX HOPM, 3apyOi’KHOTO 3aKOHOJaBCTBA, YNHHOTO 3aKOHOAABCTBA YKPAiHU 1 MPaBO3aCcTOCOBUOL
npakTUKH. [IpaBoBi MiAX0mu A0 BU3HAYCHHS iH(OPMAIIIHOTO CYCHUIECTBA MTOKH OOMEKYBAIUCS
nepepaxyBaHHIM HOTO O3HAK 1 3aBmaHb. OIHAK HUHI 3MIHH B Iii cepi BinOyBatOThCS CTPIMKO i
BAMAraroTh HEOCIa0HOI, IOCTIHHOI yBaru 10 3a3HAYCHUX BUIIE IIHTAaHb, BU3HAYCHHS HOBUX IIpi-
OPHUTETIB Ta 3aBJaHb 1 € Karali3aTopoM JUIs MPOJOBKEHHS JOCHTIDKEHb Y il Tamy3i. Y mporie-
Ci cTaHOBIIEHHS iH(QOpPMAIIITHOTO CyCIibCTBa B YMOBax miioOai3aiii, HOBHX BHKJIHKIB 1 3arpo3
MOPYIIECHHS CTajoro (yHKIIOHYBaHHS iH(pOpMAIliiHoi iHppacTpyKTypH NOTPeOyIOTh YTOYHEHHS
HaIlpsIMU PO3BUTKY HalliOHAIBHOTO 3aKOHOJIABCTRA, BiI0OYBAIOTHCSI 3MiHM 1 HA MIXKHAPOHIH apeHi,
10 BUMAararoTh aJeKBaTHOTO IPaBOBOTO PETYNOBaHHsA. Lle oueBUIHO Ha MPUKIAAl PO3BUTKY IH-
TEPHETY | BAKOPUCTAHHS HOTO B MPOTUIIPABHUX LIISX.

AHauni3 MKHapOAHUX aKTiB MOKasye, o noyuHarouu 3 2000 p. npuilHATI Taki HalBaXxJIu-
Bim akTH, sk OKiHaBChKa XapTis MI00aTbHOTO 1H(GOPMALIHHOTO CYCHUILCTBA, MiJICYMKOBI JOKY-
MeHTH BcecBiTHBOT 3yCcTpivi Ha BHIOMY PIiBHI 3 MATaHb iHQOPMAIIIHOTO CYCHiIBCTBA B TPYIHI
2003 p. B XKeneni Ta B nmuctronani 2005 p. B TyHici, cipsMoBaHi Ha MPUCKOPEHHS (OpPMYyBaHHS
MOCTIHAYCTPiaJbHUX TEHACHIIIH B €KOHOMIUHIH, COIIaIbHO-TIOTITHYHIH 1 TyXOBHIN cepax KUTTS
cycmiyscTBa. Jlekmapanis IpUHOUIIIB 13 TUTaHb 1H(OPMAIiITHOTO CycHiabCcTBa, MpuiHATa B XKe-
HeBi B 2003 p., nporonocuina moOyaoBy iHPOPMAIIHHOTO CYCIiNbCTBA IMIOOATBHUM 3aBIaHHIM
y HOBOMY TUCSIYOMITTI 1 BU3HAUWIIA IPUHIIMII 3a0€3MeUeHHs] i IBUILCHHS JOBIpU 1 Oe3MeKu Mmif uac
BHUKOPHUCTaHHA 1H(OPMaLIHHUX TEXHOJIOTIH OMTHUM 13 KJIIOYOBUX [6, c. 125].

s moOynoByU 1H(GOPMAIIITHOTO CYCIIIBCTBA BAXKJIMBE 3HAYCHHS MAlOTh PO3BUTOK iH(pa-
CTPYKTYpPH, CTBOPEHHS JIOACHKOTO IIOTEHIaNy, iHdopMamiiiHa Oe3neka y TOTpUMaHHI MPUHIIAITY
BEPXOBEHCTBA IPaBa, MPOTH IS HOBUM BHKJIMKaM i 3arpo3am. [IpocyBaHHs iHimiaTHB y cdepi Mixk-
HaponHoi iHpopMaliiftHOT Oe3Mekn Mae IO3UTUBHUH XapakTep i B pamkax MixHaponHoro LieHTpy
HayKoBOi Ta TexHiuHOi iHpopmanii (mani — MLIHTI). IIpo me cBigunTs 3asBa I1aB aepkaB-diie-
HiB MIUHTI mono npoekTiB HamioHAILHUX 1 MDDKHAPOJHUX 1HIIIATUB Y c(epi PO3BUTKY CUCTEMHU
HayKOBOI Ta TexHiIuHOi iH(popMarllii, a Takoxk Oe3MeKH Ta 3aXUcTy i€l iHpopmarii Bix 19 BepecHs
2018 p. B micti MiHcbk (Pecny6mika binopyck) mig yac npoBeaeHHs: 69-ro 3acinanHs Komitery
npeacTaBHUKIB. [IpobiemMu MpaBOBOTO PEryarOBaHHS B Lill Taly3i BUKIMKAIOTH 3aKJIONOTAHICTh
y BCIX JIepKaB-y4aCHUKIB bOT0 LIeHTpy y 3B’s13Ky 3 I100ai3alliero BUKIHKIB 1 3arpo3. [TutanHs
BCTaHOBJICHHS BIAMOBIJAILHOCTI 3@ 3MICT IHTEPHET-CAWTIB Ta IHTEpPHAILIOHATI3AIlIT YIIpaBIiHHS
[HTEepHETOM TaKOXK MArOTh MXKHAPOJHHUIN XapaKTep, HOTPeOyIOTh JOJaTKOBOTO BUBUCHHS IS BU-
poOJIeHHS B3aEMOY3TOJIKEHUX MIPOTIO3HIIH 1 iX pearnizaltii. Ha ocHOBI BUBYEHHS Mi>KHApOTHO-TIpa-
BOBHX aKTiB, III0 CTOCYIOTHCSI IIPOTHAIl HOBMM BHKJIMKAaM i 3arpo3aMm B iH(opmamniitHii cdepi,
a TakoX BIUIMBY IIoOasi3alii Ha BU3HAYCHHS HALlIOHANBHOI cTpaTerii po3BUTKY iH(opMaIliiiHoro
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CYCHiIbCTBA, OOIPYHTOBYETHCS BUCHOBOK PO HEOOXiTHICTh MOAAIIBINOT IMIUIEMEHTAIII] MOJI0KEHb
MDKXHApOAHUX MPABOBUX aKTiB, 110 CTOCYIOThCA, 30KpeMa, 3a0e3MeueHHs JOCTyy 10 IMyOniyHoi
i cynoBoi iH(popMariii, 00poTEON 3 KOPYIILIE0, TEPOPU3MOM 1 EKCTPEMI3MOM, KiOEp3JIOYHHHICTIO
1 TapMOHi3aIlii 3aKOHOZABCTBA JICPIKAB.

BonmHouac cnmin BiA3HAYMTH TO3MTUBHUEN JOCBIA MIKHApOJHOI CIIBIpAaIli Ha MPHUKIAII
npoBeneHHss Popymy iHpopmariiinoi 6e3neku «Age of Security Forumy, npucBsiueHOro MikHa-
poIHHMM acriektaM iHpopMariifHoi O6e3mneku, B Pe3omolii skoro BU3HaYeHa pojib 3a0e3MCUeHHS
iH(pOpManiiHOT OE3MEeKH SK KITIOYOBOTO eIEMEHTA HalliOHAJIBHOI O€31IeKH y CTAaHOBJICHHI II00aITh-
Horo iH(opMariitHOTO CycHinbCcTBa. TpaHCHAIOHATIBHICTH 3arpo3 1 piBeHb MKOAX Yy iX pearnizamii
3MYIIYIOTh CTaBUTH MpoOieMy 3abe3nedeHHs iHpopManiiHoi 0e3neKku sK rodaibHy, 10 BUMa-
rae 3yCuib BCHOTO CBITOBOIO cCIiBTOBapHcTBa. 3a AaHuMu oprasizamii «Ukrainian Information
Security Center», Onu3pko 100 mepkaB HUHI MArOTh OKpPEMi 3aKOHH IIPO MPaBO Ha iH(opMarito
B CKJIaJIi HaIliOHAJIHHOTO 3aKOHOJABCTBA.

JocnimkeHHs 3apy0iKHOTO 3aKOHOIABCTBA TIOKA3YE, 10 0COOIMBO BaXKJIMBUM € OOJIK y Ha-
[IOHAJTLHOMY 3aKOHO/ABCTBI MPHUHITUIIIB, 3aKPIMJICHAX Y MDKHAPOJHHUX MPAaBOBUX aKTaxX (TaKUX
sk Peszomioriist 2450 (XXIII) Big 12 rpymas 1968 p. I'enmepansroi Acambnei OOH): mpunImmy
cBoOoM 0OMiHy iH(OpMAaIli€r0, TPUHIIUIIB 1 TPOLeNyp iHPOPMYBaHHS IPOMAICHKOCTI PO TisUTh-
HICTb JIEPKaBHUX CTPYKTYp, a TAKOXK IPHHIUITY KOHTPOJIIO AEPXKaB HaJ| KOMyHIKaLliHOIO TisUTb-
HICTIO, 301MCHIOBAHOIO MiJl X IOPUCAUKIIEI, perIaMeHTallil MOPAAKY JisSUIbHOCTI Ta 31iHCHEHHS
KOHTPOJIIO 32 KOMYHIKal[isIMH, BKIJIIOYalOUH KOMIUIEKCHY PO3pOOKYy JIep>KaBHOI MOJITHKH B I
cdepi. 3a ocranni 20 poKiB 3aKOHH IPO JOCTYII TPOMAISH A0 iH(popManii npuitHsarti y ®panii,
I'penii, Janii, lomnannii, benwrii, [Topryranii, Icnanii, irsuamaii Ta [Tamii. J{is 3apyoixHux Kpa-
H 13 PI3HUMH MTPABOBUMH TPATHUINISIMHA XapaKTepHUH MiAXia 10 mpobiieMu iHpopmaniiHoi Oe3e-
KH 3 ypaxyBaHHSIM TaKUX 3arajbHUX MOHSTh, SK «aBTCHTHYHICTEY, «IOCTYITHICTBY, «IITICHICThY,
«KOH(]imeHIIHICTEY [7, . 69].

VY pani kpain €sponu (Hinepnawgax, Icmanii, Ilopryramii, Ascrpii, Yropmuni, Ecro-
Hii, benbrii Ta PymyHii) mpaBo rpomazsH Ha foctyn no odimiitHol iHdopMarlii 3akpinaeHo KoH-
crutyuiiino. Y ®panuii, I'peuii Ta Itanii ne mpaBo 3akpimieHO 3aKOHOJABYO. YIOCKOHAICHHS
3aKOHOJABCTBA B Ha3BaHii cdepi akTuBHO iae y Benukiit bpurawnii, Himeuuusi, Ectonii, Monmosi,
[oxpmii Ta psai iHMAX Kpaid. [1omoeHHs mpo HeJOTOPKAHHICT IPHBATHOTO JKUTTS, PO 3aXUCT
MEPCOHANBHAUX JAaHUX MICTATHCS B pi3HHx 3aKOHOIABYMX aKTaX, OCOOIMBO B 3aKOHAX, IO per-
JAMEHTYIOTH BEJCHHS MEINYHUX 3aITUCIB, 36ep1raHH;1 iHpOopMamii mpo CTHOKUBYI KPEITUTH Ta iH.
Huni B Gararbox neprkaBax po3po6nmon,c;1 1 pearizyroThCsl KOHIICTII1 «ENEKTPOHHOTO YPALY»,
IO IPYHTYIOTHCA Ha CTBOPEHHI JIePHKABHHX iH(popMaIifHUX pecypciB i Ha JOCTyMi A0 iHpopMaItii
PO TisUTBHICTB AepXKaBHUX opraHiB Biagu. Jlinepamu cepen Takux kpain € CLUA, Cinramyp, As-
ctpanis, Hoea 3enanpis. [IpaBoBe perymoBanHs iHdopMaliifHOT Oe3neku € HaiOuIbl eQeKTruB-
HUM, KoJid ¢c(hopMOBaHi MPaBOBi OCHOBH 1H(OPMALIIITHOTO CYCHIbCTBA, a iHpopMaliiiiHa Oe3neka
B CIUTy TIOOAIEHOTO XapaKTepy Mepek 3B’ 3Ky Moxe OyTu 3a0e3medeHa JIHIIe 3a YMOBU MiKHa-
poxHOi B3aeMomii. YIOCKOHAJICHHSI MEXaHI3MIB IIPABOBOTO PETYITIOBAHHS CyCIUIEHUX BiIHOCHH,
10 BUHMKAIOTE y cdepi 3ade3neueHHs iHGopMaIiifHoi Oe3MeK, MOBUHHO CTAaTH OJHHUM 13 TIpio-
PUTETHUX HAINpPSMIB JIepXKaBHOI MONITUKK Y LIl cdepi. Po3BUTOK 3aKOoHOAABCTBA B Tamy3i 3a0e3-
neyeHHs iHpopManiiHoi Oe3nekn YKpaiHu Mae 6a3yBaTHCs HAa JOTPHMAHHI HE TUIBKH 3arajbHUX
MIPUHIUTIB (3aKOHHOCTI, CIIPaBEIJIMBOCTI, IOPUINYHOT PIBHOCTI TPOMAJIsSH, T'yMaHi3My, JeMOKpa-
TU3MY, €AHOCTI TIpaB 1 000B’sI3KiB), MKIalTy3eBUX (HEBIABOPOTHOCTI BiIIOBIAAIBHOCTI), aie i Ta-
KHUX MPHUHLHMIIIB IPaBOBOro 3abe3nedeHHs iHGpopMamiiiHoi O6e3neku, K €IHICTh iH(OopMaLiifHOTo
MPOCTOPY, TOTPUMAaHHS OaJlaHCy IHTEPECiB OCOOMCTOCTI, CYCIIJILCTBA 1 JIEPKABH Ta X B3aEMHOL
BiJIMOBIIAIBHOCTI, IHTErpallii B paMKax CHCTEeMH MI>KHApOIHOT iHpopmaniiHoi 6e3mneku [8, c. 21].

OTxe, mpaBoBe 3a0e3MeUYeHHs 1HpOpMaliiHOT Oe3MeKH — IIe HEeBi €MHA 1 HalBaXKITUBI-
a CKJIaJ0Ba YaCTHHA 3a0e3MeUYeHHs] CUCTEMH HalllOHANIBLHOI Oe3IeKu; nmpodiieMa CTBOPEHHS a0
BJIOCKOHAJICHHS Cy4YacHOT cHuCTeMH iH(OopMaIliifHoi O0e3MeKH Ha HalllOHAIEHOMY PiBHI — IIe HacaM-
mepesn mpeporaTruBa AepKaBy Ta ii iHCTUTYTIB. | TOMy Ha HaIliOHAJIFHOMY Ta MI>KHApOAHOMY pPiB-
HSX Y IIbOMY CKJIQJHOMY, JIOBTOTPHBAJIOMY, JIy’KE BUTPATHOMY 1 JIETIKATHOMY TPOIIECi, SKHUM €
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3a0e3neueHHs iH(opManiitHOi Oe3meky, MOBUHHI OpaTH y4acTh BiINOBiIHI OpraHM BHKOHABYOI
BJIaJIM Ta MPOBiJHI HAYKOB1 IHCTUTYTH.

BucnoBku. [IpoBigHi qepkaBU B Cy9acHHX MIKHAPOIHUX BITHOCHHAX BHKOPHUCTOBYIOTH
1H(pOpMAIIIO SK CTPATETIYHUN pecypc Ul peatizaiii CBOiX reonoJiTHYHUX 3aBaaHb. ToMy iHpop-
MalliiiHa Oe3reka ChOTO/IHiI € OTHUM 13 TPIOPUTETHHUX HAMPSAMIB 30BHIIIHBOT HOMITHKH. MOTYTHICTB
KpaiHH Ha 30BHIMTHLOIIONITHYHIN apeHi BU3HAYAETHCS 11 MOYKIIMBOCTSIMH BIUTUBATH Ha MI>KHAPOJTHE
iH(popMalliiiHe ToIe, a 0TXKe, 1 Ha iH(opMaIliiiHe cepeoBHUIIe IHIIHX JIEPIKaB.

TakuM 9HMHOM, JUTS YCHIITHOTO PO3BUTKY HAamIol fepxaBu B XXI cT. Oymo 6 TOLiNbHO:

1. YnockoHanutu cucteMy iH(popMmaniitHOi Oe3meKH.

2. CdopmyBaru 1 peani3oByBaTH KOHIEIIiIO0 3a0e3nedeHHsa iH(popMamliiHOI Oe3mneKw,
3aCHOBaHY Ha TEXHOJOT] iH(popMaIiiiHOTrO yIpaBIiHHS.

3. [ToGyayBaTu rapMoHiliHe iH(pOpMaIliiiHe CYCIiIBCTBO, 3aCHOBAHE Ha CaMOPETYJISAIIT.

4. BrurBaTy Ha MiXKHaponHe iH(popMalliifiHe cepeoBHIIE, POCYBAIOUH 1 JIOOIIOOYH 1HTe-
pecu YKpaiHu B CBITI.

5. YmockoHatoBaTH Ta pealli3oByBaTy MPOEKTH iHPOPMAIiHHO-TEXHIYHOTO U iH(pOpMaIiii-
HO-TICHXOJIOTIYHOTO 3a0e3MeueHHs Oe3MeKH KpaiHy, BUXO/SUH 3 IIPIOPUTETIB, LiIeH 1 3aBIaHb.
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