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KIBEPBAHJAJII3M: OKPEMI CIIOCOBY BUNHEHHA

Crarts npucBsiueHa aHajii3y OZHOTO 3 BUIIB KibepBanmamizmy — DoS-/DDoS-a-
tami (Distributed Denial of Service), okpeMHM OCOOIHBOCTSM PO3CIiTyBaHHS 3a-
3Ha4YeHOI KaTeropii cripaBu. Po3misHyTO npo0iieMy KibepBaHali3My Yepe3 CTaTH9Hi
JIaH1 Ta HaJIaHO HOTO XapaKTEePHUCTUKY. 3alIPOTIOHOBAHO MEPENiK MporecyalbHUX il
JUTS PO3CITiTyBaHHS KiOepBaH/IaIi3My.

Knrwuoei cnosa: xibepsanoanizm, DoS-/DDoS-amaku, kpuminanvhe nposadicet-
H5l, 00CY008€ PO3CHIOYBAHHS.

Crarbs MOCBsIIIeHa aHATTU3Y OJTHOTO U3 BUAOB KubepBanaain3ma — DoS-/DDoS-a-
take (Distributed Denial of Service) u OTIeNbHBIM OCOOSHHOCTSIM pacciieIOBaHUS
yKa3aHHOHW Kateropuu nen. PaccMorpena mpobiiema kubepBaHIaIU3Ma ¢ IIOMOIIBEO
CTaTHYECKUX NAHHBIX M IPEIOCTaBICHA ero Xapakrepuctuka. [IpeanoxkeH nepeucHb
MpoIIeCcCYaTbHBIX AEHCTBHH LIS paccieNoBaHus KHOepBaHAIA3MA.

Knrwueswte cnosa: xubepsanoanuzm, DoS-/DDoS-amaku, yeonosnoe npousgoo-
€cmeo, 00CyOebHOe paccied08anue.

The article is devoted to the analysis of one of the types of cyber vandalism of the
DoS-/DDoS-attack (Distributed Denial of Service) and the specific features of the
investigation of this category's cases. The problem of cyber vandalism is considered
through static data and its characteristic is given. The list of procedural actions for
investigation of cyber vandalism is offered.

Key words: cyber vandalism, DoS-/DDoS-attacks, criminal proceedings, pre-trial
investigation.
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Beryn. B ymoBax nugpoBoi emnoxu BanfalizM HaOyBae iH(opMaliiiHO-KiOEpHETHYHOTO
3MICTy Ta 3HaXOOUTh CBOE BHUpPaXEHHS Ha TepeHax [HTepHeT-nipocTopy. Tpanuiiinuil BaHganizm
y 3B’S13Ky 3 aKTHBHUM YIPOBAKCHHIM 1HPOPMAIHHIX TEXHOIOTIH TPaHC(HOPMYBABCS B TaKUM
HOBH MIJBUI, SIK KiOepBaHIATi3M.

Oxpemi acrniekTH BaHAali3My nociimkyBanucs B npamsx J[. Cadonora, JI. dininmosoi,
E. Xapinoi, B. lllypyxHoBa, E. beiitc, b. Be60a, I1. Bikctpema, A. lompamreitna, M. ®ercona,
. Kanrepa, C. Koena i in. OnHak cTOCOBHO KiOepBaHAAI3MY SIK OKPEMOTO MiABHAY BaHAATI3MY,
BiZICyTHI TPYHTOBHI KPHMIiHANICTHYHI JOCTikeHHA. IIpoTe GopoThba 3 HOro HaciigKaMH JIMIIE
MMOYMHAE 3A1MCHIOBATHCA HA JIEP>KaBHOMY PiBHi.

IMocTanoBKa 3aBaaHHs. Y Mexax L€l cTaTTi po3nisiHeEMO came MepexxeBy DoS-/DDoS-a-
taky (Distributed Denial of Service), sixa 30iiCHIOETbCS Yepe3 BiJiajJeHUH JOCTYII i3 BUKOPHUC-
TaHHSM MPOTOKOIIIB MiXKMEPEKEBOT B3aeMOIii IIUITXOM Bima3epkaneHus (komu [P-agpeca mxepena
PO3MOBCIOMKEHHS MiAMIHAEThCS Ha [P-ampecy moTepminoro) i moCHACHHS MIKIITUBOTO Tpadiky,
0 CIPSIMOBYETHCS Ha Taki cepBepH, sk DNS-cepBep i NTP-cepBep, a Takok BU3HAYHMMO OCHOBHI
HaIpsIMA PO3CIIiTyBaHHS [[FOTO 3JI0YHHY.

PesyabraTn nocaimkenns. Kidepsannaizm — 1ie BUJI ippallioHaIbHOT JeCTPYKTUBHOI IIPO-
THUIPaABHOI MOBEAIHKN B Mepexi [HTepHET, 3a sIKoi mpeaAMeTy mocaraHHs 3aBaaeThes mkona. Cepen
BUJIiB KiObepBaH1ani3My MOXKHA BUIUIUTH TaKi: TPOSHCHKA IPOrpamMa, IIKiUINBI Ta MIMiOHCHKI TPOo-
rpamu; DoS-/DDoS-araku (Distributed Denial of Service): araku Ha [P-agpecu; drive-by (momyT-
He) 3aBaHTakeHHS; QimuHT (0T aHI. «fishingy» — «10Bns pubMY), IKMH € BUAOM COLIaIbHOI 1HXKe-
HEpil 3 METOI0 «BUYIKYBaHHS» Y KOPHCTYBauiB IHTEpHETY 1X KOHOIACHIIHHUX naHuX [5, c. 47],
pexiamHi cuctemu (adware), 6otHeTH (00T-ceTH). TUM He MeHIIe, el Mepesik He € BUISpITHIM
3 OISy Ha MOCTIHHY MOJIEpHi3aliio iHGOopMaIlifHIX TEXHOJIOTIH.

KiGepBanmamnizMm € HalO1IbII MOMIUPEHOIO POPMOIO KiOEPKOH(QITIKTY, IO OTPUMYE CYCIIiITb-
HHUH pe3oHaHc. 3a3BHYaif BiH MICTUTH 3MiHM UM 3HHUIICHHS 3MICTy BeO-cailTy, BIIKIIIOUCHHS UM
Hepe3aBaHTaXKCHHS CEPBEPY, AK 1€, HAIPUKJIIaJ, BiAOyI0Cs, KOIU 3aKPUIH BiTOMHUH YKpaiHCHKHUN
(haitiooOMIHHUK, «BIANU» ypSAAOBI caiiTu, 30kpeMa i MBC. OnHak, He3Baxarouu Ha CBill MIKij-
JUBHUH XapakTep, HACIiJIKA TaKuX 1IHIUAEHTIB 0OMEXeHi B Yaci Ta BiIHOCHO He3HayHi [2, c. 51].

Ha nymxy M. Kasetni, kibepBaHAanizM MICTUTh 3MIHM UM 3HHUILEHHS 3MICTY, HAIPUKIAL,
Be0-CalTy, BIIKITIOUCHHS UM NIepEBAaHTAKCHHS cepBepa; e HalO1IbII MmomupeHa gopma KibepKoH-
(ITIKTY, TII0 OTPUMYE 3HAUHUI CYCITITbHUN PE30HAHC, aJie HACIIIKU € He3HAaYHUMH [4, ¢. 27].

3 omsiy Ha BUKIIAJCHE, ippalioHaNbHICTh (Bif J1aT. irrationalis — HEpO3yMHICTb, HEJIOT14-
HICTB) TIOBEJIIHKH 0COOM 3JIOUYHMHIIA Ma€e 00’ €KTUBHE BUPAXKEHHsI, TOOTO JIJISl CYCIIBCTBA JiT BaH-
nana € 6esrmy3aumu. [Ipore cy®’€KTUBHUN 3MICT, TOOTO CTaBJICHHS 3JOYMHIIS-BaHIaa 10 BYM-
HIOBAaHOTO HHUM JisTHHS, MOXK€ MaTH pi3Hi MoTuBH. KpiM Toro, mMae Mmicue HECBIIOMHUH MOTST
JI0 arpecii, 110 CTPUMY€ETbCS BUXOBAaHHAM 1 TpaHC(HOPMY€ETbCA B OUTBII-MEHII IPUHHATHI popmu
(3a 3. Opeiigom — cybOmimais). [Ipu nbomMy miAIPyHTSIM BaHIATI3MY € IICUXOJOTIYHUI MeXaHi3M
3aMIIIeHHS arpecii, 3a SKOro arpecis CIpSIMOBYEThCS HE MPOTH [DKEpesia CTpecy, a Ha 1HIIHHA
00’€KT, BIUTMBAIOYM Ha SKWA 0co0a BHMIIIAE CBii THiB. TakoX y SKOCTI O3HAaK, IO BJIACTHBI
KiOepBaHQTI3MY SK ITIIBUIY BaHAANI3MY, MOXKHA HABECTH Oa)KaHHS CAMOCTBEPIUTHUCS IIITXOM
MPUHIDKEHHS B PI3HUX (OopMax TOTO, IO Ma€ IIHHICTh JJIS 1HIIUX, OCOOJHMBO 3HEBAXJINBHM
croco0oM, HE3IaTHICTh J0 caMopealisallii, 1o mpu3Beia 0 aKTUBHOTO IIUHIYHOTO MPOTECTY
IpOTH CycHinbeTBa [7, . 324].

Haiibinpm po3noBclomKeHo0 € kiacudikaiis KiOep3IoYMHIB Ha arpecuBHI Ta Hearpe-
cuBHi. Jlo mepuoi Tpynu HaNEeXUTh KibepTepopusM, morpos3a (isuuHoi po3npaBu (HapUKIA,
nepeaHa yepes eJIeKTPOHHY IMOIITY), KideprepeciiayBaHHs, KiOepCcTaakiHr (IPOTUIIPaBHE CEKCY-
abHE TOMaraHHs Ta IepeciliTyBaHHs iHIIo1 ocodu yepe3 InTepHeT), AuTsua mopHorpadis (CTBo-
peHHsI TopHOTpadiYHUX MaTepialliB, BATOTOBJICHUX 13 300pasKeHHSIM JiTEH, PO3ITOBCIOKEHHS ITHX
MaTepialiiB, OTpUMaHHs JOCTYITy J0 HUX ). J[pyra rpymna Bkitodae KibepKkpamiKKy, KibepBaHIaIi3Mm,
KibepmaxpaiicTBO, KiOEpIIIMUTYHCTBO, PO3MOBCIOKEHHS CIIaMy Ta BIpyCHHUX Iporpam [6, ¢. 215].
Takuit Buj 3m09rHHOCT] HaOyBae Bce OUIBIIOT MOMyIIPHOCTI Yepe3 cBoro crenudiky. Li 3mounan
€ JOCTYITHUMH, X MO)KHa BUMHATH Ha BEJIMKIW BiJICTaHi BiJf 00’€KTa, a HAUTOJOBHILINM € Te, 110
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IiJ] 4ac MPOBEACHHS CII1MUKX (PO3UIYKOBUX) JIild OBOJIi BaXKKO BUSBUTH Ta BUIYYHUTH iH(OpMAIIitO,
SIKy MOJKHA PO3IIIHIOBATH B SIKOCTI Jjoka3y [9].

3a pesynbTaraMu aHaiizy craTucTuku DDoS-arak i3 BUKOPUCTaHHAM OOTHETIB y MEPILIOMY
kBaptani 2015 poxky, skuii mpoBoaue Kaspersky Lab, Ykpaina onuuuiacs cepen tom-15 kpaiH,
B SIKHMX CIIOCTEPIra€Thcs HalOUIbIIa KinbKicTh DDoS-arak [11]. Skmo y 2001 pomi 0yiio Bchoro
maire 2 arakd, To 'y 2016 — 138. Ilik npunas Ha 2012 pik, ToAl HamaaiB i3 OOKy XakepiB Oyio
nmonay 180, ToOTO KOXKHI JIBa JHI HEBIIOMI aTakyBalld OMWH caiiT. Bymo 3mamano 62 mepkaBHi
caiitu Ta mpoBeaeHo 7 DDoS-arak Ha caiiTu 3 JToMeHHHUM iM’siM gov.ua. Lle Ginbie, HiX 3a aHaIo-
riuauii nepiox 2016 poky. 3aranom arak 3a3Hanu 500 caifris. Skio mopiBHIoBatH 3 2016 pokom,
TO (pikcyeTbes 3poctanus Ha 12,6%. Toxi Oyno atakoBano 444 caiitu [12]. Lleit nigsua kibepBaH-
Jali3My TOJISIra€ B MPOTUIIPABHIM TisIIBHOCTI OOT-MEpexi, SKa CKIaaeTbes 31 3HAYHOI KUIBKOCTI
KOMIIT FOTEpHHUX IPHUCTPOIB, CIPSIMOBAHOI HAa BHBEACHHS KOHKPETHO BH3HAYEHOI KOMIT IOTEPHOL
CHCTEMH 3 JIay, YHACTIIOK YOTO CHCTeMa HEKOPEKTHO IPAIOE, a MPaBOMipHI KOPUCTYBadi 1Mo3-
OaBISAIOTHCSI MOXIIMBOCTI ToCcTyIy o Hei. Taki Ail He moTpeOyoTh IPYHTOBHUX O0UHCITIOBAILHIX
3HaHb BiJl 0COOM 3JI0YMHIIA Ta € JJOCTATHLO IPOIHCTPYKTOBaHUMH (OTIMCAHUMHU) Y Mepexi [HTepHeT
Ha BiAmoBinHUX hopymax. IIpH 11poMy MacoBi aTaky MOXHa 31I1HICHIOBaTH i 0€3 BUKOPHUCTAHHS Be-
JIUKHUX PECypciB IMIISIXOM I'eHepallii 3HauHOi KiMbKOCTI BiAMIOBieH, 1110 B 6araTo pasiB MEpEBHILYE
KIJIBKICTB 3anmuTiB. Ha miaTBepmkeHHS 3a3HaueHOi Te3u HaBeaeMo Takuil npukinan. Ocoba, BUpi-
IIUBIIN 3aiHATHCS 3iHcHeHHsM DDoS-artak, 3aBaHTakuijia Ta CKOIIIOBaJa Ha MKOPCTKUU JTUCK
CBOTO KOMIT I0Tepa 31 BCECBITHBOI Mepexi [HTepHeT nporpaMHue 3a0e3neueHHs], HeoOXiaHe AT op-
ranizanii Ta nposeneHas DDoS-atak Ha BuOpani HUM cepBepH, [P-agpecu Ta pecypcu mix Has-
Boro «Black Energy». [IpoBiBImIi TecTyBaHHS 3a3HAYEHOTO IIPOTPAMHOTO MPOMYKTY, 3IOYHHEIb,
CHUIKYIOUHCh Y Mepexi [HTepHeT Ha cropiHkax (opymy «xakerok.org», OTpUMaB JOAaTKOBHI
cremanbHui «daiin nuHamivHoi 6ibmioTeku» «*.dlly», micns yoro mporpamuwmii mponykt «Black
Energy» OyB moBHicTIO mpumaTHuii uist 3aikicHeHHss DDos-arak. KpiM mporo, ocoba po3MicTu-
Jla 3a3HaueHy MporpaMmy Ha cepBepax «www.psugalaxy.com» Ta «www.cxim.inattack.ru/www2/
WWW»; JUI JJOCTYIy 10 Hei CIIOYaTKy BHKOPUCTOBYBaBcs ftp-mocTym, a B momanbmiomy — (hain
3amycky nporpamu y Burisigi EXE-daitny. Ha upomy 3a3HaueHna oco0a He 3ynuHUIAcs i oTpumana
Ha crienianizoBanoMy (opymi Tak 3BaHui «Botnet» ((aiin ynpaBniHHSI KOMIT FOTEpaMH, 3apaXKCHU-
MH BipycaMmH), SKHI HaJaBaB MOXJIHBICTh 0HOYAcHO 3 1000 KoMIT 10TepiB 3MIHCHUTH 3BEpHEHHS
Ha TOW 4M iHIIHWHA cepBep, IP-anpecy un pecypce y Mepexi [HTepHET 1 TaKMM YHHOM Hapaii3yBaTH
roro poboty [1].

3a pe3yasraTaMy y3araJbHEHHs MaTepiaiiB KpUMiHAJIBHUX IIPOBAHKEHb YCTAHOBJIEHO, III0
JUIst 0OCTAaHOBKHM BUMHEHHS KiOepBaHAATI3MY € XapaKTepHUMH TaKi PUCH:

— OE3KOHTPOJIBHICT, Oe3nan, Oe3KapHiCTh; HAYKOBHM MiAIPYHTSM 3a3HAUYEHOTO CIYTYE
«Teopist po30UTHX BiKOH», aBTOpaMHu sikoi € [Ixeitmc Bincon i [xxopmk Kemminr,

— BIJICYTHICTh HAJIEXXHOTO KOHTPOJIIO i OXOPOHHM MPEeaMETa 3II0YUHHOTO MOCATaHHS; 3a3Ha-
YeHy Te3y MiATBEpKy€e HayKoBa KOHIICIIIIS «routine activity theory», po3poOHukamu sikoi € Map-
kyc ®encon i Jlopenc Koen;

— Yac yYMHEHHS KiOepBaHaIi3My OOMPAEThCA TAKUM YHHOM, IO caMi Oe3MoCcepeHi mpo-
THTIPABHI i € HEAOCTYITHUMH JJIsl 30BHIITHHOTO CITOCTEPEIKEHHSI, ajie HACTIIKH [TUX Jii MaroTh
OyTH BiIKPUTHMH JJIsl CTIOTVISIIAHHS IIIMPOKOTO 3araily; MiJTBEPAKEHHSIM IIBOTO € MPHHIIUT «EKO-
HOMIKH TPOMAJICBKO1 yBarm», sk ioro Ha3BaB bpirento [8, c. 39].

Oco0y 37I0YMHIIL MOXHA O0XapaKTepU3yBaTH 5K «BIPTYaJbHOTO BaHIana» (CHaMepH, XakKe-
PH, aBTOpH BipycCiB), Iil AKOrO CIPSMOBaHi Ha NECTPYKTUBHY HisUIbHICTH Y Mepexi [HTepHert. Lle
MOXYTb OyTH HaBITh LIKOJIAPI, AKI BIABIAYIOTh NPUBATHI IIKOJIH 3 TPOTpaMyBaHHsI, CTYAEHTH IPO-
GITPHUX HABYAIBHUX 3aKjalliB, MpodeciiHi po3pOoOHUKH MPOTPAMHOTO 3a0e3MeUYCHHs W 1HIIHX
MPOAYKTIB, CUCTEMHI aJMIHICTPaTOpH, HAJAITYBaJIbHUKH MPOTPAMHOTO 3a0e3IeYeHHs, TOOTO
0co0H, SIKi BOJIOMIIFOTH CIICIliaJbHUMU 3HAHHSAMU B Tally31 IporpamyBaHHs. THIT XapakTepy, 0coOH-
CTOCTI TIpH ITbOMY HE € BXJIUBUM. [ yKpaiHCHKOTO IIPaB03acTOCOBYBada TAKUH BH OCOOH 3110~
YUHIIA € JJOCUTh HOBUM, TOMY HEOOXiJTHO 3BEpHYTHUCS JI0 TIPAKTUKU KpaiH, Jie el BHU]I 3JI0YHHIIIB
€ OinpIn mocmimkeHuM. Hampukian, Taki ocoOM MaroTh BHITY a00 HE3aKiHUEHY BHUIINY TEXHIUHY
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ocBiTy (52,9%); iHIIy BUIIy Y¥ HE3aKiHUEHY BHIILY OCBITY MaroTh 20% cy0’€KTiB KOMIT IOTEPHUX
3JI0YMHIB, cepeHbOCIeLiaNbHy TeXHIUHYy OocBiTY — 11,4%, iHmy ocity — 15,7% [3]. HasBHuM
€ B3a€EMO3B’A30K BiKy KibepBaH/aja 3 MOTHUBOM 1 CIIOCOOOM YYHMHEHHS 3JI0YHHY: SKLIO MOTHUB 1
CTOCi0 He 3aBIAOTh 3HAYHOI IIKOIH, a, HAIIPUKJIA], MAalOTh Ha METi CaMOCTBEPIKICHHS, TO 1€ Ki-
OepBanzan BikoM Bix 14 m0 22 poKiB; YUM CTapIIHid 3a BIKOM € 1HIWBIJ, THM OiJbIIE MPOTpecye
CyCITiJIbHa HEOE3MEUHICTh, 10 HUM YUWHSEThCA. KpiM TOTo, y «BIpTyalbHOTO BaHIAlIa» MOXHA
3HAWTHU BEIUKY KiJIbKICTh CIEIialli30BaHOI JIITEPATYPH, 30KpeMa, 3 «XaKiHTY», 3aXHCTy KOMII FO-
TepHo1 iH(opmarlrii. Takok MalOTh MicIle MEBHI 0COOIMBOCTI 30BHIIIHOCTI Takoi ocobu (crenu-
(ivHa 3auicka, HeBUOAITIHMBICTE B O3] Ta BXKUBAHHS XAPTOHIB (HAIPUKIAM, «KPyTa MaT» — Ma-
TepuHchKa mara)) [10].

I3 meroro imeHTHdikamii 0coOM 3MOYMHLA TOTPIOHO 3IMCHUTH MEepeBipKy Jor-(aiiiB
Ha HAsSBHICTH aHOMaJIii, siKi cBiguars mpo DDoS-araky; mpoaHaizyBaTH IPOTOKOIH, IKi MOXKYTh
OyTH BHKOPHUCTaHi s pearizarii DDoS-araku; BU3HAYMTH OCHOBHI NapaMeTpH 3’ €HAHHS, 5Ki €
noctatHiMe i ineHTudikanii DDoS-atak, i mpubpaHi 3aIucH MepexeBUX 00pasiB, sKi He Halie-
JKaTh J0 OOPaHOTO THITY IIKIJUTMBOTO BILIHBY.

Tak, He BCTaHOBJICHI OPTAaHOM JI0CYJIOBOTO PO3CJIilyBaHHS 0COOH, JiF04H 32 MOTIEPEAHBOIO
3MOBOIO, 31IHCHIIN HECAHKIIOHOBAaHE BTPYUYaHHsS B poOOTy 30BHIIIHROIO caifiTy MiHicTepcTBa
¢inanciB Ykpainu (minfin.gov.ua) y Bumsai DDOS-araxu, oCHOBHA XBUIIA SIKOT IPUIIANa HA HiY-
Huit yac 3 20:00 30 rpynus 2016 p. 1o 09:00 01 ciuns 2017 p., o OiATBEPIKEHO MpOBaiaepoM
TOB «IHp0oKOMY, 3 IKUM YKIIQACHO AOTOBIp PO HaTaHHs HOCIYT i3 3aXHIICHOTO AOCTYIy 10 [H-
TEPHETY.

Hacamnepen moTpiOHO JOMUTATH B SIKOCTI CBiJgka 0co0y, YIOBHOBaXXCHY 3Ji1HCHIOBA-
TH cucTeMHHi cynpoBin IT-cuctem MiHicTepcTBa (K KepiBHHKa BiJIUTY, Tak 1 Apyropsi-
HUX TpaniBHuKIB). [lig 9ac monuTy Takoi 0coOM HEOOXiTHO BCTAHOBHTH MOTO MOCANIy, KOJO
000B’S3KIB 1 AeTali TOro, IKUM YuHOM Oyno BHsABIeHO KibepBannanizM. OTxe, Oyino gomurta-
HO HavyalbHHKA BIJUIITY CHCTEMHOTO CYIPOBOMKEHHS MiHicTepcTBa (iHAHCIB YKpaiHH, SIKUH
nosicHus, 1o 31 rpyass 2016 p. o 07:30 panky, Hamararouuch 3aiiTu Ha caiiT MiHicTepcTBa
¢dinanciB Ykpainu 3a agpecoro minfin.gov.ua, BiH BUSBHB, 10 CAUT HELOCTYIHUH, PH LILOMY
Oyno BuU3Ha4YeHO KOHKpeTHY IP-ampecy. Ilicns BHsBIGHHs IOTO (akTy Oyno MpHiAHSTE pi-
[ICHHS OoiXaTH Ha poOOTY U BUABIEHHS W ycyHeHHs mpooineMu. binspko 9:00, mpuOyBmm
Ha poOOTY, BiH BHSIBUB, 1[0 HABAHTAXKCHHS Ha cepBep MiHicTepcTBa (iHaHCIB YKpainu Oymo
100%, iHmHX 03HAK BiIXWJICHHS POOOTH cepBepa BiJg HOpMH He Oynmo BusBieHo. [licis mepe-
3aBaHTaKEHHS BeO-cepBepa HaBaHTAXKCHHS Ha CEPBEP BiTHOBIIIOCS. YPaXOBYIOUH 0OCTaBUHH,
y HavanbHMKA BiIA1Ty BUHHUKJA Migo3pa, mo Ha MinicTepcTBo ¢iHaHCiB Ykpainu 3a IHTep-
HeT-afapecoro minfin.gov.ua 3a [P-agpecoro 3ailicaroeThess Ddos-aTaka Ha http-mopt 80. [Ticus
L[bOTO, 3aTele(OHYBABIIN O MpoBaiifepa HaJaHHS MOCIYT JOCTYNy A0 II00anbHOI Mepexi
Intepuet, TOB «Indoxom», BiH oTpumMaB iHpopmalio, sSka HiATBEpAXKyBajla HOro Mmigo3pH,
IO B 3alUTyBaHU mepion yacy 3iificHIoBanacs motyxHa Ddos-araka (3a kinacudikamiero Mo-
nerni OSI — piBenb 4), a came Ddos-aTaka BeTMKOIO KUJIBKICTIO 3aITUTIB. 3T1IHO 3 BIIOMOCTSMH,
OTPUMaHWMH BiJl NMpoBaiijepa, IHTEHCUBHICTh Takoi araku Oyma Omu3bpko 1 000 000 3amwuTiB
Ha CeKyH]Iy, IpOTe Ha Yac HaJaHHsS iH(opmarllii HaJBeITuKOT IHTCHCUBHOCTI 3alWTIiB Ha CalT
MinicrepcTBa inanciB Ykpainu He cioctepiramocs. TuM He MEHIIe, 3aBaHTAXKEHHS pECypcCiB
cepsepa Bce ogHO 3anumanoca 100%. 3anns BinHOBIeHHS poOoTH BeO-caiiTy MiHicTepcTBa
Oylio mpuiHATE PilICHHS MMEepeHecTH cailT Ha iHmy [P-agpecy 3 momanblIuM BHECEHHSIM 3MiH
y HaJaImTyBaHHs cepBepa iMeH. Uepes Aekiabka XBUIMH BeO-CalT CTaB JOCTYIHUI 32 HOBOIO
IP-agpecoro, mopanpmnx Ddos-arak Ha HOBY aapecy He OyIo.

s BcTaHOBIICHHST OOCTaBUH, SIKI MAIOTh 3HAYEHHSI JOKa3iB Y KpUMiHAIEHOMY IPOBAIXKCH-
Hi, OpraHOM JIOCYZ0BOTO po3ciiayBaHHs B mopsaaky ct. 93 KIIK Ykpainu ButpeOyBano 3 MiHic-
TepcTBa (iHAHCIB YKpaiHW BiJOMOCTI IOJO Jor-(haiiiiiB aTakyu Ha oQiriiiHmiA caidT MiHicTepcTBa
(inanciB Ykpainu. Y X0/ aHami3y BKa3aHUX BiJloMOCTeH ycTaHOBIEHO [P-anpecwu, 3 skux 3miiic-
HIOBasHCs Taki Ddos-ataku, mo Hanexars nposaiinepy Inrepuer-nociyr TOB « IAHTEUT».

VY 3B’43Ky 13 IUM HEOOXiIHO BCTAHOBUTH TaKe:




Kpuminanvro-npoyecyanvte npago ma kpumiHanicrmuxa

1) ankeTHi AaHi ocib, sKi 31 BctaHoBIeHOI [P-agpecu 3xiiicHioBanu Ddos-araku Ha odiriii-
Hu#l caiiT MiHicTepcTBa QiHaHCiB YKpaiHu,

2) BIJOMOCTI IIOAO MiCIIsl 3HAXOKEHHS KOMIT I0TEPHOTO 00JIaIHaHHS, 3 SIKOTO 3/IIHCHIOBA-
Jacs Taka MPOTHUIIPABHA AisUIBHICT, OTO Miclie 3HaXOKESHHS,

3) BiIOMOCTI IOJIO EJEKTPOHHOI iH(popMaIlii, 0OMIH SKOIO 3IHCHIOBABCS 3a JOITOMOTOIO
Mepexi [HTepHeT 13 Bumie3azHaueHoi [P-aapecu 3a nepion i3 00:00 29 rpymas 2016 p. mo 24:00
01 ciuns 2017 p.

Crij 3ayBakMTH, IO TaKi BIIOMOCTI MiCTSITh OXOPOHIOBAaHY 3aKOHOM TAEMHHUIIIO, & CaMe Bi-
JIOMOCTI IIO/I0 MMEPCOHANBHUX JaHUX OCi0, SKUM HaJlaloThCsl [HTEpHET-MOCTYTH 3 BUKOPUCTAHHIM
ycraHoBieHoi IP-aapecu, a TakoX BiJOMOCTI, IIJ0 CTAHOBIIATH KOMEPIiIHHY TaEMHUIO (Y YacTHHI
YMOB HaJlaHHA [HTepHeT-mociyr TakuM ocodam). Tomy HEOOXiTHUM € 3BEPHEHHS 3 BiIAMOBITHUM
KJIOTIOTaHHSM IO HaJIaHHS JO03BOIY HA TAMYACOBHHI TOCTYII IO peUei 1 TOKYMEHTIB i3 MOMKIIUBIC-
TIO BIUTYUCHHS (BUIMKH) IX KOTIiM, cepel] IKHUX € TaKi JOKYMECHTH:

— HaJe)KHUM YMHOM ITOCBiTYEHA KOIIisl TOTOBOPY Ha HaTaHHS |HTEpHET-TIOCIYT KOPUCTY-
BaueBi Mepexi [HTepHeT, sskomy B niepiox i3 00:00 29 rpymus 2016 p. 1o 24:00 01 ciunasg 2017 p.
BKJTIOYHO JUTS BUXOMY 10 Mepexi [arepret Oyino Hagano IP-aapecy;

— BIJJOMOCTI IIOJI0 MPi3BHUIIA, IMEHI Ta MO OaTbKOBI 0COOH, MiCIls MPOXKHUBAHHS, aJPECH,
3a SIKOI0 HAJAI0ThCs MpoBaiiiepoM IHTepHEeT-NOCIyTH KiHIIeBOMY CIIOXKHBaueBi 3 [P-agpecoro,

— HaJIGKHUM YMHOM TMOCBiAYEHI KOMil JOKYMEHTIB, SIKi MOCBIAYYIOTh 0cO0Y IMiJJ03pIOBAHO-
ro, sikomy B niepion i3 00:00 29 rpynns 2016 p. 1o 24:00 01 ciuns 2017 p. HagaHO AJIsE KOPUCTYBAH-
Hs Ta BUXOy 110 Mepexi [ntepuet IP-anpecy;

— BIIOMOCTI IOAO Mac-aIpecHd BChOTO KOMIT IOTEPHOTrO OONATHAHHS KiHIIEBOTO CIIOXKH-
Bada [HTEepHeT-nociayT, sikomy B mepiox i3 00:00 29 rpyaus 2016 p. mo 24:00 01 ciuas 2017 p.
HajJaHo Juist kopuctyBaHHs [P-agpecy;

— BIJIOMOCTI IIIOI0 aKTyaJIkHOTO KopucTyBada [P-aapecu;

— BigomocTi mono Bcix URL-manux, Ha sKi 3a1HCHIOBAINCS 3alIMTH 3 KiHIIEBOTO KOMII fO-
TepHOTO 00NaHaHHs KopucTyBada [P-aapecu B nepion i3 00:00 29 rpyans 2016 p. 1o 24:00 01 ciu-
Ha 2017 p.;

— BIZJOMOCTI IIOJ0 HEMM(pPOBAHUX MPOTOKOIIB Mepenadi JaHuX, M0 BigOyBaiacs MiX KO-
puctyBadem IHTepHer-niocayr 3 IP-aapecu i iHmumu [P-agpecamu B nepion i3 00:00 29 rpyans
2017 p. mo 24:00 01 ciuns 2017 p.;

— BIJIOMOCTI MO0 MPHUKIIQIHUX IIPOTOKOIIB JUIS Iepeadi iHpopmaltii y BUNISAII TiepTek-
croBux JokyMeHTiB y popmari HTML (HTTP — HyperText Transfer Protocol), mo 3xificHroBanacs
kopuctyBadamu [HTepHeT-mociyr 3 [IP-anpecu B Mepesxi [HTepHeT 3a mepiox gacy i3 00:00 29 rpya-
Hs 2017 p. mo 24:00 01 ciuns 2017 p.;

— BIJOMOCTI IIOJI0 Mepeayi eJIeKTPOHHUX JaHHuX Mo 3axuiieHoMy nporokory HTTPS, mo
BiOyBasiacsi MiX KilieHTOM (oTpuMmyBadeM [HTepHeT-mocnyr 3 IP-anpecu) Ta cepepom (HagaBa-
4yeM Takux mociyr) 3a mepiox i3 00:00 29 rpyaus 2017 p. g0 24:00 01 ciunsg 2017 p.;

— BIZIOMOCTI IOJO €IEKTPOHHUX NAaHHX, MPOTPAMHOTO 3a0e3MeUeHHS W IHIIHX eNeKTPO-
HHUX BIJJOMOCTEH M0JI0 X 00CATY i iIHTeHCHBHOCTI Tiepeaayi y nepioxn i3 00:00 29 rpymas 2017 p.
10 24:00 01 ciunst 2017 p. i3 nepmoi [P-agpecu wa apyry IP-anpecy;

— BimoMocTi oo Beix [P-ampec, Mix sSIKUMU 3/11ICHIOBaBCS OOMIH €JIEKTPOHHO0 iHpopMa-
uieto 3 [P-aapecu 3a nepiox i3 00:00 29 rpyaus 2017 p. go 24:00 01 ciunsg 2017 p.

BucnoBku. KibepBanaanisMm sk MifBHJ BaHAaNi3My HaOyBae Bce OiIBIIOrO MOIIMPEHHS
Ha TepeHax YKpaiHM uyepe3 HeoOi3HaHICTh MPAaBOOXOPOHHHUX OPraHiB i3 MOMKJIMBOCTSIMH BUKOPH-
CTaHHs iH(pOPMAIIHUX TEXHOJIOTIH ITiJ] Yac po3CiiayBaHHs i€l Kareropii 3o4nHiB. Baxkaueum e
PO3YMIHHSI OHATTS W 03HAK KiOepBaHAami3My 3a/1J1s1 €()EKTHBHOTO TMOIIYKY Ta (hiKcarlil eleKTpo-
HHUX CJTIJiB, a TAKOXK JUIS TIOAAJBIIIOTO 3IHCHEHHS CIIIUNX (PO3IIYKOBHX ) Jii.
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KaHIUAaT IOPUINYHHUX HAyK,

npodecop kKapeapu KpUMIHAILHOTO TpaBa
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PO ’KEPEJIA KPUMIHAJIBHOTI'O ITIPOUHECYAJIBHOT'O ITPABA VYKPAITHU
Y KOHTEKCTI PEAJII3ALIII PIBHOCTI SIK IPUHIUITY OPUJIUYHOI'O
HOPOLECY Y KPUMIHAJIBHOMY ITPOBAJI’KEHHI

VY cTarTi NpoaHali3oBaHO peaTi3alliio PiBHOCTI SK MPUHIUIY FOPUIMYHOTO MPO-
[ecy y KpUMiHAJIBHOMY TPOBaJKeHHI. BkazaHo Ha HEOOXiTHICTh 11 TOTPUMAaHHS i
gac pOpMYITIOBAaHHS CHCTEMH JKepell KpUMiHAIBHOTO MPOIIeCyaTbHOTO MpaBa YKpa-
1HU.

Knrwouoei cnosa: xpuminanvhe npogaodicenHs, NpuHyuUnu 10puoUdHo20 npoyecy
V KPUMIHATGHOMY NPOBAOXNCEHHI, DIGHICIMb K RPUHYUN IOPUOULHO20 npoyecy, 0ice-
Pea KpUMIHATbHO20 NPOYECYATbHO20 NPABd.
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