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EUROPEAN UNION ENERGY SECURITY AMID RUSSIAN AGGRESSION
IN UKRAINE

This article examines the challenges facing the EU in ensuring energy security
in the context of an energy crisis triggered by Russian aggression. Over the past
decades, Russia has used its control over energy resources to expand its political
influence both in the post-Soviet region and among the European Union (EU)
member states. The author examines the implications of this aggression for EU
energy security, assesses the status of the Energy Union in 2022, and assesses both
short- and long-term strategies for shaping supranational and national energy policies
from a European perspective. The study also reveals contemporary European energy
and climate policies, which emphasize the transition from coal, oil, gas, and nuclear
energy to renewable energy sources, increased energy efficiency, and expanded
energy storage capabilities. An analysis of Ukrainian and European Union legislation,
statistical data and official communications from Ukrainian government agencies has
shown that the EU’s energy security has faced unprecedented threats since Russia’s
full-scale invasion of Ukraine.

The Russian invasion forced the EU to prioritize energy independence, accelerate
the deployment of renewable energy sources and reduce Russia’s influence as
a dominant energy supplier. Since then, the search for alternative solutions has
become a central element of the EU’s energy policy, requiring significant investments
in LNG infrastructure, renewable energy sources and nuclear power. However,
increasing global competition for resources makes it difficult to find long-term
energy suppliers, highlighting the complexity of the energy transition in the face
of geopolitical and economic pressures. It is concluded that the challenges to ensuring
energy security in the EU stem from several key factors, including the dependence
of the European energy market at a certain stage of the EU’s development on Russian
gas, oil and coal; political challenges in transitioning to alternative sources, socio-
economic pressure, geopolitical instability, etc.

Key words: energy security, Energy Union, renewable energy, European energy
policy, climate strategy, energy transition.

CouoBiioBa A. M. Eneprernuna 0e3nexa €sponeiicbkoro Coro3y B yMoBax
pociiicbkoi arpecii B Ykpaini

VY midd cTaTTi po3nIAIAThC BUKIHKY, 3 SKHMHU CTHKAeThes €C y 3a0e3neucHHI
EHEePreTUYIHOT OE3MEKH B YMOBaX €HEPreTUYHOT KPU3H, CIIPOBOKOBAHOT POCIHCHKOIO
arpeciero. [IpoTsarom octaHHIX necsaTwiIiTh Pocis BHKOPHCTOBYBAIIA CBilf KOHTPOJIb
HaJl CHEPIrCTUIHUMU peCprﬁMI/I IJIA pO3MIMPEHHA CBOI'O HOHITI/I‘{HOFO BIINIUBY SIK
Y TOCTPaJsHCHKOMY perioHi, Tak i cepen JeprKaB- 4JieHiB €BPOIEHCHKOTO Corosy
(€C). ABrop nocHimKy€e HACHIIKHU 1i€l arpecii s eHepreTHqu 6e3nexu €C, orri-
HIOE CTaryc EHCpFeTI/I‘IHOFO corosy y 2022 poti Ta OIIHIOE 5K KOpOTKOCTpOKOBl
TaKk 1 JJOBFOCTPOKOBI cTparerii (opMyBaHHsA HaJHALIOHAJIbHOI Ta HaliOHAJIBHOL
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CHEPTeTUYHOT MOJIITUKU 3 €BPONEHUCHKOI TOUKH 30py. JlOCTIIKEHHS TAKOK PO3KPH-
BAa€ CYJacHY €BPOIICHCHKY EHEPTETHYHY Ta KJIIMAaTHIHY HONITHKY, SIKa HArOJIOIIy€ Ha
nepexo/i Bij Byrims, HadTH, Ta3y Ta sAepHOi €Hepril 10 BiTHOBIIOBAHUX JKEpPE
eHeprii, MIBUIICHHS €Heproe()eKTUBHOCTI Ta PO3IIHPEHUX MOXIINBOCTEH 30epi-
TaHHS eHeprii. AHalli3 3aKOHOIABCTBa YKpaiHu Ta €Bponeiicbkoro Coro3y, cTaTuc-
TUYHUX JAHUX Ta O(PiLifHUX MOBIAOMIICHb YKPAaiHCHKHUX AEP>KaBHUX OPraHiB IOKa-
3aB, 110 eHepreTuyHa 6e3neka €C 3iTKHynacs 3 6e3npereIeHTHIMH 3arpo3aMu MicIs
MOBHOMACITAOHOTO BTOpTHEeHHs Pocii B Ykpainy.

Bropraenns Pocii smycumo €C BiggaTi IpiopUTET EHEPreTHYHIA HE3aIeKHOCTI,
MPUCKOPUTH BIIPOBA/DKEHHS BiJHOBIIOBAHHUX JDKEpEJT CHEeprii Ta 3MCHIIUTH BILTUB
Pocii sik TOMiHYOYOTO TIOCTAaYaIbHAKA CHEpTii. 3 THX Mip MOIIYK aJbTepHATUBHUX
pIlICHh CTaB IEHTPAJbHUM €JIEMEHTOM eHepreTHdHoi momituku €C, mo BuUMa-
rae 3HaYyHMX iHBecTHUIi B iH(ppacTpykrypy CIII, BimHOBIIOBaHI kepena cHep-
rii Ta atomMHy eHepreTuky. OJHAK 3pocTaroua IodaabHa KOHKYPEHIIiS 32 pPeCypcH
YCKJIQJHIOE TIOIIYK JOBTOCTPOKOBUX IIOCTa4aJbHUKIB CHEPrii, M0 MiJKPECIIOe
CKJIQJIHICTh €HEPTETUYHOTO MEPEXOy B YMOBaX TeOMOJITHYHOIO Ta €KOHOMIYHOTO
TUCKY. 3p00JIE€HO BUCHOBOK ITPO Te, 1110 PoOIeMH 1010 3a0e3MeueHHs eHePTeTHUHOL
6e3nexu B €C BUILTUBAIOTH 3 JCKUIBKOX KIIIOYOBUX (PAKTOPIB, cepel SKUX 3aJIexK-
HICTh €BPONEUCHKOr0 €HEPreTUYHOT0 PUHKY Ha MEBHOMY eTami po3BUTKY €C, Bia
poCiiicbKoro ra3y, Hah)TH Ta BYT1JLIA; MOJITHYHI BUKJIMKH MPH NIEPEXO0/i Ha ajbTepHa-
THBHI JDKepelia, COiabHO-CKOHOMIYHHN THCK, TeOTOIITHYHA HECTAOUTBHICTD TOIIIO.

Knwuosi cnosa: enepeemuuna 6esnexa, Enepeemuunuii Coio3, 6i0H08MI08aHA
enepeemuka, €eponelicbka enepeemuina NONIMUKA, KIIMAMUYHA cmpamezis, eHep-
cemuyHull nepexio.

Introduction. Russia's full-scale invasion of Ukraine in February 2022 was a negative
example of a violation of international law, universal human rights and freedoms, and the principles
of territorial integrity and sovereignty. Justice Minister Olga Stefanishyna said that on December
19th, 2024, Ukraine's state registers were hit by the largest Russian cyberattack. “Today, the largest
external cyber attack on the state registers of Ukraine took place in recent times. As a result of the
targeted attack, the work of the Unified and State Registers, which are under the jurisdiction of
the Ministry of Justice of Ukraine, was temporarily suspended. Now, together with the team and
specialists of other services, we are coordinating work to counter cyberattacks and restore systems.
It is already clear that the attack was carried out by the Russians with the aim of disrupting the
operation of the state's critically important infrastructure” [1] . Russia bombards civilian facilities
and critical infrastructure facilities almost every day, while justifying its actions in every possible
way through the media, denying the criminal nature of its activities.

The attack on Ukraine’s state registers highlights the vulnerability of critical infrastructure
to targeted external threats. So 2024 has become particularly difficult for the entire population of
Ukraine, as it has become clear that Russian attacks are specifically aimed at energy infrastructure
facilities and are particularly concentrated in the autumn-winter period, revealing the aggressor’s
criminal intent to cause particular suffering to the population of Ukraine. The energy security
is one of the most important policy areas of the European Union. A secure supply of electricity is
of vital importance for the development of European society, the implementation of a sustainable
climate change policy, and the fostering of competitiveness within the internal market (5) Directive
2009/72/EC) [2]. However, the prolonged ignoring by European political leaders of the threats
associated with dependence on Russian energy resources has revealed certain shortcomings in
the European strategy.

Statement of the task. The purpose of the article is to consider the features and problems
of ensuring the energy security of the European Union in the conditions of Russian aggression
in Ukraine.

230



Iumanns kpuminanvHozo nPasa, KPUMIHONOZE MA KPUMIHATILHO-6UKOHABY020 NPAsa

Research results. According to the UN Human Rights Monitoring Mission in Ukraine
(UMHRU), only from 22 February to 31 September 2024, in the period from 22 February to 31
September 2024, the Armed Forces of the Russian Federation created nine branches far-reaching
and well-coordinated attacks on the energy infrastructure of Ukraine, damaging or destroying
numerous generation, transmission and distribution facilities. These impacts caused serious damage,
affecting the civilian population and key systems: electricity, water supply, sewerage, fire, health
protection, lighting and the economy of the country [3]. Crucially, the focus lies on the number of
regions affected, the coordinated nature of the attacks, their high precision, and the extensive harm
inflicted on civilians and critical systems essential for life-support services.

The UMHRU has characterized these attacks as both widespread and systematic.
Furthermore, the scale of this military campaign, aimed at damaging or exhausting Ukraine’s civil
infrastructure for electricity and heat generation and transmission, highlights a deliberate disregard
for the fundamental principles of international humanitarian law.

Of course, Europe faced particular challenges in February 2022, although it already had
certain problems in the energy sector. For instance, according to experts from the International
Monetary Fund, the energy problems in the EU began in late summer 2021, which was associated
with the revival of the global economy after the Covid lockdowns, which led to an increase in
global energy consumption. In the second half of 2021, there was an activation of the oil, natural
gas and coal markets, which led to an increase in prices due to insufficient supply and demand. It
was in November 2021, three months before the invasion, that the US government announced the
first release from its strategic oil reserve [4, p. 40]. Thus, some initial problems in the energy sector
in Europe can be seen from late 2021, as the post-COVID surge in global demand led to higher
prices for oil, gas and coal. Russia’s invasion of Ukraine in 2022 highlighted Europe’s dependence
on Russian energy as a key geopolitical risk, underlining the urgent need for collective EU action
to ensure energy security.

Unfortunately, even after the invasion of Ukraine in 2022, Russia’s energy supply was
identified as the main geopolitical risk for Europe. It is clear that Europe has learned that the
lack of cheap energy resources and the conservatism of food and energy security contribute to
the financing of Putin’s neo-imperialism. The EU had the opportunity to recognize and solve this
problem collectively and as a matter of priority [5, p. 22].

On the eve of the full-scale Russian-Ukrainian war (and to a large extent still), almost all
nuclear energy in Central and Eastern Europe (Hungary, Bulgaria, the Czech Republic, Slovakia)
and Finland was dependent on Russian nuclear fuel, as the listed European countries still use
Soviet nuclear power units (Petkova, 2022). Germany, with its long-standing anti-nuclear traditions
in energy, imported 50% of its coal and 65% of its gas from Russia in 2020. There was also
significant dependence on Russian coal, with Poland and Germany in particular using over 70% of
all coal consumption in the EU, against the backdrop of a general decrease in coal use and domestic
production since 2000. A significant part of the states depended on Russian gas imports on the eve
of the Russian-Ukrainian war. Before the start of the full-scale war, Poland supplied 20% of its
domestic coal needs with Russian coal, and also imported about 50% of its gas and over 60% of its
oil from Russia [4, p. 37].

In this context, special attention should be paid to paragraph 16 of the National Security
Strategy of Ukraine, which states the following: “Russia uses the Black Sea-Caspian region and
occupied Crimea as a "bridge" to the Balkans, the Mediterranean, the Middle East and North
Africa. To strengthen its position in Europe, the Russian Federation uses energy and information
“weapons”, tries to influence the domestic political situation in European states, incites protracted
conflicts and increases its military presence in Eastern Europe” [6]. Energy security is inextricably
linked to the success of European integration, the synchronization of energy systems and markets
with European ones and the sustainable development of the sector [7].

At the same time, the current state of the fuel and energy complex, challenges and threats
emerging in the energy markets may hinder the provision of energy security. The fuel and energy
complex is in a critical state. The Unified Energy System of Ukraine operates in synchronous mode
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with the energy systems of countries that cannot be considered reliable partners of Ukraine in the
short and long term in order to achieve energy security. The aggressor state in relation to Ukraine —
the Russian Federation, continues the construction of Nord Stream 2, which threatens the energy
security of Ukraine. The Republic of Belarus, which, due to a political crisis, has found itself under
EU and US sanctions due to its close political and economic ties with the Russian Federation,
cannot be considered a reliable strategic partner for ensuring Ukraine's energy security [7]. In our
opinion, one of the key sources of energy security in Europe is the stabilization and guarantee
of energy security in Ukraine. Therefore, we focus on the nutrition of legal regulation of energy
security under Ukrainian legislation.

Energy security issues in Ukraine are regulated by the Constitution of Ukraine, the Law of
Ukraine “On National Security of Ukraine”, the Law of Ukraine “On Energy Efficiency”, the Law
of Ukraine “On the Basic Principles of Ensuring Cybersecurity in Ukraine” [8], the Decree of
the President of Ukraine dated September 14, 2020 Ne 392/2020 On the Decision of the National
Security and Defense Council of Ukraine dated September 14, 2020 “On the National Security
Strategy of Ukraine”, the Resolution of the Cabinet of Ministers of Ukraine dated August 4, 2021
Ne 907-r Energy Security Strategy, approved by the Resolution of the Cabinet of Ministers of
Ukraine dated August 4, 2021 Ne 907-r, etc.

According to Part One of Article 17 of the Constitution of Ukraine, protecting the sovereignty
and territorial integrity of Ukraine, ensuring its economic and information security are the most
important functions of the state, the business of the entire Ukrainian people. In accordance with
paragraph 17 of part one of Article 92 of the Constitution of Ukraine, the following are determined
exclusively by the laws of Ukraine: the foundations of national security, the organization of the
Armed Forces of Ukraine, and the maintenance of public order [9].

The Law of Ukraine “On National Security of Ukraine”: establishes the basic principles
and directions of ensuring national security, in particular, according to paragraph 9 of part one of
Article 1 of this Law, national security of Ukraine is the protection of state sovereignty, territorial
integrity, democratic constitutional order and other national interests of Ukraine from real and
potential threats.

By the Decree of the President of Ukraine of September 14, 2020 Ne 392/2020 On the
Decision of the National Security and Defense Council of Ukraine of September 14, 2020 "On the
National Security Strategy of Ukraine" the National Security Strategy of Ukraine was approved
“Human security is the security of the country”.

The National Security Strategy of Ukraine does not directly incorporate the phrase “energy
security”. But according to the paragraph 54 “economic development and security are impossible
without sustainable energy development” [6]. To do this, we must: contribute to the expansion of
Ukraine's energy potential and the efficiency of its use; integrate Ukraine's energy markets into the
EU energy market, in particular, integrate the Unified Energy System of Ukraine into the European
Union of Transmission System Operators for Electricity (ENTSO-E) and the Gas Transmission
System of Ukraine into the European Network of Gas Transmission System Operators (ENTSO-G),
preserve and expand Ukraine's transit potential, counteract the implementation of projects that
negatively affect the state's energy security; diversify sources and routes of energy supply; increase
energy efficiency, introduce continuous accounting of the production, transmission and use of
energy resources, introduce a national energy balance, ensure further development of the fuel and
energy sector under conditions of sustainable development and environmental safety, taking into
account the latest technologies for energy production from renewable sources and its storage [6].

Energy security of Ukraine is an integral part of national and economic security and a
necessary condition for the existence and development of the state. Energy security is the timely,
full and uninterrupted provision of high-quality fuel and energy to material production, the non-
production sector, the population, municipal and household and other consumers, prevention of the
harmful impact on the environment of transportation, transformation and consumption of fuel and
energy resources in the conditions of modern market relations, trends and indicators of the world
energy market [10]. In accordance with paragraph one of part one of Article 2 of the Law of Ukraine
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“On Energy Efficiency” dated October 21, 2021 [11], this Law regulates relations arising in the
field of ensuring energy efficiency and is aimed at strengthening energy security, reducing energy
poverty, sustainable economic development, preserving primary energy and reducing greenhouse
gas emissions. Therefore, under Ukrainian legislation, there is a whole system of regulatory
legal acts aimed at regulating Ukraine's energy security as the most important component of the
state's national and economic security, the guarantee and provision of which also depends on the
integration of Ukraine's energy markets with the EU, diversification of supply sources, increasing
energy efficiency, and promoting renewable energy sources.

In turn, the European Union has implemented several directives aimed at strengthening
energy security in Europe and creating a reliable legal framework for the implementation of
measures aimed at stabilizing the energy sector and finding new energy resources. Thus, the Energy
Efficiency Directive (Directive (EU) 2023/1791) [12], which entered into force in October 2023,
sets binding energy efficiency targets to achieve an additional reduction in energy consumption
of 11.7% by 2030 compared to the EU baseline scenario forecasts for 2020. It establishes that the
principle of "energy efficiency first" is fundamental to EU energy policy.

Separate consideration of the Renewable Energy Directive [13], which is the main legislative
framework for stimulating the introduction of renewable energy sources in the EU. The Renewable
Energy Directive is the legal framework for the development of clean energy across all sectors of
the EU economy, supporting cooperation between EU countries towards this goal.

In addition, Regulation (EU) 2017/1938 [14] defines measures to ensure the security of gas
supply by establishing preventive and emergency measures.

The EU is thus developing regulatory acts that are the cornerstone of the EU strategy to
strengthen energy security, promote resilience and ensure a sustainable energy system in the
Member States.

However, the Russian invasion of Ukraine in 2022 has led to a growing awareness among
Member State politicians that the EU can no longer rely on Russia as its main energy supplier and
must immediately take concrete measures to curb energy imports. The Commission has proposed
a joint European initiative called REPowerEU (8 March 2022) [5, p. 23], with the aim of reducing
fossil fuel imports from Russia by 2/3 by 2022 and thus achieving Europe’s independence from
Russian energy resources well before 2030. The European Council meeting of 10—11 March 2022
adopted the Versailles Declaration, which confirmed the desire for progress in reducing the EU’s
energy dependence, in particular on Russia.

By abandoning Russian hydrocarbons, the EU is forced to seek alternative supplies and create
conditions for their implementation. By increasing its own coal production, supply agreements
with the USA, Australia, and Colombia will be in effect, as these countries already export this
resource and have sufficient capabilities to block Russian exports (Otkydach & Bohdiazh, 2022).
Indonesia, which has been recognized as one of the world's leading coal exporters for more than
five years, may also join this list (Holz et.al, 2018) [4, p. 42].

Thus, the war has introduced new challenges for the EU’s energy diplomacy, particularly
in negotiations with LNG suppliers such as the United States, Qatar, and Australia, as well as with
oil-producing nations within OPEC. These challenges underscore the urgent need to strengthen
cooperation within the EU to diversify energy sources and integrate energy markets more effectively.

Foreign energy policy, including energy diplomacy as its tool, is an important link in the
implementation of the national interests of the state [15, p. 6]. In the current context, ensuring the
uninterrupted and efficient functioning of the energy system has transcended domestic political
concerns. Russian armed aggression, along with global and regional energy dynamics, has
heightened the importance of bilateral intergovernmental cooperation in the energy sector.

This evolving landscape requires not only the expertise of energy specialists and energy
sector managers but also the active involvement of diplomats who possess a deep understanding
of energy issues. Their role is increasingly essential for achieving national interests and navigating
the complexities of modern energy challenges. By combining technical expertise with diplomatic
strategies, states can better address the multifaceted energy crises of today while securing their
long-term energy security and stability.
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In this context, the Ministry of Energy of Ukraine (Minenergo) plays a pivotal role.
According to paragraph one of the Regulation on the Ministry of Energy of Ukraine, the Ministry
of Energy of Ukraine (Minenergo) is a central executive body, the activities of which are directed
and coordinated by the Cabinet of Ministers of Ukraine. The Ministry of Energy is the main body
in the system of central executive bodies, which ensures:

1) the formation and implementation of state policy in the electric power, nuclear industry,
coal industry, peat mining, oil and gas and oil and gas processing complex (hereinafter referred to
as the fuel and energy complex);

2) the formation and implementation of state policy in the field of renewable energy sources
and alternative types of gas fuels and in the field of supervision (control) in the electric power and
heat supply sectors, as well as in the natural gas market [16].

Integration of the Ukrainian Unified Power System into the pan-European ENTSO-E energy
system is one of the key strategic goals of Ukrenergo, an important component of Ukraine's energy
security. Synchronous operation of the Ukrainian power system with ENTSO-E will increase
the reliability and stability of the Ukrainian Unified Power System, expand the possibilities of
electricity exchange between neighboring countries, strengthen competition in the domestic market
and create opportunities for operation in the European energy market [17].

Integration of the Ukrainian Unified Power System into ENTSO-E is provided for by
the Association Agreement between Ukraine and the EU.

National Power Company Ukrenergo is a private joint stock company with 100% state-
owned shares, managed by the Ministry of Energy of Ukraine. Ukrenergo is a full member of
the European energy association ENTSO-E (since 01.01.2024), an ISO-certified transmission
system operator of Ukraine with the functions of operational and technological management of
the Integrated Power System of Ukraine (IPS) and electricity transmission via trunk power grids
from generation to distribution networks. Ukrenergo is one of the key participants in the electricity
market and performs the functions of the commercial metering administrator, and settlements
administrator, fulfils public service obligations (PSO) in the market functioning, and manages the
operation of the electricity balancing market. Ukrenergo ensures: — real-time balance of production
and consumption of electricity and capacity in the power system; — operation and development
of trunk and interstate power grids; — parallel operation of the power system of — Ukraine with
the power systems of neighbouring countries; — technical possibility of electricity exports and
imports [18]. Ukraine’s integration into the ENTSO-E energy system is a key goal for Ukrenergo to
boost energy security, reliability, and electricity trade with Europe. As a state-owned transmission
operator and ENTSO-E member since 2024, Ukrenergo manages power grids, ensures electricity
balance, and facilitates imports, exports, and market operations.

Conclusion. The analysis of Ukrainian and European Union legislation, statistical data, and
official communications from Ukrainian government bodies reveals that the EU’s energy security
faced unprecedented threats following Russia’s full-scale invasion of Ukraine. These challenges
stemmed from several key factors: 1) dependence on Russian energy resources: The European
energy market’s reliance on Russian gas, oil, and coal became a critical vulnerability; 2) energy
crisis: disruptions to the Nord Stream 1 and 2 gas pipelines sharply reduced gas supplies to Europe,
exacerbating the crisis; 3) economic impact: Record-high gas and electricity prices fueled inflation
and triggered socio-economic challenges across European countries; 4) political challenges in
transitioning to alternative sources: The EU struggled with inadequate import infrastructure,
particularly for liquefied natural gas (LNG), due to its reliance on pipeline gas. Energy market
imbalances also emerged, with the slow transition to renewables necessitating a temporary return
to coal during the crisis; 5) socio-economic pressures: elevated energy prices placed a significant
financial burden on households and businesses, sparking protests in countries like France and
Germany; 6) geopolitical instability: the war introduced new challenges for EU energy diplomacy,
forcing a re-evaluation of energy policy.

Russia’s invasion compelled the EU to prioritize energy independence, accelerate the
adoption of renewable energy, and diminish Russia’s influence as a dominant energy supplier.
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The search for alternative solutions has since become central to EU energy policy, requiring
substantial investments in LNG infrastructure, renewable energy sources, and nuclear power.
However, growing global competition for resources has made securing long-term energy suppliers
increasingly difficult, underscoring the complexity of the energy transition in the face of geopolitical
and economic pressures.
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